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Welcome to Linux an
Samba

Linux and Wind egrat N Samba introduces you to the

i 0 use Linux and Windows together.
s-on labs, this class concentrates on the
a server administration, including

provide, restricting access, and tuning

perf
The cl provides material for in-class discussions and may also be
uable Samba administration reference.

ur ctives
Linux and Windows Integration with Samba will teach you:

to recognize SMB shares and their value in heterogeneous
networks.

how to quickly, correctly, and efficiently create SMB file and
printer shares with Samba.

secure Samba shares with host and user-based access controls.

troubleshoot common Samba problems.
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Course Structure

This course is a two-day, lecture and lab intensive, fast track curriculum.
Lectures follow the structure of the class's text, with labs and question
answer sessions woven in after each chapter.

About International Technology Solutions

Since 1994, International Technology Solutions Inc. (I T8y

many more.

Our corporate mission is to provide hi
solutions that increase efficiency
investment for our clients.

ITSis committed to providing oY
related services. Our maia ga
educate and show ou

ITS offersan en
or administrator.

Linu

emAdministration

ork Administration

: d Windows Integration with Samba
pache Web Server Administration
* Introduction to Linux Devel opment
Q . Linux Systems Programming

Linux Kernel Programming

Linux Device Driver Programming

For these courses, plus many more, please visit us on the Internet at
http://www.itsinc-us.com/.
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Chapter 1. QQ.
Introducing Samb Q)

Chapter Overview

, configuring each operating system to share
daunting task.

After completing this chapter, you will be able to:
describe Samba’ s functionality.
explain NetBIOS and the SMB protocol.
list and describe Samba's components.
describe share and user-level security.
control Samba's operation.
locate Samba logs.
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What Samba Does

Sambais an Open Source package that provides Common Internet File
System (CIFS) functionality. CIFSisthe latest incarnation of the Serv
Message Block (SMB) protocol, which is the primary means of shari
printers and files between Windows computers.

Samba has not only ease-of-use but also performance b
administrator, these are qualities you strive to achi

Samba provides:
file and printer sharing.

windows networking log

auto inter drivers under Windows 9x.
nch ion o ords between Windows and UNI X
em
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Samba and NetBIOS

NetBIOS, designed originaly for extending the PC BIOS, provides the
following services:

Name services allowing computers to locate others by nam

Session services alowing computers to connect to eac
send data.

Datagram services providing methods of sendin ts of
data

NetBIOS name services

Under NetBIOS, each system has one or mmore NgBIOS
NetBIOS name service (NBNS) man etBl appihgs between
host names and IP addresses. Yo ba NS server.

es and allows look-ups
. For example, after

The NBNS allows hosts to regisier N
to trandate the NetBIOS nan
performing a Map Net ‘
NBNS to retrieve th ! dress before a connecting to
the server.

NetBIOS cl

Only one IP address. If a system attempts to register a
name that is in use an error will occur

Multihomed Unique names where the system owning the name has
multiple interfaces. All the multihomed host’s IP
addresses are associated with one name

up hames Many IP addresses. When registering a group name,
its IP address is added to the listing maintained for
that name. When trandating a group name, al the IP
addresses associated with that name are returned

Domain Associated with NT domains
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NetBl OS formatting

NetBIOS names are aways stored and held in uppercase. Additionaly,
the name can contain any characters except:

Characters less than a space (control characters)
N ] <>+ =,

NetBIOS names are dways at most 15 characterslong. Na
15 characters are padded up to 15 characters. When names
transmitted, an additional character, in the 16" positionghold
NetBIOS suffix:

15-byte (character) resource

NEPTUNE 00

123456789 10 11 12 13 14 15 16

?

1-byte resource type

’

ues are listed in the table below:

Suf Class Description
00 Unique Workstation names
Group Domain/workgroup name
Unique Messenger name
0 Unique Server name

© International Technology Solutions Inc. 12 Linux5_sw_62_06/15/01



SMB Protocol Overview

The SMB protocol is a client/server protocol that allows clients to request
accessto aserver'sresources. A client is any system that requests

resources from another system. The client sends request and the serv,
sends back responses.

SMB d i ent SMB Server

_J

SMB Request s

SMB Responses

which are the shared file and printer
allable. The SMB protocol handles the
information between the client and server.

mak

the server’s NetBIOS name

- is the share’ s name
Q users refer to a share's full path as the "service name.”

© International Technology Solutions Inc. 13 Linux5_sw_62_06/15/01



Security

Sambais very security conscious. Before Samba performs aclient’s

request, the client must be verified as avalid user. Administrators have
complete control over who may access which shares by configuring
security levels.

Share-level security

achieved by using a guest account.

User-level security

The client supplies user informati or ba alléws access to any

shares. The Windows logon usern ord are normally used,
which causes a problem wh g e used for Linux and
Windows systems. \
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Samba Components

Samba consists of the snbd and nnbd daemons. The/ et ¢/ snb. conf
file configures both of these daemons. While only these components ar
necessary to actually use Samba, several other pieces make Samba a
robust server.

The table below describes Samba's components.

Component Description
nbd

snbd

snb. conf

ient program enables Linux users to access
¥ servers, such as Windows NT and Windows

e NMB lookup program enables users to query
vers for registered NetBlOS names

Administrators use the SMB status command to
discover information about the system's Samba server,
including who is currently accessing which shares

Jropri nt A shell script for printing to Windows systems from

Linux

snbt ar A shdll script for backing up Windows systems under
Linux

Both TCP and UDP are used when clients access Samba. TCP is used for
network logins and accessing file and print shares by establishing a TCP
connection to smbd on port 139. UDP is used for registering or
trandating NetBIOS names and browsing the network. Depending on the
function being used the UDP datagrams are sent to ports 137 or 138.

© International Technology Solutions Inc. 15 Linux5_sw_62_06/15/01



Controlling Samba

Administrators control Samba with a special script. Red Hat Linux and
TurboLinux administratorsusethe/ et ¢/ rc. d/ i ni t. d/ snb script
while administrators of other distributions usethe/ usr/ sbi n/ sagpa
script.

These scripts are identical, and consequently take the same pg
shown in the following table:

Parameter | Description

start Start the Samba daemons, snbd
already running

stop Stop the Samba daemons if they @e runni

restart | Restart the Samba dag 5, by execliti t op and then
start :

st at us Print status inf@rme

The following section ofgén ¢ 0gin shows how to control
Samba: '

# Start @he
$ /etc/rg.

.d/snb stop
SMB services: snmbd nnmbd

t he Sanba server
rc.d/init.d/snmb restart
ting SMB services:

Shubt i ng ¢
e
hutti ng dowmn SMB services: snmbd nnbd
Starting SMB services: snbd nmbd
done
# Query Sanmba’s status
$ /etc/rc.d/init.d/ snmb status

snbd (pid 10744 2935) is running
nmbd (pid 2935) is running
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Samba Logs

The Samba log files provide information on Samba's startup procedure
and operational status.

All Linux digtributions install Samba log files into the
[ var /1 og/ sanba directory. Within this directory are two g
files:

# Di splay the NetBI OS Nane Serve
$ head -1 /var/log/sanba/l
[ 2000/ 09/ 25 01: 00: 45,

Net bi os nanmeserver ver

# Di splay the Ser|
$ head -1 /vardhl o
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Chapter Summary

Samba allows a Linux network administrator to integrate Windows into
the Linux environment and vise versa. This creates a heterogeneous ‘
network where Windows and Linux can cooperate.

Samba allows an administrator to flexibly integrate Linux into a mes
Windows environment or vice-versa. This flexibility leverages:
company's growth with both operating systems, minimizing the
reliance on a single operating system vendor.

C
O

D

R\
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Chapter 2: QQ.
Samba Configurati nQ)

Chapter Overview

em modification easy. Samba aso
acros or variable substitutions that allows further

Chapter'©bj
f mpleting this chapter, you will be able to:

describe the snb. conf file

- automate Samba using variable substitution, include files, and
configuration files.

© International Technology Solutions Inc. 19 Linux5_sw_62_06/15/01



Configuring Samba

Y ou configure both the snbd and nnmbd daemons configuration in
[ et c/ smb. conf . Thisfile houses shares and configuration paramet

Shares

Thesnb. conf fileis split into sections known as shares
with a descriptive string, such asmy Shar e, enclosed ing
[ myShar e] . Once you've defined the share name, y
configuration parametersin nanme=val ue format

Standard shares include:

[ gl obal ], which defines the eral op
parameters.

[ homes] , which defines shares properties.

[ printers],whic et printers attributes.

are tied to directories within
your Linux filesyst makes these shares

available for "shas

R\
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N\

Configuration parameters

The table below summarizes some of the common general configuration

options.

Configuration Name

Description

wor kgroup = string

This sets the SMB workgro
name. The string, as othef

server string = string

hosts al |l ow = [P address
[IP address...]

guest account = userfia

ust add the user usernameto

Ayour Linux system to provide guest

access

security

Sets the type of security used to
authenticate connecting clients. See
below for an explanation of the
different types

i nt erf ace
i upport = yes

interface

If you have more than one network
interface, you must list the ones
Samba should listen to here

Enablesnnmbd’s WINS server
support

Wi
W ns server = |Paddress

Enablesnmbd’s WINS client
support

© International Technology Solutions Inc. 21
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Samba server security types

There are four security types for a Samba server:

Security

Description

user

Has Samba act like an NT server, where access can be
restricted to certain users and groups

share

Has Samba act like a 95 server, where each sha

server

Has Samba pass authentication on to
the server location with the confi i

password server

domai n

Has Samba del egate aut
controller
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Defining Shares

Configuration blocksin / et ¢/ snmb. conf define share's attributes:

[ myShar e]
comrent

br owsabl e no
writable = yes
printable no

= My persona
path = /hone/ user 06/ sanmbashar e

shared directory

Configuration blocks, which include the share name and'
configuration parameters, continue until the next block

end of file.

Configuration

conmment

string

pat h pathtoshare

browseabl e = yes _

writable

nare can write filesto it

pri nt abl

pshare can print with it. Usually all shares but

whether or not users who access this

[ print ers] will not be printable

Allow or deny guest access

List users who should have access to the share

Ifwitable = yes andthisoptionis
given, only members of this group will be
able to write to this share

create nask

Sets the file creation mask for files written to
this share. Thisis not an umask, but an actual
file mask

© International Technology Solutions Inc.
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Samba Automation

Samba has a very powerful set of features that help to make the

snb. conf file more compact and provides great flexibility in
configuring it. Theseinclude snb. conf macros, variable substitutign
and include files.

Samba variable substitutions

Samba maintains many variables internally, which rela
services, users, and so on. Many of these are avail
into parametersin thesnb. conf file aslong
strings. When one or more variables appear in
Samba substitutes the variable's value at that po

single character name. For examplé&; ‘ owing p eter defines the
share's path:

path = /home/ %AJ p|

eifito the stri ng, so if the currert

The %4J macro substif ;
he, after substitution,

userisj enni e,
/ home/ j enni &l

QY
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There are three general classes of variable substitution in Samba: basic,
extended, and ad-hoc.

Basic substitutions

These substitutions are performed wherever they appear inthesnb. ¢
file. They are performed regardless of whether the parameter’s val
st inthesnb. conf fileor by default in the source code. g

The basic substitutions performed are listed in the following at

Variable | Description

%a Returns the rermote architecture, when
%
%h
%m
Ny
%5
%

%
%V

rns the username for the current session
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Extended substitutions

Samba applies extended substitutions after applying the basic
substitutions. The extended substitution variables are:

Variable | Description

%G Returns the group name of the connection or service

o0 Returns the username of the connection or servj

oH Returns the current user’s home directory

P Returns the path for the current service

7Sy Returns the current service name

Only the parameters below allow ext substigution:
- comment
. print command
- logon scrip Q
: o]

| pg co
d
n

l prmc
| pp e co d
nd

re

pa
‘ r
(0]

Xec
ot preexec
root postexec
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Ad-hoc substitutions

Samba al so does several ad-hoc substitutions that are performed as needed
to support specific features in some parameters. For example, in handling
the print command parameter, Samba applies the following ad-hoc '
substitutions:

Variable Description

% % Replaces the print filename

%p Replaces the printer name or the print S
printer name is defined

The following parameters have ad-hoc substitutj
add user script
conment
del ete user script
| dap filter

force grou

Alp command

asswd program
passwd chat
. print comrand

- read |ist
- valid user

invalid users

user, users, usernane

wite |ist
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Include files

Samba alows you to include other filesinto snmb. conf , and because the
names of these included files can contain macros, Samba’' s behavior can
be modified at runtime. i

The include file parameter isi ncl ude = fi | enane, where
fi | ename isthe any system file. Since the filename can contaifig
you can configure Samba’s behavior depending on the client ¢
does not exist Samba ignoresit, allowing you to include pa
might not work in al situations without crashing Samb

Thei ncl ude parameter can aid in troubleshooti

ag thefile / et ¢/ snmb. conf . wi nNT, you can
e inclided only for Windows NT systems.

R\
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Config files

The third feature that assists with automationistheconfig fil e
parameter. This parameter allows you to replace the entireconf i g
fil e withanotherconfig file.

Syntax

config file = fil enane

configuration file based on the client’s machin
name that is connecting.

For example, the following line instruct

| C ileareignored. The
following example attempts t01eae guration file based on the

client’'s NetBIOS name: _

© International Technology Solutions Inc. 29 Linux5_sw_62_06/15/01



Chapter Summary

Configuring Samba is made easy by only having onefile, the snb. conf
file, that needs to be modified in order to incorporate changes. Through
the use of macros or variable substitutions you can create a system t
customized by many variables, including users, machines.

Samba provides an enormous number of configuration optionsf
can use to tailor it to meet your needs. Samba's configuration

(man snb. conf ), describes most of Samba's config t
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Chapter 3: Q
Samba File Shares Q)

Chapter Overview

ctions of Samba, and file shares can be
Samba administrator can create guest

cOmpleting this chapter, you will be able to:

find and access shares.
- configure file shares.
. redtrict access to shares.

use Samba to map UNIX permissions.
use Sambato map NT permissions.

describe the advanced snb. conf file parameters.
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Locating and Accessing Shares

There are a couple ways a user can request share access.

Usethenet use command from a DOS window:

net use h: \\server\share

the box.
Browse the network and find a server, th

Determining a share’s existence i
ines whether therequested share

Before connecting a client, Samba det
exists by completing the following

Look for a section corr

e5p0n

requested share namein

a default service. If oneis found, change it to match the
service and return it, otherwise return an invalid network

e error to the client.
a is unable to access the directory specified, an invalid network
e error is returned to the client. There are a couple reasons why

ba might not be able to find the share because of misspellings,
forgetting to create the share, or the necessary permissions are not set.
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Caveats with Samba's share search order

Because of Samba's share search order, some share names might not be

available. A snb. conf file's share name has priority over any entriesin
the/ et ¢/ passwd fileorthe/ et c/ pri nt cap file, evenif [ honmes§
and[ pri nt er s] sectionsare defined. This means that john’s home
share will not be found if the smb. conf file contains a share naged

j ohn. ' ‘
Home shares have priority over printer shares. If aprintemea Of

User verification

After Samba knows the share exist
access. The following process
share is recorded as: '

1. If theclient has

2.
ar ng the operating system’ s standard mechanisms
i lied password. If any validate successfully, the
i user is recorded as the user seeking access.
4, client has previously validated a username/password pair

as the user seeking access.

5. If auser = list has been specified on the share, the client has
supplied a password, and the combination of username specified in
the share and the password validates, the validated user is recorded
as the user seeking access.

ith the server and the client passed the validationtoken in the
share access reguest, the previoudly the validated user is recorded

After Samba determines the local user accessing the share, it checks the
various parameters to determine whether that user can access the requested
share. If that user is not allowed share access, Samba returns an access
denied error.
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However, even if Samba gives a user share access, two more sets of
checks are completed before he or she can access the share’ sfiles:

1. Towriteto filesin the share, the share must bewr i t abl e.
2. Normal Linux file permissions must be satisfied.

Configuring File Shares

Basic share properties

Withinthesnb. conf file, sever s defining the share’ s basic
properties may be specified. Jihese.i are's write status, ashare's
visibility status to other workstatio the SRare’ s text description that
appears in browser listsg

The following tabl igshare parameters.

Name 1 cription

8pecifies the share cannot be written
to. Users specified in the write list
parameter are given write access

read onl tr

wr it abl fal se | If setto true and the user has the
correct permissions then the files on
the share can be changed

t Describes the share's purpose and
appears next to the share name

| ume Allows the volume labdl of the share
to be changed. The default is the
share's name

br owsabl e true Appearsin the visible share' s list
when browsing the Samba server

avail abl e true Allows connection to the share and
access to its resources

pat h /[tnp Specifies the Samba server’s path to
the file share

time 0 Number of seconds added to each

of f set file's access timestamp on the share
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Example

[tnp]
conment = tenporary space
path = /tnp
browsabl e = true
witable = true

File selection

When creating afile share, you can allow the visibility of only e
or directories. Using the DOS hidden attribute, you cangiarkfil€
inaccessible.

Controlling the use of symbolic links in file sha

The following table lists the parameters that ar
Name Default | Descrigti
hide files

hi de dot true
files

veto files

{ypisallows the deletion of a
directory that contains a veto file

Contains a comma-separated list
of directories Samba can’t enter

Follows the file share’s symbolic
links only when the links are
within the share's directory

i nks true Follows the links pointing outside
the file share being accessed
Example
Continue the temporary share defined above, adding some security:

[tnp]

conment = tenporary space
path = /tnp

browsabl e = true
witable = true

follow syminks = fal se
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Guest shares

If you have a share you want to allow access without managing usernames
and accounts, you can set up a guest share, also called an anonymous

share. A guest share provides access without requiring a username and
password. Access to the share will be allowed by anyone who can
network connection to your Samba server.

The following table shows the parameters available in settingg

access:
Name Default Description
guest ok fal se Specifies
guest nobody
account
guest only fal se set 1e
kM" on are allowed

ow sym inks = fal se
t ok = true
uest only = true

TIP:
Some older Windows clients do not send more than 8 characters for a
share name. If you intend to use Samba in an environment with older
clients (such as Windows 3.1), you should restrict share names to no
more than 8 characters.
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Restricting Access to Shares

Creating a completely anonymous share is fine as long as limitations are
enabled on who can access the share. One way you can control accesst
share is by restricting connecting hosts.

Restricting access by host

Name Default | Description

hosts all ow

hosts deny

use rhosts

e hosts that should be
gonsidered equivalent (in the security
“Sense) to the Samba server

host s equi

forfspecifying hosts:
e'multiple hosts with commas or whitespace.
ecify a’host by either name or |P address.

IP address ranges in either net wor k/ net mask format
by partial IP address.

If your system supports NIS net-groups, then specify a group of
hosts using @

The ALL keyword matches al |P addresses.
The EXCEPT keyword excludes addresses from a range.
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Configuring security policies
Usingthehost s al | owandhost deny parameters allows two,
mutually exclusive, types of access policies to file shares:

1. A*“mostly open” policy consists of setting hosts al | owto
and explicitly denying workstations by adding them to the t
deny list.

2. A "mostly closed” policy consists of denying accesst

Y our organization's security requirements will
policy used, if any. A mostly closed policy is
network where confidential information is stor
policy works better within an education@ienviro

The following code, which further
access to only a couple workstati

al | ow = wor k01, work02
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Restricting Access by User

If users do not use the same machine al the time, it might be easier to
restrict share access by specifying usernames instead of workstation

names.

Samba allows you to secure a share by user and group. These par
can be combined with the host restriction parameters to prowde Flexi
share access control.

The table below lists the user-level access restriction paramel

Name Default | Description

read |i st User listing £ ‘

wite |ist

val i d users

i nvalid users

then he or
sheis igfthe

@5’
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Linux Filesystem Permissions

Since Samba's shared files are stored on a Linux filesystem, you must

manage file and directory access permission because they influence how,
the files are ultimately accessed.

The table below lists the parametersrelated to file creation and ace

Name

Default

Description

create nmask

0744

Set the mode to logica
file's creation permiss
similar to a filesmat

mask

di rectory

force create

Forces al file operations performed
on the share to be done as the
specified Linux user

nmode

force
directory
nmode

for us
for gr Qup

Forces al file operations on the share
to be performed as the specified
Linux group

g Windows to Modify Permissions

i : windows 2000 and NT 4.0 users can change file and directory
permissions on a Samba server through the Properties dialog box.

Because the archive and hidden attribute do not exist, per se, in Linux,
selecting either of these attributes has no effect.
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Username Mapping

Sometimes, you may need to map a Windows username, such as

"Administrator" to a Linux user, such as "root". You could do this by
creating a Linux user named as your Windows user, but sometimes t
not feasible.

theuser nane map parameter to thefile, asin:

username map = /etc/username. mp

is permitted per line. There are some
mapping including:

group multiple Windows users into a
to preserve your Linux system's native
up), but still have the ability to conglomerate

usasj ohn, m ke, andri ck map to the username pr oj :

proj = john mke rick
TIP:

If you specify a mapping that contains all users, such as with
guest = *, then you need to precede al other group declarations
that follow with an exclamation point (! ).
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User Home Directories

When a user connecting to a file share has a Linux account on the Samba
server, the user’s home directory can be made accessible automatically
with the [ hones] share.

The[ honmes] sharecanusedl thesnb. conf file parameters
applicable to normal file shares.

The following code listing is a sample configuration for Ol
directories:

[ horres]
browsabl e = fal se
guest ok = fal se
read only = false
create mask = 0744
di rectory mask
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Advanced smb.conf Parameters

There are many more parameters available to configure Samba. A few of

them will be discussed here. A complete listing is available in Samba's
man page: man snb. conf .

Security

There are severa parameters that can enhance the security of a

share. These include:

determining who may have root access wh
share.

denying any anonymous logons.

rejecting any accounts that hav

Opportunistic locks

The SMB protocol used by S&
method of file locking
client-side protocol
re-reading it fro
improvement.

to cache file data instead of
significant performance

correctly when all users access the share
provided by Samba. Users accessing files
0°so through the SMB protocol or caching

change the file's content, but when the file is accessed
“hi@nges do not appear. This problem can occur if afile share
ers t@ a directory that is accessibly through NFS as well asfrom a

¥ are. This can be especially true of Linux user home directories.
TIP:
By default oplocks are not enabled. If you do not have any outside
Q access to the share's files (other than through Samba) or the share is
completely read-only, enable oplocks with
opl ocks = true toreap asignificant performance gain.
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Magic scripts

Samba allows shell scripts and other commands to execute when certain
events occur. This functionality allows for handling unusual situations
such as mounting CDROM devices or performing post-processing of fi
copied to Samba file shares.

Internationalization

defined by the ISO Standard 8859 are supported.
Western and Eastern European languages as wi
Japanese.
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Chapter Summary

Maintaining and configuring Samba file shares is accomplished through
thesnb. conf file. Thisfileletsyou set which files can be accessed,
who can access the files, how permissions are determined and if ho
directories should be mounted.

You learned about the importance of search order and how sqafe
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Chapter 4. Qz.
Samba Printer Sf@

Chapter Overview

configure printers under Samba.

Chagpter'©Objecti
Af pleting this chapter, you will be able to:

manage print jobs.

troubleshoot printing problems.
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Configuring Printers under Samba

By default, Samba uses the Linux system's/ et ¢/ pri nt cap fileto
know what printers are available. Any printer you define in

/ et c/ print cap isimmediately available to Samba through the

[ printers] shaeinsnb. conf .

Globally configuring printers

All printers available to Samba follow the parameters s

[ printers] share. Thisalowsadministrators tQ sefig S
across all print shares.
Example
[printers]

comment = Linux pgi

path = /var/spoo

printable =
The[ pri nters] share mgst, ob havethe pri nt abl e
parameter settot r ue gltherwise, it not offer any printer
services.
Macros substitut eadl Ael several related to printing are listed
below:

er with the spool file name.
ac ith the primary printer name.

with the Linux job number.
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Customizing individual printers

Y ou can also set parameters that apply only to a specific printer. This may
be useful for printers that need to be restricted to a certain set of users,

such as acolor printer or a printer in arestricted location.

To specify additiona parameters for a printer, create a sectionin t

snb. conf file using the primary printer name as the sharesn
add any additional parameters.

Example

If your / et c/ pri nt cap had entries such as:

@‘b

| p| standard| bw-| aser:\

: sd=/var/ spool /| pd/ st andar d: \
D mx#0:\

:sh:\

i rmepeepy: |\

crp=raw \

;i f=/var/spool /| pdFSipa ter:

col or| col or-
:sd=/var/s

color/filter:

e these printersindividually as:

= Basic black and white printer
“Fguest ok = true

ol or]
comment = Restricted col or |aser
guest ok = false
valid users = manager |eads

© International Technology Solutions Inc. 49 Linux5_sw_62_06/15/01



Managing Print Jobs

Though print job management is the responsibility of the administrator
outside of Samba, Samba administrators should be aware that Samba
also manage print jobs. Print job management includes tasks such as
pausing, resuming, and removing jobs from the print queue. The t:
below showsthe snb. conf file parameters used to implemenist

functionality:

Name Default

printing

pri nt lpr -r —P %

comrand
Ile to the Samba
server

| presu [pr i % -H | Continuesthe

command esu printing of a
previously stopped
or suspended job

I p The command used

co nd to remove a
completed print job.
Sometimes

unnecessary when
the print command
removes the job
Samba is not responsible for removing printer spool files once the job
completes, that is the responsibility of the print command.
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Chapter Summary

Configuring and managing printers under Samba can be accomplished at

either aglobal or individual level. This alows you to set the majority of
your printers up quickly and also allows you to override the global
parameters for special purpose printers. Samba may also be used t

—
@Q’

R\
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Chapter 5: Q
Password ManagemeQ)

Chapter Overview

describe how the SMB protocol provides password authentication.
configure Samba to authenticate against the/ et ¢/ passwd file.
configure Samba to use encrypted passwords.

configure Samba to allow password changes from Windows
clients.

configure Samba to authenticate against another SMB server.
configure password synchronization between Samba and Linux.

configure your system to use the/ et ¢/ smbpasswd for all
authentication.
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The SMB Protocol and Passwords

When a client accesses your server, the SMB protocol transfers the client’s
authentication in a SMB request. Thisrequest carriestheclient’s

username and password in plain text, which is very insecure since anyol
with a sniffer can capture your passwords.

Method Description

Plain-text Theclient sends a
LMHash "

NTLM, NTLMv1

NTLMv2

ash of the user’s password) and encrypts al
gpchallenges with that hash

TIP:
Samba fully supports changing passwords from Windows clients. You
can change passwords from Windows 95/98, NT, and with the newest

versions of Samba, 2000. Y ou can change your password when the
Q Samba server isreceiving plain text and encrypted passwords.
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Standard Authentication

By default, Samba supports plain-text passwords. In al but the smallest
networks, this is a definite security hazard.

With this method, Samba receives the user's password from the SM
protocol and encrypts it using the system's encryption scheme. T.
encrypted value is then compared against the value stored in
/ et ¢/ passwd for authentication.

This mode is useful because al passwords are kept in the
/ et c/ passwd file. Unfortunately, this method
have an account on the system, so username m
real benefit.

© International Technology Solutions Inc. 55 Linux5_sw_62_06/15/01



Samba and Encrypted Passwords

Configuring Samba to use encrypted passwords is easily accomplished:
1. Add thefollowing to thesnb. conf file's global share:

encrypt passwords = yes
snb passwd file = /etc/snbpasswd

script. Thisfile trandatesthe/ et ¢/ passwd
format for Samba to use:

$ nksnbpasswd. sh < /etc/passwd > i

When you trandate the passwords into Samba's
of several important factors:

The encryption used in the Saim
used in the system password e

erefore, |tS|mposabIeto
over, so you'll need to have
pa passwords.

passwd over directly,
ccounts liker oot , bi n, and

TIP:
It might not be appropriate to migrate al your users from the
Y| / et c/ passwd file and reset their passwords in one day.
This method is probably only appropriate for small systems or newly
created systems.

A~ 4
ing hashed passwords from NT

ossible to extract NT and LM password hashes kept in the Windows
registry with atool called pwdunp?2.

After you have downloaded and extracted the file, you will need to run the
command on an existing Windows NT server:

[C\] pwdump2 pid > snbpasswd

Y ou must replace "pid" with the process ID of thel sass. exe program
running on the NT password server. Then transfer the created
snbpasswd fileto your Samba server and your users will not lose their
passwords.
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Authentication Against Another SMB Server

Samba can be integrated into NT-based networks in two different ways. It
can act asan SMB server doing pass-through authentication or it can be g
domain member, with a primary or backup domain controller performing
all authentication.

The following diagram shows a Samba server operating in eith@
modes:

Cli ent | Authentication request Sanba Passt hr ough SVB
4’ —'

Server
Aut hent i cati on Response Response

1. Your Samba server must be l QuIre for encrypted passwords.
‘ meter to the global share of

=" domai n, you must also ensure
54N the same domain or workgroup as the

Ies the NetBIOS names of one or more password servers
ur Samba server will authenticate. For example:

password server = serverl server2

© International Technology Solutions Inc. 57 Linux5_sw_62_06/15/01



Pass-through authentication configuration

To pass authentication on to another server, you must usethesecurity
= server parameter in the globa share.

Example

[ gl obal ]
wor kgroup = mywor kgr oup
security = server
encrypt passwords = yes
password server = serverl server

Domain controller configuration

In order for Samba to authenticate against domain control Samba
server must be a domain member in theg ' which the controllers

[ gl obal ]
wor kgr oup

e added your Samba server as a domain member,
Manager for Domains if your domain controllers are
ers or the following if your domain controller isa

note: Wndows requires the ending $
$ useradd machi ne$
$ snmbpasswd —a —-m machi ne
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Password Synchronization

One of the biggest problems with using the more secure encrypted
password approach is that your Samba server keeps password hashesin
two places. the/ et ¢/ passwd fileand the / et ¢/ snbpasswd file.

Eventually users will change their passwords from Windows or
without realizing that their password in the other environm
unchanged.

Using Samba to update Linux passwords

Samba allows you to synchronize passwords b
environments on your server.

This is managed by the following snb 4 eter
Par ameter Description
uni x ifies whether encryiptad passwords are
password i swords when users change
sync
passwd ds or scripts to be used by Samba
program assword under Linux
passwd ch epies of expect/send sequences that help
he password changing process
pagswdf¢chat ifiés that Samba should log al strings sent to and
ed from the passwd program at a debug level of
00. This should not be used because it means that the
log file will contain the user’ s passwords in plain text

ba password file with PAM modules. The pam snbl i b. o module,
which should replace the pam_pwdb. o module in PAM configuration
files, allows users to authenticate against and change their SMB and Linux
passwords in unison.

g
thénticating Linux services with Samba
Q o) also have Linux services, such as login, authenticate with the
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Parameters Affecting Authentication

Because security should be a primary concern for all administrators,
Samba or otherwise, it's important to know what parameters affect
security. Thislist below summarizes those parameters that affect yo
Samba server's security:

add user script

all ow trusted domai ns
del ete user script
encrypt passwords

map to guest

m n password | ength
nul I passwords

passwd chat del

passwd ch
passwd gra
rd ['evel
ser
t

nynous

-Qsecug i

: asswd file

- i X password sync
updat e encrypted

- use rhosts

. usernane | evel

user nane nap
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Chapter Summary

Maintaining separate passwords for each machine or system you need to
access can be a cumbersome task. As a Samba administrator you wish t
keep your users happy. One way to do thisis by providing them with,t

means to have only one username and password for the system.
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Chapter 6:
Serving Logons and Rrofies

Chapter Overview

inistrators with the ability to configure per-
es that activate when a user authenticates him or
alf to Samba'y, This flexibility will make serving a large number of

aasi er, becatise all user configuration remains in a single location.

& compl eting this chapter, you will be able to:
describe the purpose of alogon server.
configure Samba as alogon server.

configure Samba to support profiles.
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Logon Servers

Using alogon server to centralize user authentication eliminates the need
to maintain user accounts and passwords on every network workstation.
The logon server can provide logon script processing and roaming profi
storage, alowing users their own customized drive mappings and
Windows desktop settings, regardless of the machine they are
these features can improve your user’s network experience.

User authentication

The logon server’s primary purpose is authenti

correct password has been entered.

After a successful logon to adomain |

whether network resources a
other services within the domai

On most Samba and s, the primary domain
controller (PDC) ver are the same system. However,
Samba has the i iceWindows 95/98 domain logons
without nec ed as atrue domain controller.
Windows N uire a primary domain controller to be
presen

iptsiare executed immediately after a successful logon. For
ients, the scripts are DOS-style batch files that are used to
ormia variety of tasks, including synchronizing the client PC’'stime to

th and setting up network drive and printer connections.
oaming profiles

Windows systems support a roaming profile server, which stores specific

user configuration settings for a desktop PC. These settings are then

available to users when they log into other network desktop PCs.
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Configuring Samba as a Logon Server

When configured as alogon server, Samba also supports network logon

scripts and roaming profiles.
Network Logon Support
To process network domain logons, your Samba server must
configured to process domain logons. Part of this requirement e
logon server (Samba) must be able to resolve client n in
requires that a WINS lookup mechanism exists.

Configuring a WINS server

A WINS server resolves the NetBIOS n
The WINS server does not have to be t
it oftenis.

ork es intayl resses.
e ur ba server, but

3 utilizing another system as the WINS server,
o the[ gl obal ] share, wherex. x. x. X

A Logon Support

ba to support network domain logons add the following parameter
tothe[ gl obal | share

| ogon server = yes
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Logon scripts

In order to provide logon scripts for network clients, you must first enable
the proper support inthe sib. conf file. Then you must provide the
logon scripts by using a specia share on the Samba logon server.

Configuring logon script support

For network clients to execute the network logon script, the
must provide a special network share. It must be named
and should be readable by all users.

Example

[ gl obal ]
| ogon script = /shar

[ netl ogon]
coment
path =
writable

TIP:
4 You can create customized logon scripts with the variable macros
discussed earlier. For example, alogon script customized for each
user could be set up with | ogon scri pt = %J. | ogon. bat .

o
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How Samba Supports Profiles:

Windows 95, Windows 98, and Windows NT all support the roaming
profile server for storing user-specific configuration information, thoug
differences exist in how each handles roaming profiles. With these
differences come a penalty; Samba’ s roaming profiles configuratio
operating system dependent.

Configuring Samba to support profiles

All Windows clients ask the logon server for their profi
use different mechanisms to retrieve the informati

Windows 95/98 clients obtain the information
"NetUserGetInfo" request to their logon

ng profiles reside on the Samba server. This allows you to isolate
ur user profilesinto a central location and not clutter up home
directories.

1 The latest version of Samba, 2.0.7, doesn't support Windows 2000 logon scripts. The
next magjor release, 3.0, will.
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Details of the Required smb.conf Parameters

The following table lists all of the snb. conf parameters that may be
required in order to process user logons:

Parameter

Description

| ogon drive

clients will map the user’s home d
during the Windows NT logos

Sets the drive letter to which Window&'Ng
X

| ogon hone

Sets the home directory for
process =

| ogon path

Enables roaming prc
configures the path
profiles ¢

| ogon scri pt

| ogon server

root poste

r opt ee

onfigures a command that runs on the
Samba server when a client first connects
to ashare

W ns \ser yer

Configures Samba to utilize another WINS
server for resolving NetBl1OS names into
I P addresses

Enables WINS server support in Samba

Sets the workgroup and network domain in
which the Samba server will participate

i support
rkgr oup
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Chapter Summary

The addition of alogon server to your Samba system provides your users

the ability to maintain customized logon scripts, either on a system level
or an individual level. The logon server alows for roaming profiles
user specific configurations are maintained on any workstation the

0

logs into. These features make logon servers a valuable additi

heterogeneous network.

R\

© International Technology Solutions Inc. 69 Linux5_sw_62_06/15/01



N

This page intept eft blank.

S
»
W

© International Technology Solutions Inc. 70 Linux5_sw_62_06/15/01



Chapter 7: 2.
Accessing SMB Shares

Linux

Chapter Overyi ﬂ\

all Indows users the ability to access Linux from a
t,\but the reverse works as well. Samba provides services
to SMB shares, whether they reside on Windows or

Samba'Server

a jectives
completing this chapter, you will be able to:
usethesnbcl i ent program to access SMB shares.
use aLinux client to access SMB printer shares.
back up a SMB share onto a Linux system.

mount a SMB share onto a Linux system.
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Accessing SMB Shares

Thesnbcl i ent program is acommand-line Linux client that operates
very much like the command-linef t p client.

Basic use

In the simplest form, the sbcl | ent command accesses SME
share name in severa equivalent forms:

# access the share using Wndows synta
$ snbclient '\\hostnanme\sharenanme

# access the share using Linux syntax
$ snbclient //hostnane/ sharename

# access the share by escip ng the ash

user has access to the share,
smb: \>prompt:
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Thesnbcl i ent program provides commands including ones that allow
you to move around a filesystem, retrieve files, and place files. Some of
the more common commands are described in the table below:

Command

Description

dir [mask]

Prints alist of the files in the current
directory. If a magx argument is spem

mask are displayed. The* and ~
characters match one or moré: (

cd [directory]

Changes the SMB
to the specified di
specmed then the

lcd [directory]

get rfile [IfJ

» rémote filer f i | e from the
¥ and savesit in the local

Puts a copy of thelocal filel fi | e ontothe
SMB server's current directory. Specifying a
second filename will rename the file on the
SMB server

Deletes the remotefiler f i | e from the
SMB server

Executes conmand on the local system
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Commonly used options

Option Description

-h Print a usage message.

-c "string" Execute the semicol on-separated
commands in 'St r i ng". Thisis useful fof™
scripting snbel i ent and not using df
interactively ‘

-d | evel Set the debug level, which yo o'{
useful if you're having proble
connecting

-E Write messages to standard error
standard out

-1 | P_address o. This

dress, or if you

e Server Ison a

a dialog box on the server's console

Password required to access the server's
share. If no password is supplied and the
share is password- protected, then the user
is prompted to enter one

- rnane Specify the remote system’s user log in
wor kgr oup Specify the workgroup name
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Printing to SMB Printer Shares

To print to aremote SMB printer share, you will need to set up an

/ et c/ pri nt cap definition for the printer. The definition instructs
Linux's printing subsystem to forward output to that printer through the
snbpri nt program.

Printer capability definition

You will need to add, at aminimum, a printer definitio «Sbe fo your
[ etc/ printcapfile

smbprinter:\
:1p=/dev/null:\
:sd=/var/spool /| pd/ s
:if=/usr/local/bin/

Because the printer is actually r
valid printer; usually / dev/ niily
copy sent to aloca printer, ti
directive.

The input filter (i f | input destined for the printer

. If you want a duplicate
aprinter tothel p

irectory (sd), createa.conf i g filethat holds
Thesnbpri nt client will use the configuration

var/spool /I pd/ snmbprinter/.config
='server’

rvice='printer’

sswor d=" f oo’
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Backing Up SMB Shares

It's possible to use the snbcl i ent toretrieve dl files from a SMB share,
but Samba provides a more convenient command that will be familiar t

al Linux system administrators. snbt ar . Thisshell script is similagto
thet ar command, and it allows you to store al files from a

SMB
onto atape or asingle, locd file.
To use this command, you will need to: _
1. sharethe directory that you want to back up on o
system, if rot already shared.

2. runsnbt ar :

snbtar —-s server —x share devilee/file

Command Li ne Options

Specifies the share to backup

Back up dl files that are newer the than given
file's timestamp

Specifies the block size

Specifies the directory to back up from the share

-1 1 og-1evel Specifies the Samba log level
-u user Specifies the user’s logon
-t device Specifies the device or file to back up to
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Working with SMB Shares from the Filesystem

Linux is the only nonWindows operating system that allows you to mount

SMB shares. This makes the SMB share appear as a part of the local
filesystem, where you can use normal Linux commands (such ascp

mv) to modify the files.

Thesmbnount command alows you directly mount a SMBg
the Linux filesystem. For most Linux distributions, the s gbnotmt
program is called automatically by nount when the fi '

snbf s.

Mounting SMB shares
Syntax

Option

Description

user nane=u

Specify the user to connect as

Specify the password

ui ser |D of caler

Specify that al files mounted
will be owned by thisuser ID
(username or numeric value)

snb. conf

gi d= Group ID of caller Specify that all files mounted
will be owned by this group
ID (name or numeric value)

g=I evel Set the debug level
p=addr ess Specify the IP address of the

remote host

wor kgr oup=nane | Thevalue of the Specify the workgroup or

dommai n parameter in domain name

ro

Mount the file share read-only
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Automatically mounting SMB shares

If you want to have a SMB share mounted on your Linux machine
regularly, you can add an entry into the system's mounting table,
/ et c/ fstab. Youwill need to specify:

The server and share name.
The local mount point.
snbf s asthefile system type.

A username and, most likely, a password.

Example

Mount the temporary space share onto your Lin
accessing the SMB share as the user | :

unount comm
the filesystem is

Exampl

R\

uno nmp
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Chapter Summary

Accessing SMB shares from a Linux client gives you the ability to easily
retrieve files from a Windows or another Linux SMB server. It also giv
you the flexibility to use aternative printers. You can also create ab
of aWindows server easily with snbt ar .

Finally, in afeature exclusive to Linux, you can mount a SM Bharej)s
as on aWindows NT server, onto alocal filesystem. Even if yG f
Samba to provide Windows users access to your Linux U Ca

provide your Linux users access to SMB shares.

C
O

R\
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Chapter 8: Q
Samba Performance ( |

Chapter Overview

Correct con intenance are necessary for a Samba
needs. However, there are other factors
tside of Samba that can drastically affect the
ba system.

ChaptenObjegti
pleting this chapter, you will be able to:
Q implement Samba options that will improve performance.

fine tune your operating system to increase performance.
- choose a network topology that improves server performance.
- choose the amount of memory that will optimize your system.

choose an 1/0 subsystem that will optimize your system.
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Tuning Samba

One of the great strengths of Samba is also one of its great weaknesses.
Samba has an enormous number of configurable options, both at compil
time and runtime. This provides one of the best file and print server
systems available. However, knowing which option to change to i
performance can be a difficult task.

The following describes some of the options that can be tuned te
your performance. Many of these can be used in either
share of your snb. conf file or specified per share.

TCP socket options

The SMB protocol uses TCP, and as such, any ifiprovements e to the
way your server handles TCP protocol @nnectionsiwill imiprove Samba' s
performance.

Y ou can set specific TCP sockets amba’ ssocket
opt i ons option, which is pt Swb. conf files[ gl obal ]
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Linux supports awide array of options, as shown in the table below:

Socket Options

Parameters

Use

TCP_NODELAY

None

Tellsthe TCP layer to send
segments as soon as data is
written by the application wi
trying to combine multipl
from the application i

SO_KEEPALI VE

None

SO_SNDBUF

bytes

SO_RCVBUF

bytes

SO SNDLOWAT

byt

minimum number of free
must be available in the
send buffer before a

sel ect orpol | call will return
awritable for the socket

SO_RCVL

Sets the minimum number of data
bytes that must be available in the
socket receive buffer before a

sel ect orpol | call will return
awritable for the socket

None

Tunes the connection for low
delays or latency. Typically used
on aLAN connection

None

Tunes the connection for
maximum throughput. Typically
used on a LAN connection

On aLAN, the TCP_NODELAY option has the most impact on raw
performance. If the TCP layer delays sending data written by smbd
(because it is waiting for more) throughput is affected.

| PT OWDELA

A commonly used setting for thesocket opti ons s

socket options

= TCP_NODELAY SO KEEPALI VE
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83

Linux5_sw_62_06/15/01




File caching and locking options

Samba s file caching and locking options have a definite impact on
performance. Normally, opportunistic locking (oplocks) leads to speed
increases for Windows clients.

Using oplocks can greatly improve Samba’s performance. Howev
may be afew mstances where they decrease performance, - '
many clients are accessing a file in read/write mode.

Y ou have the ability to disable oplocks on specific files omfiike t

usingthevet o opl ocks option. The following will ﬂ ‘

database files:
to be captlired. Although
oblems, it can have a

Logging
Samba permits a great deal of Iog
this can be a great aid in diagnasing
negative impact on perform

3 or greater. Inthis | i ed for every single network
packet between the chi :

el of 1issufficient. Thiswill only
log connects and @i twork shares. Adding the following

snb. conf file can change the

e packet, which can dramatically speed up the transfer of large files.

are controlled by the Sambar ead rawandw i te rawglobal
options, both of which default to enabled in Samba 2.0.x. To enable them
in other versions, use the following in your snb. conf file:

read raw = true
wite raw = true
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Wide links

The Samba wide links option controls whether a SMB client is allowed to
follow links in the underlying Linux file system and is enabled by defaullt.

If wide links are disabled for security reasons, it will negatively impact
performance. Thisis because the Samba server must check each 'S
file and directory access ensuring it does not involve an outside li

Tuning Linux

To provide the maximum possible performance fr

file system caching and 16 ke 5 ain memory aslong as
possible. This ensur e S ound by disk 1/0 speed when
serving up com il es

File and i

e. If you have alarge number of users and open
the system defaults and run out of file handles or

nel T ease the limits.

TIP:
If users are unable to open files, examine the server’s log files. If any

messages indicating that an inode or file handle limit has been reached,
% you heed to increase the system’s limits.
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Network Topology Considerations

Y our tuning should also extend to considering your network topology, and
evauation of whether network topology changes are warranted for ‘
performance reasons.

In fact, the network is probably the most critica factor in the end use
experience. Server speed isirrelevant if the physical networkg %
‘ 4

process user’ s requests quickly. The network’s raw bandwidt
physical topology, and the amount of traffic are all fact
how quickly data can be moved from server to client.

Bandwidth
The network’ s raw speed, or bandwidth, mainly\@etermin ork file
system performance. The applications fdgni ur ba server

the server is intended tosun @pplicatigns, store and access multimedia
video clips, or run ' ith large network-based files, a faster
medium may be r

es in network traffic, on that network. Ethernet
at& mostiefficiently when the number of collisionsis zero or

. This means that the recelve and transmit pairs no longer

the same wire inside a hub. It also allows simultaneous transmits and
ec potentially doubling a connected system’s network bandwidth.
TIP:
If your network is more than 50% utilized and has numerous
collisions, you should consider breaking the network into multiple
segments.

By installing multiple Ethernet cards on the server performance can be
improved further. These Ethernet cards with separate |P address can then
be put on separate Ethernet segments, splitting the network load between
the server and clients.
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Server Filesystem Considerations

Linux's current filesystem, ext2, is afairly high performance filesystem
that allows you to configure, at creation, the block and inode size. Itis
also afragmentation-resistant file system, meaning the kernel file sy:
driver attempts instantaneous file storage. Finally, the filesystem i
designed to limit the amount of data that can be lost after a cr
offers a high degree of data protection.

Filesystem limits need to be considered for your Linux 8
Specificaly, the 2.2 series kernel release supports teral
but imposes a 2GB file size limit.

Also, whenever an abnormal system shutdown
number of filesystem mounts has been r
by f sck can betime consuming. Thedength of
size and on large drives could take

R\
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Memory Considerations

To achieve optimal performance from your Samba server, the system
needs enough RAM to accommodate system operation without excessiv
disk swapping. Several factors contribute to the memory needs of a
Samba server.

Samba processes requirements

Samba can be run in daemon mode or using thei net @
Thereis at least one instance of the snbd process for €
connection, along with some shared memory ov
snbd process if running in daemon mode.

It is important to note an instance of s is created for dach client, not
instance per share. Thesnmbd proc dles access to all sharesfor a
connected client. The amount of h smb uses varies
by system and also is dependeqia lient is doing, since snbd
internal data structure’s men endent on client activity.

TIP:
Do not run Sambain i net d mode. The Samba team has deprecated
d its support for performance and maintenance reasons.

ystem requirements

sidesing the way the system will be running determines the Samba
M sizing requirements. How much RAM the operating system
s to load the kernel and all the required device drivers must be
reflected in the total system RAM requirements.

Y ou check how much memory Linux itself uses with the f r ee command.
Use this command immediately after the system reboots and before users
have logged in and Samba is running.
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Calculating total server memory requirement

The table below sets some general guidelines that can be used for sizing a
Samba server’s memory needs. Most Linux systems can perform well

withlimited amounts of RAM, especially when not running X11, whichd
not required if the system will only be a Samba server:

Component Recommendation

Base operating system 16 MB to 32 MB for fhe
Linux system o

Samba base smbd/nnbd  processes | IMB )
Shared memory for shared modules | IMB, defa

Samba per-client snbd processes | 0.5 MB
Other Processes em depe

File system cache muchyas possible

R\
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/O Considerations

3

Y our Samba system not only needs to provide access to files and printers,
but must also provide a storage space that provides fast and reliable
service to your users. Although you want to provide the best possibl
hardware for your situation, you don’t want to waste money on
unnecessary capabilities. ?

IDE's lack of 1/0 request cac
intensive, heavily loadedéss

il be used up so you need a plan that will
. Current IDE controllers permit a maximum of
BU can add additional IDE controllers, these require

nsider reliability

h uired reliability and acceptable downtime for the server should be

nfluencing factor in choosing an 1/0O subsystem. If the server is
performing missioncritical functions and no downtime is acceptable, than
a combination of highly reliable SCSI technology with a RAID-1 or

RAID-5 real-time error-correction mechanism is needed.

However, if the Samba server is acting as a workgroup server where your
down timeis not as critical and you can afford to be down for severa
hours, you can probably get by with a single low-cost SCSI or IDE drive.
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Chapter Summary

There are many factors to consider when you size your Samba system.

Unfortunately, there is no hard rule for sizing a particular system with a
given number of users or bandwidth. Asa Samba administrator, you'll

probably need to consult your network and system use policy to de i
acceptable use guidelines, and then experiment with an array ofgie
to come up with the best configuration that meets your currert
needs.
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Chapter 9: QQ.
Troubleshooting%%

Chapter Overview

Maintaining stem requires the ability to recognize
commol ly correct them. By creating an iterative
pro S you can reduce the amount of time
reguiired t

utilize the troubleshooting tools.

- recognize common Samba problems.

ChaptenObjegti
cOmpleting this chapter, you will be able to:
Q describe the troubleshooting process.
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The Troubleshooting Process

Thisisusualy an iterative process, very much like the scientific method,
which has the form:

1. List the problem's symptoms, either by asking those who've
experienced the problem or by observing first hand.

2. Formulate a hypothesis about the problem's cause, inc e
whether the problem islocal or remote, related to Sa
and so on.

3. Test you hypothesis on the supposed tro

processes, €tc.

4. Correct any problems you eck if
expected now.

5. If the problem isn't fi to 2. If itis, document the
cause and resol uw\
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Troubleshooting Tools

There are many tools available to aid in diagnosis and problem solving
between Samba and Windows clients. The following lists some of the
tools:

t est par mchecksyour snb. conf file and verifies it does not contain
parameters.

snbcl i ent can verify that you can reach your Samba server and i es
are defined.

Samba log files can be used to search for error messagesr t

component. In Linux, theseslogsare heldin/ var /| og/[gamnba.

snbst at us alows you to check who has connecti@ns opefiito the a server and

what shares they are accessing.

nmbl ookup can check what names have _ on the network and which

system is the master browser.

DOSsnet vi ewcommand will
shares are available or what net

DOSsnbt st at comman
information.

pi ng will show if @ sy:
working.

t cpdunp
talking

- ethere

: e is alMictesoft program that issimilar to et her eal .

Q
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Common Problems with Samba

There are several common problems with Samba, explained below.

Browsing problems

When a user tries to open up a share from a Windows client, he
use a browser, such as Network Neighborhood.

You can’t browse the network
This may happen for several reasons.

There is no master network browser pos
been configured and your Windows sys
become a master browser. Yo

snb. conf file. When yo
become a local masteighré

S'server, or nimbd is not running. Y ou need to
lient is properly configured and the WINS server

[ Also, if Samba is acting as your WINS server, verify
: est account does not exist on the Samba server or the guest
count parameter uses a non-existent account. Y ou need to
ensure that that the guest account exists.
- snbd isnot running, so you should verify that Samba is starting
properly.
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You can’t see any servers or can only see your own client
This can be caused by:

A connectivity problem where the client is not seeing your Samb
server’s announcements. Y ou should use pi ng to ensure that
packets can travel in both directions between the client and er

The server isin adifferent workgroup from your clien [
need to change the server’'ssnb. conf filewor kgr
parameter and restart Samba. =

You can’t browse a server

This occurs when the client can’t talk to the server an
acouple reasons.

snbd is not running on the ser ing t@ browse.
The server you are trying to not registered with the
WINS server you usefior Ne to |P address trandation,

or WINS is not wor

Share access

are’' s path doesn’t exist, which could be because of atypo or

rgetting to create the share.
The account you are using does not have access to the directory
that the share pointsto in itspat h parameter.
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You must supply a password to make this connection

If adialog continually appears prompting you for a password, it could
because of several things:

Y our password on the Samba server is different than the client
arelogged in on. Thisiseasly fixed by making sure al p or
are the same.

You're using a Windows client that insists on encrypt rds,
but your Samba server does not use encrypted passwerds:

switch off encrypted passwords in Windo

You're using a Windows client that insists on plai
but your Samba server uses encrypted p ords. 1 ne
either configure Samba to use text ordsor switch on
plain text passwordsin Win

The network is busy

This probably occurs b
host deny for yo
host al | ow.

is configured to have a
included the workstation in

mission problem on your Samba server.

are created by default as read-only, you most likely
e the share read-write.
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Logon Problems

If you're trying to log in with a profile, but the Samba server isn't allowing
youto log in or is giving you the wrong profile, then you might need to
check the following:

No domain server

This problem occurs for several reasons:

The netmask or broadcast address on your client goes
the one used by the Samba server.

nbd is not running on your Samba ser
perform the standard logon processing.

server you are trying tolog into hasahost s al | ow
s deny parameter set that does not allow you access to
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Logon script does not run

Y ou should check the following:

Make sure the client is configured to perform a domain logon.

Make sure that the [ net | ogon] shareis configured proper

Check the file permissionsinthe [ net | ogon] direat
sure the user can read the logon script. -

net | ogon script is not accessible to yo
check thehost s al | owandhost s

with making sure the correct permission
script.

Your net | ogon script h

Your net | og
missing the
t odos

inting Problems

ur Windows clients, it's very likely a problem

re you are able to print from the Linux command- line.

t est par mandt est pr ns to verify thesnb. conf file's
configuration parameters syntax.

Usethesnbcl i ent program to print.
Specify the full path to the Linux printing software used by Samba.
Check Samba’s log file for messages relevant to printing.
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The testprns and testparm programs

The Sambat est pr ns program is designed to check for correct syntax of
printer shares. It performs several simple checks to determine the validity
of a specific printer share. You invokethet est pr ns program by {
entering:

$ testprns printernanme [printcapfile]

print capfil e refersto the printer capabilities file,
supplies defaultsto/ et ¢/ pri nt cap.

Thet est par mprogram is useful for troubl
problems. Because it shows the default value f
parameters, t est par mcan check the agtual v
the intended values.

service name to conneg to connect to a printer. You
can invoke the s mb g%

snbclie -P
If you have essf gled to the share, then a Windows client
will asgtbe to the share.

Y ou
putSeom
xam
r

intither eadne. t xt file
Q snb: \> put readne.txt

th t to print afile by putting it onto the share with the

ITput issuccessful then the printer will print the text. If not, then thereis
probably a problem with the printing system.
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Error messages

There are a couple error messages produced by snbcl i ent that can be helpful in
determining the cause of the printing problem:

Invalid network nane in tree connect —Theserver or share name
giventosnbcl i ent isincorrect. Make sure the server name is correct and
the share name existsinsnb. conf .

Bad password - nane/ password pair in Tree connect
Session Setup are invalid —Theuser and workgroup n

thesnbcl i ent command-lineis not allowed to access the printe
password is incorrect.

't be

Connection to servernane fail ed—Thespec server A
might

found on the network. It might not be present if it iga Windews ser
not be running Samba if it isaLinux server.

Daemon problems

There are a couple proble
from starting.

age occurs when you start the daemons, your
or can't be resolved:

© International Technology Solutions Inc. 102 Linux5_sw_62_06/15/01



Chapter Summary

Creating a troubleshooting process that is adapted to your system will
greatly reduce the amount of time spent on diagnosis. Also, by using th
Samba tools, you should be able to pinpoint problems much more qui
than doing so by hand or random guessing. Finaly, by familiarizi
yourself with the common problems, you will be able to solve

-
@Q’

R\
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Appendices

LAB 4: SAMBA PRINTER
LAB 5: PASSWORD MANAG
LAB 6: SERVING LOG@ANS A
LAB 7: ACCESSING SMBYSHA M [FFNUX
LAB 8: SAMBA A ER
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APPENDICES

LAB 1: INTRODUCING SAMBA
LAB 2: SAMBA CONFIGURATI
LAB 3: SAMBA FILE SHARES

© International Technology Solutions Inc.

105

Linux5_sw_62_06/15/01

105

106
107
108
109
110
111
112
113

114



Lab 1: Introducing Samba

Part A (10 minutes)

Answer the following questions:
1. What services does Samba provide?

2. How does Samba use NetBIOS? What are the di S
classes and where would each be useful ?

3. What requirements are there on NetBIO§ n

4. What differences exist between ity and user-leved

security?
components.

6. Where aret
provide?

R\

d what information do they
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Lab 2: Samba Configuration

Part A (5 minutes)

Answer the following questions:
1. Describethesnb. conf file's standard shares.

snb. conf file?

3. What happens if you include a configur
that does not exist? Experiment on you

Part B (10 minutes)

e onyeur Linux Samba server.
t [lowing properties:
the home directory

art asks you to include alternate configurations.

1. How would you provide a per-architecture configuration that didn't
overwrite the primary Samba configuration?
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Lab 3: Samba File Shares

Part A (5 minutes)

Answer the following questions:

1. If you have auser named ar r ow, a printer named ar r Qg
share named ar r ow, what will be returned when yougg
"arrow" share and why?

2. Describe the differencesin “mostly open” 3
policies and provide situations where eag

Part B (30 minutes)

This part asks you to create sever
attributes. P

essto the/ f or bi dden directory, and disallow the
of the/critical directory.

estrict access to the share with the following provisions:

Allow access only from machines on the 192.168.0 network,
except 192.168.0.1.

Disallow access from the user r obber .

5. Force files to be created mode 1644. What do these permissions
alow?
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Lab 4: Samba Printer Shares

Part A (5 minutes)

Answer the following questions:
1. Why may you not want to use the standard / et ¢/ pri '
in your global printer share?
2. Could you set up a per-user printer configurati how? If
not, would you ever need this ability?

Part B (20 minutes)

nt shares.

var/ spool /| pd/ sanba and
t doesn't already exist.

2\
oF=/var/spool /| pd/ sanba/ | p/filter

>reate a print share for this printer. The share should:

set the spool directory to/ var / spool /| pd/ sanba/l p
and create this directory if it doesnt already exist.

alow only theuserskar en, j ohn,and| i sa to print to it.
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Lab 5: Password Management

Part A (5 minutes)

Answer the following questions:

1. What types of password authentication schemes does Wi
and Samba support? Are they compatible?

2. What problems are caused by creating the / et
file by running a script against the/ et ¢/

Part B (10 minutes)

This part asks you to configure you
another SMB server.

synchronize your Samba server's passwords into
passwd file.

re your Samba server to:

synchronize the/ et ¢/ passwd file every time a user changes
their Windows password.

- usethe/ bi n/ passwd program to do so. You will need to
investigate the passwd chat option to see how to

synchronize passwords for Red Hat Linux.
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Lab 6: Serving Logons and Profiles

Part A (5 minutes)

Answer the following questions:
1 What services does a logon server provide?

2. What problems are there with the differences betwe
versions that makes servicing profiles consiste

Part B (10 minutes)

This part asks you to configure your
support.

1. Create the network login sh rofiles from the
[ export/profileg : this directory if it isn't
already present). The ible by guests,
browse-able,

2. Configur C el ogi n. bat filewhenever
clients co

R\
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Lab 7: Accessing SMB Shares from Linux

Part A (5 minutes)
Answer the following questions:
1. Why would you want to mount a Windows file system?

2. Which of the following scenarios would be the bestyway
backup of a SMB share: 1) mount the share andftar it V tar
command, or 2) use the snbt ar program?aJus )

Part B (10 minutes)

This part asks you to use and experim ith thegnbcl fent program.

1. Usethesnbclient pr
server, connecting to thess
with theget command

ess you bor's Samba
e. Retrieve somefiles

2. mpt and look at the
rmissions? Does this surprise
you?
3. > prompt. What commands are

you could use these commands. Try

Part [
isp Syou to experiment with the smbnmount and snbcl i ent
co S.
. Createthedirectory / mt / scrat ch.
2. Mount your own Samba server'sscr at ch shareto
/ mt/scratch.
3. Tar the contents, while timing the execution, into the / t mp
directory by typingti me tar -cf /tnp/snbnount.tar
/ mt/scratch. How long did it take?

4. Tar thefiles, while timing the execution, with the smbclient
program, by typing t i me snbcl i ent
/1l ocal host/scratch -1 yourip -Tc
[ tnp/ snbclient.tar. Replace "yourip" with your
computer's |P address. How long did it take?
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Lab 8: Samba and Performance

Part A (5 minutes)
Answer the following questions:
1. What are the advantages and disadvantages of opportuni st

2. How does logging affect system performance?

3. Should you enablethewi de |i nks p. w
not.

Part B (40 minutes)
This part asks you to gauge how

rces a system might
w the server should be
eral of your classmates.

Sze

System base memory (reboot the system in single
user mode and typefr ee)

Samba usage (typeps -gxl | grep [sn] nbd
and add up the values in the 7th column)

CV S server (approximate) 32MB

NFS (requires "0" memory because the memory is oMB
used in the kernel, not taken from user memory)

Swap (twice the sum of all previous rows)

Total
4. Isthis afeasible amount of memory? Would you want more?
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