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I
f you work in the IT industry long 

enough, you’re bound to hear one 

particular joke (well, you’ll hear 

a number, I want to focus on this 

one) – “What’s the only thing worse 

than no architect on a project?” The 

answer of course is “Two or more”. And 

of course that’s true, since when you 

put four architects in a room, you get 

five opinions (at least one is schizophrenic) on 

anything. 

 Nevertheless, as the joke does make clear, archi-

tecture is important. Without it, projects flounder, or 

worse yet succeed in a dizzying display of spaghetti 

code and cowboy heroics. When it does, the mess it 

creates comes back to roost in the future. I’ve visited 

shops where they can’t make changes to their main 

business processes, because the COBOL code that 

runs it no longer even exists in source form – so they 

have to make changes at the compiled code level. In 

a very real sense, that’s an architecture failure – they 

haven’t kept up with the times, assured a realistic 

software portfolio management program, and 

maintained good software development life-cycle 

practices. This is not uncommon.

 One thing that often gets missed in the acronym 

SOA is Architecture. It’s fairly easy to service-en-

able code in this day and age – most 

modern solutions and platforms 

give you basic Web services capa-

bilities out of the box. I even know 

multiple ways to reach the COBOL 

code (although I shudder at the 

thought of people writing Web 

services in COBOL, but even that is 

happening) and make it play nice in 

a services environment.

 The point though is that service 

enablement is not service-oriented 

architecture. Architecture discusses various dimen-

sions of software, such as how to build it, how to re-

use it, how fast it needs to be, how much downtime 

it can have, and a number of other topics. Some folks 

divide architecture into business, application, and 

technical (or infrastructure). Others look at different 

levels – conceptual, logical, and physical. People 

with specialties (such as security) see the world as a 

combination of both sets, all slanted toward what is 

important to them. Enabling services is a good thing 

for many environments, but for each Service, 

the management, the SLAs and QoSs, the se-

curity and the transactionality of the Service 

must be considered. And not in a vacuum. 

That’s where Architecture participates in the 

conversation. A good architecture forms a 

basis for the development of Services in a 

structured organized fashion with clean de-

marcations of responsibility and attention 

to the various performance characteristics 

that make a Service really work. 

 Realistically, that is the broadest definition of 

Architecture – practices that enable software to 

work. And practices definitely include process and 

not just the technical aspects of software develop-

ment. In any large shop, the process of accom-

plishing software development is a critical part of 

architecture. If the enterprise concepts developed 

by an architecture group aren’t driven into the 

development organization and monitored, the 

benefits of architecture can’t be realized. That’s 

process, not technology, but it’s certainly still in 

the domain or architecture. 

 Service-oriented architecture emphasizes appli-

cation delivery via discrete services over mono-

lithic applications. Every type of architecture has 

its own challenges, but SOA in particular places 

a great deal of emphasis on layers of services and 

the ability to apply services discrete-

ly. Responsibilities are encapsulated 

outside of the services – there’s 

usually no need for the service to 

understand security or service-level 

agreements as someone else man-

ages that above or around them. 

Because each service is discrete, 

and to a certain extent can ignore 

the impact of other services, the 

Architecture becomes even more 

important, as it is the glue that holds 

the whole thing together and makes it function. 

 While two or more architects may be the worse 

thing in the world, remember, no architects (and by 

extension, no Architecture) is the next worse thing.   

  About the Author
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AgilePath Announces New SOA Governance Reference Model
(Newburyport, MA) – AgilePath Corporation, an SOA management and technology consulting firm, 

announced the release of its Service-Oriented Architecture (SOA) Governance Reference Model Version 

1.0 at the Federal CIO Council’s Architecture and Infrastructure Committee (AIC) meeting held on 

February 17, 2006 in Washington, DC. AgilePath’s SOA Governance Reference Model is a framework 

that helps organizations place more emphasis on SOA governance from an organizational, process and 

cultural perspective while deemphasizing the technology-focused approaches being endorsed by the 

vendor community.

 AgilePath announced its initial SOA governance and organizational dynamics solutions in 2005, and 

quickly watched SOA governance become oversimplified into vendor-and product-centric themes rather 

than placing proper emphasis on the true drivers of organizational behavior. As a key facet of AgilePath’s 

patent-pending SOA Playbook methodology, AgilePath’s SOA Governance Reference Model will help 

organizations realize their business and SOA strategies through robust governance, policy enforcement, 

and attention to organizational, process, and behavioral factors. www.agile-path.com

ZapThink Report: DataDirect XQuery Simplifies Data Integration
(Bedford, MA) – DataDirect Technologies, a provider of data connectivity and mainframe integration, and 

an operating company of Progress Software Corporation has announced the findings of an independent 

report on DataDirect XQuery, a Java component for integrating relational and XML data using XQuery. 

The new study was written by ZapThink, an IT research and advisory firm specializing in XML, Web 

services, and service orientation. The report concludes that DataDirect XQuery offers companies the 

means to win out at long-lived data integration challenges because it leverages the power of standards, 

allowing the user to determine the runtime infrastructure. www.datadirect.com/zapthink_report

IBM Launches Open Test Drive of SOA-Tuned DB2 ‘Viper’ Data Server
(Jaipur, India) – IBM has launched an open test drive of the next-generation DB2 data server – code-

named “Viper” – which is designed to help customers manage and access data via an information-

centric approach to service0oriented architecture (SOA) with flexibility, speed, and security.

 Among the new SOA-tuned security features introduced within Viper will be DB2 Label Based Access 

Control (LBAC), a data access capability that allows users to define structures within the database in 

ways they have never been able to before. In addition to row-level access control, the new column-level 

labeling capability provides new ways to control access to sensitive data stored within the database.

www.ibm.com/db2/viper

Skyway SOA Platform Now Available in Developer Edition
(Tampa, FL) – Skyway Software, a provider of service-oriented architecture (SOA) design and delivery 

solutions, has announced that the Skyway SOA Platform is now available in a Developer Edition. The 

Developer Edition of the Skyway SOA Platform accelerates service solution delivery for small businesses 

or can act as a “testing” application for larger companies evaluating service development strategies.

 This integrated design and delivery platform reduces application backlog and puts developers on the 

SOA fast track.

• Creating Web services and UIs in seconds

• Delivering consistent standards-based J2EE code

• Requiring minimal training

• Ensuring service compliance and reuse

• Controlling application and service deployments, even in highly distributed environments

 Skyway Software’s claim that its SOA Platform can build Web services in seconds comes from the 

cutting-edge nature of their solution framework, an SOA technology that represents the next generation 

of application development. The Skyway SOA Platform includes an SOA architecture model, an 

application model (Web 2.0) and a model-driven development environment that together create an agile 

and service-centric development solution. A key product differentiator is that the Skyway SOA Platform 

builds new and assembles existing services while many competitive solutions only assemble composite 

services. The Platform also manages and governs reuse across multiple platforms from any type of data 

source. www.skywaysoftware.com

www.wsj2.comMay 20068
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F
or example, consider a 

procurement business 

process for an application 

that’s used by a number 

of purchasing agents. Each agent 

has a different purchasing privilege. 

Say a senior agent can purchase up 

to $50,000 in a transaction, while a 

junior agent can buy only $25,000. 

If the business process that enables 

the purchase is composed of a 

number of SOA services, each service must 

know the user’s identity to enforce purchasing 

privileges.

This article shows the need for identities 

in an SOA, provides examples of SOAs, and 

reviews the status and shortcomings of current 

solutions.

Introduction to Identity 
Propagation

Before we look at identity propa-

gation in an SOA, let’s look at it in a 

three-tier environment, where it’s 

easier to illustrate the basic concepts. 

Once again, we’ll use the procure-

ment application scenario — except 

this time, the application resides in 

a Web-based portal instead of being 

loosely coupled in an SOA.

The presentation and logic tiers exist in 

the portal application server and the data 

tier resides in the database. The identity of a 

procurement agent is established when the 

user starts accessing the portal application 

from the Web browser and the identity spans 

all three tiers of the portal. This identity is used 

for authentication and authorization purposes 

throughout the business processes tha span 

the portal. Identity propagation in this case 

spans from the Web browser, to the portal, to 

the backend database (see Figure 1).

To fully illustrate identity propagation, 

let’s dig deeper into this scenario and see how 

the identity is propagated. The procurement 

application, which sits in the portal, requires 

the user to log in to gain access. When the 

agent initially accesses the portal, the portal 

presents a JSP- or HTML-based form that 

requires a username and password. These 

credentials are sent over an encrypted SSL 

channel to prevent anyone from sniffing the 

password over the wire. 

Let’s assume that the portal is running in 

a J2EE application server. The application 

would typically use a Java Authentication and 

Authorization Service (JAAS) login module 

to process the username and password, and 

then authenticate and authorize the user. 

The username and password credentials are 

checked against an LDAP directory, or perhaps 

an identity management infrastructure. If the 

login is successful, a JAAS subject is created 

in the current execution context of the J2EE 

portal. This object is used to identify the user 

in the J2EE container. 

The subject is used to authorize any sub-

sequent requests from the user to a secured 

   One of the challenges IT organizations face is how to propagate identi-

ties in complex business processes that are commonly found in Service 

Oriented Architectures (SOAs). Identities, which are passed from one 

service invocation to the next in a business process, give the process a 

user context. Identities can be used to determine access rights to SOA 

services and for audit and compliance purposes. 

The shortcomings of current solutions

Identity 
Propagation 
in a SOA
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resource in the application server. For example, 

the secured resource may be an Enterprise Java 

Bean (EJB) that accesses the portal’s backend 

database. The subject is used to determine if 

the user should have access to the EJB. The 

user identity could also be propagated to the 

database using proprietary techniques such 

as impersonation, which could be used to 

determine if the user should have access to the 

backend data.

Figure 2 shows how an identity can be 

passed from the browser to the backend 

database. The identity is first passed from the 

browser to the portal application. From there, 

it can be propagated to EJBs or databases. At 

each step, the identity is bound to the resource. 

For example, JAAS is used to bind the identity 

of the portal user to an executing thread in the 

portal procurement application. This way, the 

user’s identity can be used to determine access 

to subsequent resources.

The identity can also be used for audit and 

compliance purposes. The portal can set alerts 

for authentication or authorization failures in 

the banking application or database. Useful 

data can also be mined based on the user iden-

tities passing through the portal. For example, 

the bank could determine if purchasing agents 

are trying to exceed their purchasing limits. 

Identities in an SOA
In our example, the techniques used to 

propagate identities are often proprietary 

or non-standard. This works well in closed 

environments, but in heterogeneous environ-

ments where services must be interoperable, 

proprietary techniques fall short. SOAs are typi-

cally composed of multi-vendor heterogeneous 

environments. 

Think of an SOA as an evolution of the 

three-tier architecture where applications, like 

the portal, are loosely coupled applications 

built as a collection of services. The idea is to 

expose business logic as services in a reus-

able and interoperable fashion. For example, a 

service could:

• Return a list of items that can be purchased

• Return the status of a purchase order 

• Submit a purchase order.

SOA services aren’t necessarily uniform. 

For example, they could be exposed through 

different types of protocols such as JMS, REST, 

Identity Management Server

Database

Browser

Servlets

Bank Portal

EJBs

Credentials sent via
HTTP (SSL)

Populated JAAS
subject

JDBC (SSL)

Credentials authenticated
and authorized

FIGURE 2         Identity Propagation through a 3-tier architecture

FIGURE 3         Basic SOA example

Browser Portal Database

HTTP JDBC

FIGURE 1         Basic three-tier architecture
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RMI, .NET Remoting, MQSeries, or SOAP (see 

Figure 3). 

These services can also be orchestrated 

business processes where services are wired 

together into business flows and are often or-

chestrated using open standards such as BPEL. 

For example, consider an auto loan service, 

where a bank customer submits an application 

online. The service processes the application 

and does a credit check on the applicant. If the 

applicant’s credit meets a certain standard, it’s 

forwarded to the fulfillment service. After the 

processing is finished, the paperwork is sent 

to the orchestrating process 

(see Figure 4).

SOA is quite flexible and 

powerful, but its decoupled 

design makes it difficult to 

propagate an identity across 

business processes. For 

example, a transaction may 

span a multitude of mes-

saging services such as Web 

Services, MQSeries, and JMS. 

Each service has its own 

way of transporting identi-

ties. JMS and MQSeries can 

pass SOAP-based XML mes-

sages in their payload, but 

these services often aren’t 

XML-based and use different 

payload types. SOAP-based 

Web Services have a distinct 

advantage over other messaging protocols 

since they can use WS-Security headers in the 

SOAP envelope to propagate identities (see 

Figure 5). 

The WS-Security header is standardized 

security metadata located in a SOAP header in 

the SOAP envelope. WS-Security provides data 

integrity (XML encryption) and data authen-

ticity (XML signature). In addition, it offers a 

way to insert standard security tokens such as 

X.509 certificates, Kerberos tickets, and Secu-

rity Assertion Markup Language (SAML) asser-

tions in the WS-Security header. For example, 

SAML was designed to provide a standardized 

exchange of security information using XML 

documents referred to as SAML assertions. The 

following code shows how an identity would 

be bound to a SOAP message using SAML:

<wsse:Security ...>

     . . .

    <saml:assertion= ...>

        . . .

        <saml:Subject>

            <saml:NameIdentifier ...>

                 CN=Joe User, 

OU=purchasing, O=Widget Inc

             </saml:NameIdentifier>

          </saml:Subject> 

           . . .

 <wsse:Security ...>

Binding the original requestor’s identity 

to the request itself is the way to propagate 

identities. The request may be modified 

throughout the lifecycle of the transaction, but 

the identity of the requester must always be at-

tached to the request. In this context, identity 

propagation presents many advantages. At 

each step, the user’s identity is used to deter-

mine access to any secured resource.

WS-Security provides the semantics for 

binding user information to SOAP messages. 

In the listing above, the identity of the user is 

Joe User, who is in the purchasing organiza-

tion at Widget, Inc. This identity is bound to 

the SOAP message using SAML as defined by 

the open WS-Security. 

The SAML token goes beyond just identify-

ing the user. It can also package additional 

information about the user in the form of 

attributes, which are used for authorization 

decisions. Attribute statements provide spe-

cific details about the subject; for example, the 

user holds Gold status. Authorization decision 

statements identify what the subject is entitled 

to do. For example, SAML assertion attributes 

can be mapped to roles defined in an access 

control infrastructure. A relying party that 

processes a SAML token could use these state-

ments for fine-grained access control.

SOA Identity Propagation
Let’s return to the orchestrated business 

process example that accessed the credit 

rating and loan processing services. The ful-

SOAP Envelope

SOAP Envelope Headers

WS-Security Header

SOAP Envelope Body

Payload

FIGURE 5         SOAP envelope
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fillment service could be exposed as a Web 

Service, but the credit rating service might use 

MQSeries to access a legacy database. These 

two services can use different means to propa-

gate identities. If you need to tie these services 

together, how do you propagate the identity 

from SOAP into a native MQSeries? This can 

be the start of many headaches. If a business 

process spans multiple services, how do you 

relay the identity of the original requestor 

throughout the transaction? 

To simplify this problem, identity propaga-

tion should ideally be carried out with a single 

security token – for instance, a SAML assertion 

as described above. Secure identity propaga-

tion lets you make sure that only appropriate 

requests are processed. It also provides an 

audit trail throughout a transaction. Identity 

propagation requires that the identity of the 

original requester be bound to each step of the 

business process or transaction.

Business processes found in SOAs often 

span a multitude of protocols. The security 

token should have a standard way to bind to 

these protocols. A SAML token, as a stan-

dard XML representation for describing user 

identity and attributes, is uniquely suited for 

this purpose. Figure 6 shows a simple example 

of a SAML token spanning the services and 

protocols in the credit check service.

Currently, a SAML token is attached only to 

SOAP protocols. It would be useful to extend 

it to other native protocols such as JMS, 

SQL*net/ODBC, or even Inter-ORB. Ideally, 

all SOA-protected resources should be able 

to leverage SAML tokens. These protected re-

sources should also be able to use an identity 

management Single Sign-On (SSO) server to 

determine access rights based on the tokens. 

When a policy is changed in the SSO server, it 

would affect all of the compo-

nents that use it for security 

decisions. 

Looking Ahead: 
Identity  
Delegation

Complex business process-

es that are found in SOAs need 

the ability to delegate identi-

ties. Delegation is essential 

when a party needs to vouch 

for another party – for exam-

ple, when a corporate buyer 

makes a purchase on behalf 

of his company. In this case, 

his company should vouch for 

him. This means that instead 

of using the employee’s private 

key for cryptographic opera-

tions, the company’s private 

key is used. Typically our fic-

tional corporate buyer invokes 

a local procurement applica-

tion (such as the one we used 

in our portal example), fills out 

a purchase order, and prompts the application 

to send the purchase order. The application 

uses the original user’s credentials as is or 

maps them to another identity format such as 

a SAML assertion that will be inserted into the 

WS-Security header. The application certifies 

the request by providing its own cryptographic 

e
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key (for example, the company’s private key 

or shared secret), which is where the delega-

tion takes place. The application posts the 

purchase request to a purchasing Web Service 

at the provider’s site. The Web Service then au-

thenticates and authorizes the request based 

on the information in the SAML assertion (see 

Figure 7).

Some scenarios like this have been imple-

mented. However, part of the solution relies on 

standards – HTTP, SOAP, WS-Security, SAML, 

and possibly additional Web Service speci-

fications such as WS-Trust if security token 

brokering is involved – and part of it consists 

of proprietary extensions to implement iden-

tity propagation and delegation. For example, 

there’s currently no standard way to express 

delegation. Existing standards such as SAML 

assume that the owner of a security token 

is fully responsible for the security process. 

As a result, delegation should be designed 

into the SAML standard. Likewise, other than 

SOAP, there’s no standard way to bind a SAML 

assertion to other prevalent SOA protocols. 

Standards bodies must work to profile SAML 

token usage for various SOA protocols and 

transports. 

Conclusion
SOAs are full of complex business pro-

cesses, often traversing multiple services and 

protocols. One of the challenges in this envi-

ronment is to propagate identities across these 

services. In fact it’s a necessity in today’s age of 

compliance. Companies must be able to prove 

who has access to their services. Also, to have 

truly secure and auditable business processes 

in SOAs, you need a way to propagate identi-

ties. If a transaction spans multiple services, 

an identity must be bound to a payload and be 

able to span the service calls from beginning 

to end.

Currently, there isn’t an open standard that 

completely addresses this issue. We hope the 

next version of SAML will do so. SAML needs 

to have robust delegation capabilities and 

binding profiles added to its resume. Once 

these are added, IT organizations will have the 

tools they need to enable identity propagation 

throughout their SOA business processes.  
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Service-Oriented-Architecture

A Service or Not a Service
Discussions about Service Oriented 

Architecture (SOA) initiated by people 

working with legacy applications and 

data storages like Data Warehouse 

(DW) have gotten a lot of press atten-

tion recently. While it’s good for SOA’s 

popularity the discussions typically 

declare a few SOA characteristics 

and say something like “We have so 

rich/important/business crucial data 

and, if we just expose it into a SOA, it 

will be great opportunity for us.” An intention 

of exposing DW to a SOA sounds suspiciously 

like the five-year-old movement of exposing all 

applications to the Internet. Have we forgotten 

that mistake already? Have we understood 

the difference between Web applications and 

Web-enabled applications? Did anybody count 

the man-centuries spent in IT to convert and 

modify existing applications to make them re-

ally work in the Internet environment? 

When I participate in such discussions, 

I usually ask one question: “To make some 

ground for DW working in SOA, please tell 

me what is a service in DW?” I am given two 

types of answers: either “none” or “We do a 

lot of data transformations and/or perform 

sophisticated data aggregation 

and produce business intelligence 

reports out of the DW.” Well, data 

manipulation procedures performed 

in the DW might be considered as 

services, however, I have not found a 

definition of DW that would describe 

a service as a part of it. That is, DW 

wasn’t designed for services.

Anyway, what’s so special about 

a “service”? Why is wrapping access 

to a DW or an application with a 

Web Service not enough to obtain a service? 

What has to be done, if anything, to make such 

applications work in a SOA? Here I’ll try to 

identify a process that could take place when 

one prepares a legacy application to support a 

Service for SOA. 

Approach to a Definition  
of a “Service”

In different spheres of human activity, 

there may be many definitions of a service. My 

understanding of service behavior with regard 

to software components is an action/activ-

ity performed by the service provider for the 

service consumer in accordance to a contract 

between the provider and the consumer. 

While contracts may vary, the most flexible 

type unties/decouples/isolates a consumer 

from a provider. In the business, as we know, 

the consumer pays for the service and tends 

to consider a service provider a servant. This 

leads to two conclusions: 

• a consumer looks for a provider with the 

contract that meets the consumer’s goals. 

• a consumer can agree with some of the 

constraints a contract puts on him if the 

contract still meets the goals and decouples 

the consumer from the provider’s internal 

conditions.

The conclusions point to the difference 

between using a software component as 

a traditional application and using it as 

a service. In the former case, a consumer 

depends on the application specifics and, 

if something isn’t suitable, the consumer 

has to adapt and wait for the application to 

be refined. In the latter case, a consumer 

deals with a service application only if the 

contract meets his needs and the applica-

tion constraints are reasonable. For example, 

the constraints can provide some business 

values such as security, which adds business 

trust, or remote invocation, which can lead 

to service scalability and robustness. 

Jumping ahead let me say that one SOA 

service can engage another SOA service 

doing this transparently to the consumer. If 

the second service provides the proper data 

based on an “update schedule”, i.e., the data 

are obsolete for some period of time, the first 

service tends either to find a substitute service 

with the correct data for that period of time 

or switch to a totally different service, without 

any “schedule problems.” In any case, the 

consumer shouldn’t depend on that schedule. 

Otherwise, all service contracts have to reflect 

one service specifics, which leads to quite an 

insufficient architecture and, actually, couples 

services and consumer together. Described is 

not a SOA rule, it’s a business rule and due to 

SOA agility principle, SOA promotes the same 

behavior. 

Thus, the service contract can be used as a 

requirement when one transforms the applica-

tion into a service. A well-known expression of 

a contract is a Service Level Agreement (SLA). 

There may be a single SLA for all consumers 

or the provider can maintain individual SLAs 

Does a Web Service 
Make a Service for SOA?

   What could be easier than to take your application, wrap it with a Web 

Service, announce it or register it in the UDDI and get a SOA Service? 

Even better – take a data warehouse, cover a SQL executing code with a 

Web Service and expose it to SOA, isn’t it simple? This article is for those 

architects and managers who like such “simplicity.” If you believe that a 

Web Service itself doesn’t convert an application into the SOA Service, 

you might read the article just out of curiosity.
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with every consumer. If we took a typical SLA 

used for DW, for instance, and a SLA used in 

SOA, we’d get the starting and ending points 

for the process we have to implement when 

exposing a DW to a SOA. 

The process includes not only a new con-

nectivity interface but changes in behavior 

dictated by the Service SLA. For immutable 

applications, the process assumes building 

a service façade layer to interact with other 

services and consumers. 

Service Interface in SOA
SOA implies certain requirements in the 

service interface. In short, the interface has to 

be:

1) stable

2) self-describing

3) independent from provider implementation 

and its resources

4) registerable/searchable 

5) accessible programmatically

6) versioned

7) accessible under control (security)

As you see, there’s nothing about the Web 

in the requirements. Indeed, any particular 

interface implementation is suitable if it meets 

the requirements. It may be, for example, 

CORBA IDL. As we know, many elements of 

Web Services specifications were derived from 

CORBA. So, why is a Web Service (WS) as an 

interface so attractive for SOA but still not 

enough?

Web Services technology defines the 

abstraction of service behavior via standard 

WS Description Language (WSDL). It also 

provides for the abstraction of data via XML 

and the metadata definition via XML Schema. 

WS technology offers a WS registry known as 

UDDI (Universal Description, Discovery, and 

Integration) and a set of standards to support 

security ( WS-Security and related standards), 

transaction (WS-TXM, WS-Coordination, WS-

AtomicTransaction, and WS-BusinessActivity), 

aggregation and management (WS-BPEL and 

WS-CDL), and interoperability (WS-I Basic 

Profile). 

Agreement between leading technology 

vendors on XML and most WS standards 

makes Web Services really the best candidate 

for a universal interface for SOA. Some spe-

cialists include SOAP (Simple Object Access 

Protocol) in the basis of SOA while others 

disagree with it and consider SOAP only one 

of several possible and convenient protocols 

for WS binding. SOAP alone simply doesn’t 

provide enough abstraction for a service 

definition, that’s why we need WSDL and we 

already know a few WS models that don’t use 

SOAP binding.

What’s not included in WSDL is the infor-

mation considered by a consumer when he 

makes a business decision about the service. 

That is, you can automatically invoke a WS but 

you’re not supposed to do so blindly, without 

estimating the inherited risk. It’s simple: if 

you want to cook some French fries, you’d 

not use a pan without checking if it burns oil. 

The same relates to WS – the service may be 

accepted if you know its connectivity interface 

and its quality characteristics like perfor-

mance, change control rules, error-handling 

scenarios, and so on. This information is 

usually described in the SLA. So a SLA can be 

treated as a container that includes business 

knowledge and service interface definition 

– both to meet the consumer’s needs. A lot of 

legacy systems also work on the basis of SLA, 

however, those SLA are traditionally provider/

application-centric.

Service Level Agreement  
for SOA Service

Currently, some efforts are made in the 

industry to define and formalize SLA for WS –  

these are specifications for Web Service Level 

Agreements (WSLA) and the Web Service Of-

ferings Language (WSOL). The WSLA provides 

a structure of definitions of basic SLA ele-

ments. While it is a subject for separate article, 

we note the fact that the WSLA pairs SLA 

parameters with their metrics. That is, provid-

ing for SOA SLA means constant monitoring, 

analysis, and compliance reporting of actual 

runtime parameter values that aren’t a part of 

most legacy application SLAs.

Though a SOA SLA isn’t standardized yet, 

it’s very important to understand what can be 

included in it. Table 1 gives an example of a 

SOA SLA. Some parameters are measurable (as 

represented in WSLA) and some of them aren’t.

There are no mandatory or optional param-

eters in the SLA because they are all business- 

and context-specific. As mentioned already, 

neither Web Service/WSDL nor any other 

programming interface can address such SLAs. 

On the other hand, not all services require such 

detailed SLAs. Its can be periodically refined 

and extended when more objective information 

SLA Section Features

Functionality

• Values/functions provided – for example, “regular fund price” and “updated fund price” 
• Service Interface – WSDL or WSDL-less like SOAP, IDL, HTML, servlets, JMS, and .NET
• Version compatibility – compatibility of the interface and service function(s); version control 

policy and procedures

Operational aspects

• Service availability – “24/7/365” or “on schedule” with a certain amount of downtime
• Service Change Control protocol – how a new version of the service is made available with 

and without backward compatibility in its interface and functions
• Service cost, if any, for the consumer or license model, if applicable

Quality of Service

• Conditional performance expectations
• Scalability – horizontal (serve more consumers) and vertical (process more data)
• Failover, execution exception handling protocol, and alerts
• Behavioral targets – behavioral patterns that are recognized as ‘normal’ in given scenarios of 

the Service engagement
• Business process exceptions – technically legitimate results that are considered abnormal/ex-

ceptional in a given business process 
• Expected response time 
• Broadband/throughput 
• Custom characteristics – like a quantity of processed purchase orders versus return orders

 Quality of Data
• Returned data – a list of the data items
• Metadata about returned data – the definition of the format (with possible conditions), source, 

name space, and validity of the data

Service Constraints

• Security policies – for users and other services
• Country/industry policies – for instance, regulations on the information encryption algorithms
• Pre-known conditions – like delivery schedules: pick hours and night processing 
• Service priority – may be different for different customer status

TABLE 1         An example of a SOA Service SLA 
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is gathered about the Service. The SLA demon-

strates that participation in SOA requires both 

– the service interface and service behavior.

The only other thing I’d like to note is that 

it’s better for maintenance and further en-

hancements if all services in your system have 

a unified SLA, especially when the number 

of Services is expected to grow over the time. 

Otherwise, managing the Services quickly gets 

out of hands. That is, the better you define 

the Service, the fewer problems you have at 

runtime and the more consumers you attract 

to use it.

Thinking in SOA
We can find tons of publications describing 

how to wrap a legacy application with a Web 

Service. Many serious works recommend the 

same solution – the most scalable and flexible 

way of wrapping is to create a thin layer on top 

of the legacy application. The “preserve-and-ex-

tend” approach has gained a reputation as be-

ing the most reliable and cost-effective model 

for dealing with business-critical legacy apps.

Some vendors propose developing connec-

tors and gateways where the former run in a 

mainframe and latter outside the mainframe 

(screen-scraping). Both models act as proxies 

shielding actual applications and helping to 

provide SLA. Merrill Lynch, in particular, has 

created an integration platform using plug-ins 

with parsers, metadata assemblies, and drivers 

that runs on the mainframe and exposes legacy 

apps through Web Services via HTTP and MOM 

protocols. This platform is even called a Service 

Oriented Legacy Architecture. However, many 

experts suggest that transitioning a legacy 

application to a Service for a SOA isn’t that 

straightforward: simple wrapping just “pre-

serves” the application but doesn’t make it a 

“first-class SOA citizen” without an “extension.” 

Let me give you two examples. The first one 

is about a traditional application in the finan-

cial industry; it may be considered a base line 

for the second example. Assume that the task 

is to calculate the credit risk of swap transac-

tions (a special type of financial transactions). 

The transactions comprise the transaction 

data themselves, related financial streams, and 

cash flow data. These are dynamic elements 

that usually persist in an operational data 

store. Other related data about supply feeds 

and financial clients are static and usually 

persist in a reference data store.

The traditional application-centric ap-

proach of building a credit risk calculation 

component addresses the access interface(s)–

access protocol(s) and defines data location, 

the data access mechanism (direct SQL, Stored 

Procedures, Views, security controls, etc.) and 

the data availability schedule. The team devel-

oping the application has to deal with its con-

sumers (dictating application constraints) and 

constantly negotiate data status and updates 

with the database maintenance team. It leads 

to per-application specialized code that has to 

transform data to meet particular application 

needs. Any change in the data affects the ap-

plication and all its consumers (via production 

re-deployment, at least). Such complex daily 

management task may be sufficiently executed 

if the team has enough resources and deals 

with only a few applications but this is a dream 

nowadays. A more realistic consequence is a 

shortage of resources and degraded quality, as 

well we know. And, there’s no room left to sup-

port business growth. 

A service-oriented approach defines the 

credit risk calculation engine and the meta-

data that the engine can work with. That is, 

the engine knows about different calculation 

formulas and intermediary data storages, if 

needed; it also knows how to deal with data if 

it meets metadata requirements. That’s it. The 

consumer of the calculation service specifies 

what calculation to perform – for intra-day or 

end-of-day transactions. The input data is pro-

vided by another service, e.g., the Data Access 

Service (DAS), which also knows where to place 

calculated results. The calculation engine hasn’t 

a clue where to get data from, what transactions 

to process, when to do the job; it only cares 

whether the DAS provides a SLA and acts ap-

propriately if the SLA is violated. Now every de-

velopment and support team can concentrate 

on its own business and provide related SLAs.

Certainly we have to balance complexity 

and flexibility: how granular should a Service 

be to avoid unnecessary communications and 

function compositions? Is it always reasonable 

to extract data access from the business service 

and put it into separate specialized services? 

Answering these and similar questions, one 

caution has to be observed – never consider 

a solution in isolation from the environment. 

For instance, application developers believe 

that calling a database directly via JDBC/ODBC 

guarantees maximum performances. It’s true, 

but if the deployment environment requires a 

security authorization control for a particular 

database column or raw, your application is 

responsible for implementing and supporting 

such a control. Would you prefer coding this 

yourself or using an existing Security Service? 

That is, are you sure the performance you can 

provide would be better than a professionally 

developed Security Service? If you choose the 

latter, you can easily find that a Data Service 

is already integrated with the Security Service 

and, probably, is the way to go. What will 

happen to overall performance when you use 

the Data Service? May be nothing bad if you 

consider the Services and optimize your ap-

plication design upfront.

Now is the time to ask: can our legacy ap-

plication act as a service (an aggregation of 

services)? The answer may be “yes” if we trans-

form the application with a service-oriented 

model. It’s a real opportunity if we can build 

or rebuild the application from scratch. Usu-

ally, the application is crucial for the business 

and/or not easily modifiable. Even in that case 

it’s not a lost investment but it will be if the 

application can’t keep up with the architecture 

evolution. For demonstration purposes, we’ll 

describe a gradual transformation of a data 

store into a SOA Service.

From the Data Store  
to the Data Service

We’ll start with a real-life example hap-

pened in a financial company providing 

support for a 401(k) plan over the Internet. 

          A Web Service isn’t enough to  
constitute a service in a SOA
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Its customers complained that they couldn’t 

see some of their investments. The errors 

occasionally appeared and were reported by 

the end users. It took several days for the issue 

to work its way up the management line and 

for developers to locate the related data store. 

The data store provider worked on the basis 

of a regular service agreement that said that 

certain data had to be sent via a Web Service to 

the Web site component on-demand. The data 

was always sent, but sometimes one piece 

of data filed contained a NULL. For the data 

store, it wasn’t a mandatory field and it could 

be a NULL. The service agreement didn’t say 

anything about the quality of the data when 

the Web site was developed on the supposi-

tion that the data field was available and had 

a “non-null” value (as represented by the data 

store in the example). 

The request to the data store to change 

the field constraint to avoid NULL was denied 

based on the fact that a lot of other customers 

considered the field optional. The behavior of 

the data store team was very typical – “We’re 

glad to support SOA and we give you all that 

we have.” Oops, there’s the problem: the end 

users and the Web site weren’t interested in 

what the data store could or couldn’t do but 

in the correct portfolios. It’s simple – if you 

want to wash you favorite Hawaiian shirt and 

the laundry only has bleach, will you use that 

service or go to another one? 

Let’s look at the situation from the data 

store’s side and assume it’s serious about 

providing a SOA Data Service. Figures 1 and 2 

demonstrate possible actions the data store’s 

management can take to transit the data store 

into a data resource for the Service. The transi-

tion takes two phases – analysis and execution. 

The analysis phase can be organized in two 

ways depending on the demand for the Service: 

a) the Service is really required and its custom-

ers can be identified; b) the Service is just a pro-

posal intended to facilitate customer demand. 

Activities involved in the analysis phase are ap-

plicable in both cases with light modifications. 

In our example, the data field’s requirements are 

already identified. Further activities can be:

• Identify all dependent data and estimate the 

impact if the metadata has to be modified 

• Identify the sources of the data and related 

SLA, if applicable, i.e., the quality of the 

available data

• If the Data Service has to engage other 

Services, review the relationship with the 

providers of the potential helper Services 

and related SLAs

• Define a basic SLA for the Data Service to 

meet the requirements; there may be mul-

tiple SLAs for different customers but they 

can’t be contradictory

• Identify the customer community and its 

dynamics 

• Identify policy-based constraints on the 

Data Service (security, accessibility, interna-

tionalization, etc.)

• Identify the available or needed software 

and hardware.

Based on the results of the analysis, we can 

determine if a data transformation is needed 

for a particular SLA. This may mean modify-

ing the data field metadata, particularly the 

database constraint that restricts the value 

from being equal to NULL. It’s also very impor-

tant to recognize all the risks – operational and 

programming – associated with the data and 

the Data Service for adequate Risk Manage-

ment and compliance with corporate and 

industry regulations. The findings will drive 

the Execution Phase.

The execution phase aims at what and in 

which order things have to be done, when 

intermediary decisions have to be made, and 

what the controls have to be implemented and 

preserved in the transition process. This phase 

ends in actually implementing the plan. The 

common rule is – when implementing a SOA 

Service or orchestrating a Service execution 

scenario, it’s not always necessary to exclude 

human intervention. First, it may be too costly 

to automate everything and second, because 

orchestration standards, e.g., BPEL, let long-

living transactions integrate human actions 

into the service process.

Well, we assume that the metadata for a se-

lected data field can’t be modified right away. 

It requires a grace period to take care of all 

customers of the data. So, a temporary Transi-

tion Data Service may be a solution here. 

We can also create an intermediary data 

field that meets the Data Service requirements 

identified in the analysis phase. The mecha-

nism of refreshing an intermediary data field is 

also defined (it may be based on a schedule or 

on a value-change event initiated by a manual 

operation). The Transition Data Service binds 

the intermediary data field as its data source.

The Transition Data Service has one 

specific: it provides the data with an indicator 

of “freshness” because the intermediary data 

field isn’t updated with new data if the data 

doesn’t meet the Service SLA. For example, if 

the Transition Data Service provides a Mutual 

Fund price and the latter has been set to NULL 

for today (e.g., the real price wasn’t calculated 

on time, by the deadline), the Transition Data 

Service will show the Fund price as a “yester-

day” price but not as NULL.

Then we have to migrate existing custom-

ers of the selected data to the intermediary 

data field even if they don’t use a Data Service. 

It’s an operational process and it can take 

some time. This “delay” may even be good for 

Webopedia – SOA definition: Abbreviated 

SOA, an application architecture in which all func-

tions, or services, are defined using a description lan-

guage and have invokable interfaces that are called 

to perform business processes. Each interaction 

is independent of each and every other interaction 

and the interconnect protocols of the communicat-

ing devices (i.e., the infrastructure components that 

determine the communication system do not affect 

the interfaces). Because interfaces are platform-inde-

pendent, a client from any device using any operating 

system in any language can use the service. 

   Though built on similar principles, SOA is not the 

same as Web services, which indicates a collection of 

technologies, such as SOAP and XML. SOA is more 

than a set of technologies and runs independent of 

any specific technologies. 

Webopedia – Data Warehouse  
definition:  Abbreviated DW, a collection of data 

designed to support management decision making. 

Data warehouses contain a wide variety of data that 

present a coherent picture of business conditions at 

a single point in time. 

   Development of a data warehouse includes devel-

opment of systems to extract data from operating 

systems plus installation of a warehouse database 

system that provides managers flexible access to 

the data. 

   The term data warehousing generally refers to the 

combination of many different databases across an 

entire enterprise. Contrast with data mart. 
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the Data Service because it gets time to dem-

onstrate its advantages. Simultaneously with 

the migration effort, we have to find either 

another data source that always has current 

data or work out this issue with the existing 

data provider. 

When all the customers start using the in-

termediary data field and we get a proper data 

source, we promote the intermediary data field 

to a Master Data store and retire the initially 

selected data field. The Transition Data Service 

now becomes a fully scaled Data Service. 

Unfortunately, it’s not always possible to get 

rid of the initial data field because some im-

mutable legacy applications couldn’t migrate. 

But it’s not a hopeless situation: those legacy 

applications can be temporarily buffered with 

a SQL substitution component (assuming that 

there are only a few such applications left). 

Technology evolution dictates that data source 

providers improve their services and eventu-

ally the inappropriate data will go away. This 

will enforce the legacy applications either take 

the new data or retire themselves. 

Conclusion
The notion of a Service in a Service Ori-

ented Architecture goes far beyond the defini-

tion of a new interface even if it’s a Web Service 

interface. Though the service interface is very 

important, the service provider has to provide 

the service, not the access to an application 

whose architecture and functionality may be 

inadequate for the service’s behavior. 

We reviewed a few service characteristics 

and identified Service Level Agreements as 

an instrument for effective service interoper-

ability and as a driver for service-oriented 

transformation in a service provider archi-

tecture. The obvious conclusion that a Web 

Service isn’t enough to constitute a service in 

a SOA was demonstrated by a real-life case of 

transition of a regular data store into a Data 

Service provider for SOA.
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WSJ:  Frameworks

T
he WSDL 1.1 

specification 

has been 

accepted at 

the World Wide Web 

Consortium (W3C) 

and is the predominant 

version for describing Web Services today. At 

W3C, work on the next generation of WSDL, 

i.e., version 2.0, has been under way for some 

time now. WSDL 2.0 promises to describe not 

only traditional SOAP Web Services, but also 

a wide variety of services provided over any 

network. W3C has published the Candidate 

Recommendation for WSDL 2.0. WSDL 2.0 

is substantially different from WSDL 1.1. In 

this article, we’ll dissect the WSDL 2.0 spec 

and point out the overall differences and 

some core benefits of the WSDL 2.0 specifica-

tions. We’ll also point out the interoperability 

issues with WSDL 1.1 and detail InfWVM, a 

framework for seamlessly working with WSDL 

irrespective of the version.

The Structure of WSDL 2.0 
There are significant differences between 

WSDL 2.0 and WSDL 

1.1. WSDL 2.0 has three 

specifications:

• Core, which explains 

the abstract interfaces 

independent of proto-

col and encoding;

• Message Exchange Patterns (MEP) with 

predefined types of interactions; and

• Bindings pertaining to SOAP and HTTP.

The description of a Web Service in WSDL 

2.0 is structured into two parts. In the abstract, 

WSDL describes a Web Service in the form of 

the messages it propels and receives through 

a type system. Message Exchange Patterns 

(MEPs) define the sequence and cardinality of 

the messages. An operation associates Mes-

sage Exchange Patterns with one or more mes-

sages. An interface groups these operations in 

a transport- and wire-independent manner.

In the concrete element of the descrip-

tion, bindings denote the transport and wire 

formats for interfaces. A service endpoint 

associates the network address with a bind-

ing. Finally, a service clusters the endpoints 

that implement a common interface. Figure 

1 shows the conceptual WSDL component 

model.

Further, different operation styles and mes-

sage exchange patterns can be defined and a 

wide variety of message definition languages 

can be used in addition to XML Schema, with 

messages bound to any protocol for which a 

binding specification has been written. 

Modifications in WSDL 2.0

Listed below are some of the major modifi-

cations introduced in WSDL 2.0 specification

• WSDL 2.0 is infoset-based, which is more 

precise and  heavily oriented to a compo-

nent-based structure. 

• An XML Information Set (Infoset) provides 

a reliable set of information definitions, 

with up to 11 different types of information 

items, as explained in the W3C specifica-

tion at http://www.w3.org/TR/xml-infoset/. 

There is no requirement for an XML docu-

ment to be valid to have information set. 

WSDL 2.0 provides a set of components and 

their associated properties for describing 

Web Services.

• WSDL 2.0 includes additional semantics. 

Hence, targetNamespace is a required at-

tribute of the description element in WSDL 

2.0, as shown in Listing 1.

• WSDL 2.0 adds the capability of including 

documents. Different service definition 

components of the same target namespace 

are allowed to exist in separate WSDL docu-

ments (which can be used across various 

service descriptions) using of include ele-

ment.

• WSDL 2.0 supports additional Message Ex-

change Patterns or patterns. WSDL patterns 

define the sequence, direction, and cardi-

nality of abstract messages sent or received 

by an operation. 

• WSDL 2.0 has introduced the idea of In-

terfaces, replacing PortType. The interface 

operation element has name and pattern as 

required attributes.

• The concept of interface inheritance is also 

introduced in WSDL 2.0. One interface can 

extend one or more interfaces (multiple 

inheritance). This adds one more layer of 

reusability.

• WSDL 2.0 introduces the concept of fea-

tures.The presence of a feature component 

in a WSDL 2.0 description indicates that 

WSDL 2.0: A Pragmatic 
Analysis and an  
Interoperation Framework

   Web Service Description Language (WSDL) represents an IDL describ-

ing the contract between the service requestor and the service provider in 

much the same way that a Java interface represents a contract between 

client code and an actual Java object. The crucial difference is that WSDL 

is platform- and language-independent and used primarily (although not 

exclusively) to describe SOAP services. 

Minimizing interoperation issues with a WSDL  
version management framework
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the service supports the feature and may 

require that a client that interacts with the 

service use that feature.

• WSDL 2.0 supports the use of other type 

systems (it already supports XML Schema). 

Schemas are embedded into the types ele-

ment of the WSDL document. Constructs 

in semantic models such as classes in OWL 

ontologies could be used to define the Web 

Service input and output data types.

• WSDL 2.0 also introduces the idea of opera-

tion style to apply restrictions to an opera-

tion.

Addressing WSDL 1.1 Limitations
Listed below are some of the enhance-

ments in the WSDL 2.0 specification that 

address key gaps in WSDL 1.1.

• All WSDL constructs have been made 

extensible via both elements and attri-

butes. WSDL 2.0 provides two extensibility 

mechanisms: an open content model thatal-

lows XML elements and attributes from 

other (non-WSDL) XML namespaces to be 

interspersed into a WSDL document and via 

features and properties. Both mechanisms 

use URIs to identify the semantics of the 

extensions. For extension XML elements 

and attributes, the namespace URI of the 

extension element or attribute acts as an 

unambiguous name for the semantics of 

that extension. For features and properties, 

the feature or property is named by a URI.

• Legacy type definitions like DTD and 

RelaxNG, which have been in the industry 

a long time, have been made reusable with 

support for these definition types in the 

type definition. It gives an additional level 

of support for other semantic concepts in 

the future, e.g. OWL classes. This addresses 

a key restriction in WSDL 1.1 in the type 

definition. 

• The lack of interface reusability was one 

of the major drawbacks of WSDL 1.1 that’s 

addressed by WSDL 2.0. In WSDL 1.1 if we 

need to deploy an operation across multiple 

interfaces, it has to be replicated. Even the 

interfaces declared across different docu-

ments can be reused in the existing docu-

ments via import or include mechanisms in 

WSDL 2.0.

• Multiple services can be declared in the 

same document, which helps to explore 

more than one service out of a single WSDL.

• Previously, since WSDL 1.1 wasn’t com-

ponent-based, instances were used as 

singletons. Moreover, the component-based 

WSDL 2.0 has added more compatibility 

and support for Grid Services, based on a 

specialized GWSDL, which were started 

based on WSDL 1.1.

• Ambiguity in defining operations has 

been removed by making Qname, i.e, 

(namespace, local name) tuple unique.

• The inadequacy of the fault description 

supported by SOAP 1.1 is addressed and 

replacedment by the SOAP 1.2 fault format.

• In operations, WSDL 1.1 had no mecha-

nism to enforce any restrictions, a 

shortcoming that is also addressed by 2.0. 

It includes the concept of operation style 

to apply restrictions to an operation. An 

operation style asserts that message sche-

mas in a particular operation conform to 

certain rules. 

   Even though ‘import’ provides a mecha-

nism to get the definitions from a different 

target space, there was no mechanism 

available to get the definitions from the 

same target space. This has been ad-

dressed by ‘include’ in WSDL 2.0

•  WSDL 1.1 had hardwired support for Mes-

sage Exchange Patterns (MEPs). Only four 

types of MEPs were supported:

– Input-output

– Output-input

– Input only

– Output only

     These MEPs corresponded roughly to the-

following traditional interaction patterns:

– Request-Response

– Publish-Subscribe

FIGURE 1         WSDL 2.0 structure
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– One-way invocation

– Event

WSDL 2.0 supports additional MEPS or 

patterns. It supports the following eight pat-

terns:

1. In-only –> consists of only a single message.

2. In-out –> consists of an input message fol-

lowed by an output message.

3. Request-Response –> is identical to an in-

out pattern except that the in-out message 

travels on the same channel.

4. In-multi-out –> consists of an input mes-

sage followed by one or many output mes-

sages.

5. Out-only –> consists of only an output mes-

sage.

6. Out-in –> consists of an output message fol-

lowed by an input message.

7. Out-multi-in –> consists of an output mes-

sage followed by multiple input messages.

8. Multicast-solicit-response –> consists of an 

input message followed by one or two input 

messages.

• WSDL 1.1 didn’t support any mechanism 

for capturing the non-functional require-

ments of a service. WSDL 2.0 features 

are introduced for annotating with 

non-functional or specialized character-

istics. WSDL 2.0 features might include 

“reliability,” “security,” “correlation,” and 

“routing” related details. The presence of 

a feature component in a WSDL 2.0 de-

scription indicates that the service sup-

ports the feature and may require that a 

client that interacts with the service use 

that feature. Each feature is identified 

by its IRI. WSDL2.0’s feature concept is 

derived from SOAP 1.2’s abstract feature 

concept. The feature looks like Listing 2:

• The SOAP binding for WSDL 2.0 is much 

simpler and it’s easier to write bindings 

than with WSDL 1.1. The HTTP and XML 

binding in WSDL 2.0  has also been im-

proved.

Interoperability Issues  
with WSDL 1.1

Adopting WSDL 2.0 will lead to interop-

erability issues with existing WSDL 1.1 

implementations. Most Web Service imple-

mentations are based on WSDL 1.1 on both 

the producer and consumer side. Interoper-

ability issues with respect to the adoption of 

the new standard can arise in two ways. First, 

issues related to exposing already hosted 

services through the WSDL 2.0 specification 

and second, issues related to the consump-

tion of the services from the client side using 

the WSDL based on the WSDL 2 specification.  

The latter seems to be more difficult to tackle 

than the former. 

In the case of exposing an already existing 

service using the WSDL 2 specification, one 

might just have to convert the old WSDL to 

the new WSDL 2 specification and re-host the 

WSDL. Since the SOAP engine on the sever 

side hosting the service doesn’t require the 

WSDL to do its processing, there seems to be 

no interoperability issues associated with it. 

Nevertheless, most SOAP engines support 

automatic generation of the WSDL once a 

service is deployed. Hence there might be a 

need to generate WSDL based on the WSDL 2 

specification. But this component will be in-

dependent of other SOAP engine components 

and hence can be made available as a plug-in 

component from SOAP engine vendors and 

plugged into any of their existing versions of 

the SOAP engines.

In the latter case, from a consumption 

perspective, clients consuming a service using 

the proxy stubs generated from the WSDL 2.0-

based spec require additional work. If a service 

is exposed through WSDL 2, then the issues 

clients will face in consuming the service are:

1. The commonly available WSDL 1.1-based 

proxy generators can’t be used for generat-

ing the proxy stubs from WSDL 2 necessitat-

ing WSDL 2 proxy generators

2. Custom WSDL 2 proxy generator tools might 

not adhere to standards and can aggravate  

interoperability issues further.

3. Tight coupling of the WSDL specification 

version on the client side for consuming the 

service will lead to interoperable issues as 

new versions of WSDL are released.

Mitigating Interoperability  
Issues with a WSDL Version  
Management Tool

A mechanism to avoid such interoper-

ability issues is to reduce the dependency of 

the program /component/code on any single 

version of a given specification. With this in 

mind we propose InfWVM (Infosys WSDL 

version manager), a tool that will relieve the 

burden of generating the client for services 

consumption based on WSDL. InfWVM 

generates a standalone WSDL version-ag-

nostic client based on jax-rpc standards 

instead of tightly coupled stubs normally 

generated using available proxy generation 

tools. InfWVM takes the WSDL of the service 

(whatever  specification version), introspects 

the WSDL and generates a standalone client. 

This standalone client can be easily modified 

to include code for customizing serialization 

or de-serialization activities, etc. 

InfWVM can generate the de-serialization 

and the serialization components provided the 

necessary inputs like the schema of the input 

and the output messages, etc. are provided 

along with the WSDL. InfWVM  also provides 

a mechanism for converting existing WSDL 

1.1-based WSDL to WSDL based on the WSDL 

2 specification and re-hosting it on the cor-

responding SOAP engines. InfWVM is available 

as a plug-in component that can be incorpo-

rated into any of the existing SOAP engines. 

The basic component design of InfWVM is 

shown in Figure 2. Its key components are 

detailed there.

FIGURE 2         InfWVM WSDL version management tool
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Proxy Generator Component
This component is different from existing 

proxy generators in that it handles both WSDL 

1.1 and WSDL 2 descriptions. It’s designed 

as a façade, based on a set of logical version 

agnostic interfaces, over existing specific proxy 

generator tools. Hence the InfWVM proxy 

generator can  accommodate future versions 

of WSDL too, by plugging the corresponding 

futuristic WSDL x.x version proxy generator 

into InfWVM and implementing the Custom 

Proxy Generator set of interfaces. When the cli-

ent invokes the proxy generator with the cor-

responding WSDL, the generator goes through 

the following steps:

1. Identifies the WSDL version .

2. Loads the corresponding parsers.

3. Loads the corresponding WSDL Proxy Gen-

erators.

4. Generates the corresponding Proxies.

The component configuration is XML-

based and editable to include variations in 

parser details and version-specific proxy 

generator details.

Version Converter Component
The version converter component in 

InfWVM converts WSDL 1.1-based WSDLs to 

WSDL 2-based WSDLs. Looking closely at the 

WSDL 1.1 grammar and specs, we see that they 

can be divided into parts to map into the com-

ponent model of  WSDL 2.0. WSDL 1.1 contains 

six major elements, namely types, message, 

portType, binding, port, and service. Broadly 

speaking, the types, portType, binding, port 

and service of WSDL 1.1 can be mapped to the 

types, interface, binding, endpoint and service 

of WSDL 2.0, respectively. This mapping looks 

fine based on the similarity of the description of 

these elements for any service. This forms the 

basis for our conversion tool. 

The mapping logic is explained below:

• Definitions vs Description: The root of any 

WSDL 1.1 description is the definitions tag, 

while that of WSDL 2.0 is the description tag. 

Though name is optional in WSDL 1.1 specs 

and omitted in WSDL 2.0, targetnameSpace 

is required in WSDL 2.0 unlike WSDL 1.1 

where it’s optional. Hence, during conver-

sion, a unique URI for targetnamespace is 

generated, even though it wouldn’t fill in any 

more tags in that space.

• Imports: All the WSDL 1.1 documents that 

are imported also need to be converted to 

WSDL 2.0.

• Documentation: Documentation has to be 

put in the proper places.

• Types: The types of both WSDL 1.1 and 

WSDL 2.0 are compatible. Hence, types of a 

WSDL 1.1 document can  simply be put into 

the translated WSDL 2.0 document.

• Messages: WSDL 2.0 doesn’t differenti-

ate between type elements and messages. 

Actually, type elements are renamed as 

message types. Hence, some care has to be 

taken here to omit messages from WSDL 1.1 

description. WSDL 2.0 allows direct refer-

ences to all elements defined under types 

except faults. This is to enable use of similar 

faults for similar operations and to create 

uniformity. Hence, messages carrying fault 

payloads are defined under the interface 

element of WSDL 2.0. Moreover, the refer-

ences to messages in operations of portType 

in WSDL 1.1 are replaced by the payloads of 

these messages directly into the operations 

using the element attribute for the WSDL 

2.0 interface. In case there are multiple 

message parts, a new message type/element 

can be created under types, containing the 

payloads in a complex type. Hence, a single 

element payload is put in the operations of 

the translated interface.

• Interfaces/PortTypes: WSDL 2.0 has molded the 

concept of portTypes into interfaces. Interfaces 

are more robust than portTypes on account of 

their more rigid and a well-defined structure. 

There are four transmission primitives defined 

for WSDL 1.1 and they map to the correspond-

ing patterns in WSDL 2.0 as shown:

One way          –> In-Only

      Request response –> In-Out , fault is 

associated with outfault, as it replaces out 

message

      Solicit response –> Out-In, fault is asso-

ciated with infault, as it replaces in message 

Notification –> Out-only

However, incases in which multiple fault 

messages are generated it becomes complex. 

A decision has to be provided for faults for the 

messages they replace (in or out).

• Bindings: Bindings are quite simplified in 

WSDL 2.0. Operations in interfaces are sim-

ply mapped to the MEPs of SOAP messages. 

• Ports/Services : They are analogous to the 

endpoints and service in WSDL 2.0

Listings 4 and 5 show a sample WSDL 

based on 1.1 specifications that’s been 

converted to a WSDL 2 specifications-based 

description by InfWVM.

Conclusions
The WSDL 2.0 standard takes care of the in-

herent gaps in representational issues in WSDL 

1.1. It provides for capturing the required 

in-depth details of XML messages, simple 

exchanges between a service and a node, the 

transport in use, and the service locations. 

Its extensibility model provides the ability to 

include non-functional requirements related 

to a service, such as the security mechanisms 

or the privacy requirements for the service. 

However, due to the current installed base 

of WSDL 1.1, there are bound to be interoper-

ability issues associated with incorporating 

WSDL 2.0. 

We have dissected the broad differences 

between both specs. To mitigate the interoper-

ability issues, we propose InfWVM, a tool to 

help mitigate version management issues with 

WSDL. This primarly consists of  version-spe-

cific client stubs generation tools, a logical ver-

sion-agnostic set of interfaces, and a practical 

version converter component to help leverage 

existing WSDL 1.1 descriptions alongside 

newer WSDL 2.0 descriptions. 

The version converter is based on a mapping 

analysis of WSDL 1.1 and WSDL 2.0 specs. The 

next step in InfWVM is to extend it and make it 

capable of defining the constraints and capa-

bilities of Web Services, thereby leveraging the 

features of WSDL 2.0 beyond the scope of simply 

defining the definitions of XML messages.
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Listing 1: WSDL 2.0 skeleton

<description targetNamespace=”xs:URI”>
<documentation /> 
<types /> 
[<interface /> | <binding /> | <service />] 
</description>

Listing 2:  
XML representation of a feature component

<feature ref =”xs: URI” required = “xs: boolean”?>
 <documentation/>
</feature>

Listing 3: Multiple parts  
translated as a single complex type

<complexType name=”Composite”>
<choice>
<element name=”PO” minOccurs=”1” maxOccurs=”1” type=”tns:
POType”/>
<element name=”Invoice” minOccurs=”0” 
maxOccurs=”unbounded” type=”tns:InvoiceType”/>
</choice>
</complexType>

Listings 4 and 5:

<?xml version=”1.0”?>
<definitions name=”StockQuote”
targetNamespace=”http://example.com/stockquote.wsdlWSDL”
          xmlns:tns=”http://example.com/stockquote.wsdl-
WSDL”
          xmlns:xsd1=”http://example.com/stockquote.xsd”
          xmlns:soap=”http://schemas.xmlsoap.org/wsdl-
WSDL/soap/”
          xmlns=”http://schemas.xmlsoap.org/wsdlWSDL/”>

<types> <schema targetNamespace=”http://example.
com/stockquote.xsd” xmlns=”http://www.w3.org/2000/10/
XMLSchema”><element name=”TradePriceRequest”><complexType>
<all><element name=”tickerSymbol” type=”string”/></all></
complexType>
</element><element name=”TradePrice”> <complexType> <all> 
<element name=”price” type=”float”/></all></complexType>
</element></schema></types>

 <message name=”GetLastTradePriceInput”><part name=”body” 
element=”xsd1:TradePriceRequest”/>message>
<message name=”GetLastTradePriceOutput”><part name=”body” 
element=”xsd1:TradePrice”/>message>

<portType name=”StockQuotePortType”><operation name=”GetL
astTradePrice”>input message=”tns:GetLastTradePriceInput”/
><output message=”tns:GetLastTradePriceOutput”/></opera-

tion> </portType>

<binding name=”StockQuoteSoapBinding” type=”tns:
StockQuotePortType”><soap:binding style=”document” 
transport=”http://schemas.xmlsoap.org/soap/http”/>
<operation name=”GetLastTradePrice”><soap:operation 
soapAction=”http://example.com/GetLastTradePrice”/>    
      <input><soap:body use=”literal”/></input><output> 
<soap:body use=”literal”/></output></operation></binding>

<service name=”StockQuoteService”> <port 
name=”StockQuotePort” binding=”tns:StockQuoteSoapBinding”> 
<soap:address location=”http://example.com/stockquote”/> 
</port> </service>

</definitions>

<?xml version=”1.0” encoding=”utf-8” ?> 
<description 
 xmlns=”http://www.w3.org/2005/08/wsdlWSDL» 
 targetNamespace=»http://example.com/stockquote.wsdlWSDL» 
 xmlns:tns=»http://example.com/stockquote.wsdlWSDL» 
 xmlns:soap=»http://www.w3.org/2003/05/soap-envelope» 
 xmlns:xsd1=»http://example.com/stockquote.xsd» 
 xmlns:wsoap=»http://www.w3.org/2006/01/wsdlWSDL/soap» 
 xmlns:wsdlWSDLx=»http://www.w3.org/2006/01/wsdlWSDL-
extensions»> 

<types><schema targetNamespace=»http://example.com/
stockquote.xsd» xmlns=»http://www.w3.org/2000/10/
XMLSchema»><element name=»TradePriceRequest»><complexType>
<all><element name=»tickerSymbol» type=»string» /></all></
complexType></element> <element name=»TradePrice»><comple
xType><all><element name=»price» type=»float» /></all></
complexType></element> </schema></types>

<interface name=»StockQuotePortType»><operation
 name=»GetLastTradePrice» pattern=»http://www.
w3.org/2006/01/wsdlWSDL/in-out” style=”REQUEST_
RESPONSE”><input messageLabel=”In” element=”xsd1:
TradePriceRequest” /><output messageLabel=”Out” 
element=”xsd1:TradePrice” /></operation></interface>

<binding name=”StockQuoteSoapBinding” interface=”tns:
StockQuotePortType” type=”http://www.w3.org/2006/01/wsdl-
WSDL/soap” wsoap:protocol=”http://www.w3.org/2003/05/soap/
bindings/HTTP”> <operation ref=”tns:GetLastTradePrice” 
wsoap:mep= “http://www.w3.org/2003/05/soap/mep/soap-
response” /></binding>
     
<service name=”StockQuoteService” interface=”tns:
StockQuotePortType”> <endpoint name=”StockQuotePort” 
binding=”tns:StockQuoteSoapBinding” address=”http://exam-
ple.com/stockquote” /></service>

</description>
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WSJ:  Patterns

T
he Candidate Recom-

mendation, as a draft 

document, is intended for 

platform and tool vendors 

responsible for implementing the proposed 

standard. Implementations built using this ver-

sion of the specification will help identify issues 

and potential gaps before the final specification 

is released. This draft release of the specifica-

tion is also worthwhile for architects and devel-

opers to help them understand the promised 

capabilities assuming that the platforms and 

tools deliver.

The Highlights
The four years it took to bring the WSDL 

2.0 specification to this point is indicative of 

how extensive it is. The main features that are 

introduced are:

• A Component Model that makes a distinc-

tion between abstract and concrete portions 

of a WSDL document.

• XML Schema is natively supported for Mes-

sage Types.

• WSDL documents can be included and 

imported.

• XML Types can be included and imported.

• Interfaces serve as containers for 

faults and operations.

• Interfaces can inherit from each 

other.

• Message Exchange Patterns.

• Safe Operations.

• Bindings for SOAP 1.2 and HTTP 1.1.

The Component Model
By far the most interesting piece of WSDL 

2.0 is the Component Model. It holds the 

promise of making 

services easier to 

describe and allowing 

those descriptions to 

be more readily re-

used. Unfortunately, 

what exactly defines 

a “Component 

Model” is not that 

easily understood. 

The specification 

states that it’s a “set 

of components with 

attached properties, 

which collectively de-

scribe a Web Service.” 

Yet there’s no evidence provided demonstrat-

ing why WSDL 1.1 couldn’t claim to have a 

component model. The difference is that the 

structure of the elements found in WSDL 

2.0 directly maps to modern programming 

language constructs like interfaces, classes, 

properties, and methods. For tool developers, 

this property of WSDL 2.0 makes it signifi-

cantly easier to generate a WSDL 2.0 docu-

ment from a service implementation and to 

generate a service implementation from a 

WSDL 2.0 document. For service developers, 

it becomes much easier to look at their WSDL 

definition and understand how it maps to 

their code.

The Component Model consists of the 

following:

• Description

• Interface 

• Service

• Endpoint

• Binding

• Feature

• Property

Description
This component serves as the root con-

tainer for other components, most notably 

interfaces, bindings, and services. Abstract 

and concrete components are distinctly 

identified and separated. The service inter-

faces compose the abstract elements of the 

document with their respective messages 

and operations. The binding, service, and 

endpoints compose the concrete elements of 

the document.

WEB 2.0
   The W3C released WSDL 2.0 as a Candidate Recommendation on  

January 6, 2006. The Web Services Description Group, part of the Web 

Services Activity, made three main documents publicly available for review:

Part 0: Primer – Intended to be a less-technical introduction to the main 

concepts described in the Core Language.

Part 1: Core Language – Describes the elements for the abstract con-

cepts and the constructs for binding concrete implementations found in 

the Adjuncts document.

Part 2: Adjuncts – Defines the predefined extension points and mecha-

nisms for pairing WSDL with its most likely partners SOAP and HTTP.

Its Component Model and Message Exchange Patterns
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FIGURE 1        Description
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Interface
This component serves as a container for 

operations, which in turn serves as a container 

for messages. The importance of this feature 

arises from the inclusion of Message Exchange 

Patterns (MEPs), since an operation can con-

sist of more than simple request and response 

messages.  

A discussion of the predefined Message 

Exchange Patterns and Fault Propagation 

Rules is included below. One of the most 

discussed features of WSDL 2.0 in the indus-

try is the ability for interfaces to extend one 

another. This inclusion as a feature, along 

with the ability to include and import WSDL, 

certainly makes the job of tool develop-

ers more difficult. Yet interface inheritance 

should increase the reusability of interfaces 

across an organization.

Service
This component represents the collec-

tion of endpoints where the service may be 

invoked. 

Initial thoughts may envision that the 

Service component contains the bulk of the 

specification. However, it mainly serves to tie 

the service interface to one or many endpoints 

implementing that interface.

Endpoint
This component represents a collection of 

information for a given service implementa-

tion. The endpoint ties a specific binding to 

the specific address so the 

service can be invoked.

Binding
This component represents 

the detailed information re-

quired to access an endpoint. 

The binding provides the glue 

the makes the whole system 

work and provides mecha-

nisms for defining concrete 

formats for faults and mes-

sages and protocol interac-

tions for interface operations.

Feature
This component represents 

functionality implemented by 

the services that may or may 

not be required by service requestors. Features 

are scoped to a given component when that 

component directly declares the feature, or 

when a contained component declares the 

feature, or when a referenced component 

declares the feature. If the feature is declared 

in multiple components that bring it in scope, 

then the feature must be active if any of the 

components specifies that it’s required. An 

example of a feature may be declaring support 

for a duplex channel.

Property
This component represents an out-of-band 

parameter affecting the service’s behavior, 

visible or otherwise. In combination with a 

secure message feature, a property contained 

by the feature can indicate the encryption 

algorithm.

Message Exchange Patterns
Operations in WSDL 2.0 specify one of eight 

defined message exchange patterns. As part of 

the abstract Interface component, the binding 

addresses the specifics regarding the synchro-

nous or asynchronous exchange of messages 

and whether those messages are exchanged 

over a simplex or duplex channel. Each message 

pattern follows one of three fault propagation 

rules specified as part of the Adjuncts. Before 

looking at the message exchange patterns, it’s 

necessary to become familiar with the fault 

propagations rules that they leverage. The three 

Fault Propagation Rules are:

• Fault Replaces Message

• Message Triggers Fault

• No Faults

These rules are intended to specify the recipi-

ent of the fault message, which may or may not 

be the service requestor. Overlap with WS-Ad-

dressing is apparent and the WSDL 2.0 specifica-

tion states that WS-Addressing will be “used in 

lieu of the recipient nominated by the ruleset.” 

Fault Replaces Message
This behavior is accurately captured by the 

name. For any node that generates a fault after 

receiving a message, the next message in the 

message exchange pattern is simply replaced 

with the fault.

In more complex scenarios, the fault may 

not be sent to the original message sender. 

However, with the included Message Exchange 

Patterns that specify a Fault Propagation Rule 

other than “No Faults” the end result is that 

faults are returned to the original sender.

At first glance this behavior is counter-intui-

tive, especially for developers of the message-

sending node. Yet further thought reveals that in 

a system of related services, it may be desirable 

for a concrete implementation of the sending 

node to delivers its message asynchronously. If 

FIGURE 2         Interface

FIGURE 3         Service

FIGURE 4       Fault replaces message
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a fault is generated, it may be another service 

that’s responsible for taking corrective actions. 

Message Triggers Fault
This behavior means that for any node that 

generates a fault after receiving a message, the 

fault is sent to the message sender.

This ruleset differs from Fault Replaces 

Message in several ways. First, the fault is always 

sent to the sender of the message that gener-

ated the fault. This may or may not be the case 

in Fault Replaces Message. Second, in Fault 

Replaces Message a node can receive a Fault 

instead of an expected Message; while in a 

service using Message Triggers Fault, a node can 

receive a Fault even though it wasn’t expecting a 

message in return.

No Faults
This behavior means that for any node that 

generates a fault after receiving a message, the 

fault is discarded. 

With a basic understanding of the Fault 

Propagation Rules, the Message Exchange Pat-

terns in WSDL 2.0 can now be analyzed. Each 

of the following Message Exchange Patterns 

references one of the previously defined Fault 

Propagation Rules: 

• Inbound Patterns

– In-Only

– Robust In-Only

– In-Out

– In-Optional-Out

• Outbound Patterns

– Out-Only

– Robust Out-Only

– Out-In

– Out-Optional-In

In-Only
This pattern is intended for fire-and-forget 

services and is analogous to operations in WSDL 

1.1 that failed to define an output message. By 

using the “No Faults” fault propagation ruleset, 

faults are discarded.

Robust In-Only
Even though the specification leaves the 

decision of synchronicity to the concrete bind-

ings and service implementation, this pattern is 

intended for services that desire asynchronous 

invocation, but needs notification that a fault 

was generated. Because this pattern follows the 

“Message Triggers Fault” ruleset, the node gen-

erating the fault is responsible for attempting to 

send the fault message to the sender. Potential 

concrete implementations may involve a duplex 

channel to accomplish the fault notification.

In-Out
This pattern is the traditional request-re-

sponse pattern prevalent in many services 

currently in production. Its use of the “Fault 

Replaces Message” ruleset indicates that if the 

“In” message generates a fault, then the “Out” 

message would be replaced by the Fault mes-

sage. This behavior is consistent with the exist-

ing generation of services described by WSDL 

1.1. These patterns provide a way of describing 

those same services in WSDL 2.0.

In-Optional-Out
This pattern is a variation of the In-Out 

pattern where the Out message is optional. It 

uses the “Message Triggers Fault” ruleset, so 

faults would be returned to the message send-

er; however, the Out message may or may not 

be sent to the sender. Potential concrete sce-

narios include, but aren’t limited to, services 

bound to a duplex channel so that the sender 

isn’t required to block guessing whether or not 

a message will be returned.

Out-Only
The outbound patterns aren’t obviously ap-

plicable and most certainly generate a number 

of questions. However, large enterprises that 

face the challenge of data subscribers and 

dynamic composability of services might find 

significant value here. This specific pattern 

can be implemented concretely as a fire-and-

forget service. A potential scenario can include 

wiring up a packaged application to an enter-

prise logging solution.

Robust Out-Only
As another outbound pattern, this pattern 

is much like Robust In-Only. It’s intended for 

scenarios where the main interaction will be 

implemented asynchronously, but the genera-

tor of the first message in the pattern has to be 

notified of the fault. 

Out-In
This pattern is the outbound represen-

tation of the traditional request-response 

pattern. In essence, the contract is saying that 

“clients” have to provide an endpoint for the 

“service” to invoke. Like its inbound counter-

part, it returns the fault to the message sender.

Out-Optional-In
This pattern uses the “Message Triggers 

Fault” ruleset so that faults will be returned to 

the message sender, but the response, indicated 

as the “In” message, may or may not be sent. In-

tegration scenarios are likely to be the primary 

users of this pattern if implementations follow 

an asynchronous messaging approach.

Conclusion
The Component Model and Message Ex-

change Patterns found in WSDL 2.0 are prom-

ising additions to the language. Even though 

implementations of the WSDL 2.0 specifica-

tion aren’t readily available, service develop-

ment and service deployment are expected to 

become much easier with the next generation 

of platforms and tools built with the specifica-

tion in mind. 
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FIGURE 6         No faults

FIGURE 5         Message triggers fault
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WSJ:  Product Review

T
his is where the tool 

vendors come in and Ac-

tive Endpoints, Inc. has 

a design tool and engine 

product combination that we’ll cover 

in this review.

ActiveBPEL Designer
The designer is a world-class 

visual environment for working with 

BPEL-based processes. ActiveBPEL 

Designer is built on the seemingly 

ubiquitous Eclipse extensible development 

platform and, as you can see in Figure 1, has 

an interface with a clear and logical layout.

The “Navigator” tab in the upper left region 

displays a hierarchical view of projects, folders, 

and files in the workspace. To the right of the 

Navigator is the “Web References” tab. This tab 

contains a registry of namespaces, messages, 

type definitions, and sample data, used in 

BPEL processes. It’s populated automatically as 

WSDL files and XML schemas are added to the 

workspace. The “Web References” tab has many 

features for slicing and dicing the view, but my 

favorite is its ability to drag Web references and 

drop then in the process editor canvas.

Just below the process editor canvas in the 

center is the Outline tab. This view displays 

all the major components of the 

current BPEL process. To the right 

is the Properties view that displays 

names and values of properties of 

the currently selected resource. 

The process editor, outline and 

properties views are all selection-

synchronized. That is, select a com-

ponent in the outline view and the 

component is also selected in the 

process editor and its properties are 

displayed.

Another nice fea-

ture is the “Problems” 

tab at the bottom of the 

display. The ActiveB-

PEL Designer gener-

ates a list for all the 

incomplete or invalid 

BPEL constructs in a 

process. The messages 

are informative and 

useful when complet-

ing a process.

Tutorial
To exercise the 

designer, I walked 

through the tutorial 

included in the 446-page ActiveBPEL Designer 

User’s Guide provided by Active Endpoints. The 

tutorial was thorough, covering not only the 

basics, but providing steps for fault handling, 

compensation, simulation, deployment, and 

debugging. The designer was very responsive 

and the user interaction required to build a 

process was well thought out.

One of the nice features in Designer is the 

ability to store groups of activities to the pal-

ette for later reuse. This provides a simple tool 

to shortcut repetitive work.

Testing
The features for testing and simulating a 

process execution are simple but very useful. 

The ActiveBPEL Designer lets the user enter 

sample data in the Web References view for all 

messages defined in the process. Files contain-

ing test data can also be used. During a simu-

lation run, this test data is fired at appropriate 

points in the process.

The designer tool comes with the Ac-

tiveBPEL engine embedded for simulation 

and debugging. During a simulation, process 

execution can be suspended or resumed and 

process variables can be inspected and modi-

fied. Designer allows a user to alter sample 

data values, expressions, correlation property 

values, and the partner link addresses of an 

executing BPEL process. 

Remote debugging of a process running 

on the server is fully supported. In remote 

debugging, one of the options available is to 

automatically suspend the process when it’s 

ActiveBPEL 2.0 from 
Active Endpoints  
Excels at BPEL
   Business process execution Language support or BPEL is at the top 

of every enterprise SOA punch list. It’s an XML-based language designed 

to support long-running complex business transactions in the form of 

orchestrated Web Service interactions. Like most XML formats, you 

wouldn’t want to construct and debug a process of any complexity by 

hand and an “engine” is required to recognize and execute BPEL.
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FIGURE 1         ActiveBPEL Designer
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first invoked from the Designer. This lets the 

user easily step through a process executing 

on the server. There are far too many knobs 

and levers in the remote debugging feature to 

go into in this review. Suffice it to say that it 

seems the team at Active Endpoints has prob-

ably experienced and provided support for 

most of the remote debugging scenarios you’re 

likely to encounter.

Custom Functions
For those that like to tinker under the 

hood, Active Endpoints provides two support 

mechanisms for custom functions in a BPEL 

process. First, the Jaxen (java XPath engine) 

FunctionContext interface is supported. This 

interface provides an API for XPath expression 

evaluation. 

The preferred interface is the ActiveBPEL 

server Java framework. This framework supports 

custom function extensions as a set of Java 

Interfaces and classes. A developer basically 

creates a custom function context and custom 

function using the interfaces from the frame-

work. Then he packages the code as a jar file and 

deploys it to the ActiveBPEL designer for simu-

lation and the ActiveBPEL server for execution.

A nice feature is that custom functions can 

be made available in the expression and query 

builders and are supported under simulation 

just like any other built-in function.

Licensing
In this era of Open Source and its hybrid 

business models, Active Endpoints has crafted 

an interesting licensing model that is devel-

oper-friendly. 

First the ActiveBPEL engine core is an Open 

Source product and has been since July 2004. 

The engine isn’t a feature-crippled version but 

a fully functional BPEL engine that can run all 

the BPEL processes created by the ActiveBPEL 

Designer tool. Second, although not an Open 

Source product, the designer tool is freely 

downloadable from the Active Endpoint’s Web 

site. So, for the cost of a little bandwidth and 

your patience during a download, you can have 

a fully functional BPEL-enabled development 

and runtime environment. Pretty slick, huh?

“But how do they pay the bills?” you may 

ask. Well, aside from the standard services and 

support fees, Active Endpoints has created an 

enterprise version of its BPEL engine with a 

few key high-end features. Process versioning 

is one key feature but most importantly it’s 

added all the hooks, bells and whistles to en-

sure that the engine is integrated tightly with 

today’s top application server platforms. High 

availability, clustering and seamless platform 

systems management integration are the 

money features. A process can also be set to 

suspend on an uncaught fault and breakpoints 

can be set at appropriate points in the process.

For large enterprises that run mission-critical 

processes, the enterprise version of ActiveB-

PEL engine is a must. The cost of the enter-

prise product varies based on the deployment 

platform and ranges from a low-end Tomcat-

enabled version to a J2EE-enabled version that 

can run on a mainframe. 

Support
Active Endpoints offers a few support op-

tions. First, for Open Source users, forum and 

mailing list-based support is provided. I regis-

tered and logged onto the free forum to check 

it out. There seemed to be plenty of activity 

and strong participation from the user com-

munity as well as Active Endpoints people. 

There’s also a premium support forum for 

users with a valid product serial number. For 

those enterprises with higher support demands, 

incident-based support can be purchased.

Active Endpoints has an excellent Web-en-

abled bug tracking system that lets customers 

search and filter the entire bug database. The 

layout is clear and easy-to-use and a good self-

service support feature.

Conclusion
Active Endpoints has created an excellent 

BPEL design tool and execution engine that 

is freely downloadable, well documented and 

has good community support. There’s virtu-

ally no cost of entry and enterprise reliability 

features can be purchased for mission-critical 

applications. 

For any of our readers out there who are 

looking at BPEL solutions, Active Endpoints’ 

products should definitely be at the top of 

their list.  

  About the Author 
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WSJ: Feature

T
herefore security testing, 

which is important for any 

software application, is 

even more crucial for Web 

Services. This article explores security 

issues specifi c to Web Services and 

illustrates the engineering and test-

ing best practices required to ensure 

Web Service security throughout the 

Web Services development life cycle.

Step 1: Determine a Suitable Web 
Services Security Architecture

Web Services security architecture not only 

depends on the required security measures, it 

also depends on the service scope and scale of 

deployment. For instance, security can either 

be enforced in the application server 

itself, or as a separate security appli-

ance (such as an XML fi rewall) that 

can virtualize the service by sitting 

in the middle between the service 

and its consumers. Most Web Service 

architects recommend decoupling the 

security layer from the application 

server to achieve better maintainabil-

ity, fl exibility, and scalability. How-

ever, using a security appliance as an 

intermediary may not be necessary for simple 

end-to-end Web Service deployments.

Another architectural decision to make 

is whether to implement the security on the 

transport layer or on the message layer. TLS 

(Transport Layer Security) is a mature technol-

ogy so both standards and tools have already 

been developed. It also provides a good transi-

tion path for engineers who are somewhat 

familiar with transport-level security but are 

new to Web Services. On the other hand, TLS 

has inherent limitations that make it inap-

propriate for some situations. Fortunately, 

message layer security provides an alternative 

solution for situations where TLS’s limitations 

are troublesome.

Transport Layer Security
The security of the transport that’s being 

used for the Web Service can be used to pro-

tect the Web Service. For example, for HTTP 

one can enable Basic Authentication, Digest 

Authentication, or SSL. When JMS API is used 

to transmit SOAP messages, then JMS Authen-

tication can be used.

The main benefi t of using TLS is that it 

builds on top of existing Web application 

experience to implement the security. Many 

developers know SSL and it’s easy to enable it 

in common Web and application servers. SSL 

is a particularly ideal choice for end-to-end 

Web Service integrations. SSL can enforce 

confi dentiality, integrity, authentication, and 

authorization, thus protecting the Web Service 

from capture and replay attacks, WSDL access, 

and scanning.

The drawback of SSL is that it’s an all-or-

Security has the inherent nature of spanning many different layers of a 

Web Services system. Web Services vulnerabilities can be present in the 

operating system, the network, the database, the Web server, the ap-

plication server, the XML parser, the Web Services implementation stack, 

the application code, the XML fi rewall, the Web Service monitoring or 

management appliance, or just about any other component in your Web 

Services system.

Ensuring complete Web Service security
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nothing protocol. It doesn’t have the granular-

ity to secure certain parts of the message, nor 

can it use different certificates for different 

message parts. Besides, all intermediaries 

on the message path would have to have the 

proper certificates and keys to decrypt the 

entire message to process it then resend it 

over SSL again, which can be difficult or even 

impossible in some cases.

Message Layer Security
Currently, there’s a lot of activity in the area 

of message level security and it’s fair to say 

that it’s not nearly as mature as TLS. With that 

disclaimer, here are the message layer security 

technologies that may become important be-

cause they address some of the same concerns 

as TLS (privacy, authentication, and message 

integrity) at the message level instead of the 

transport level:

• The XML Signature provides a mechanism 

for digitally signing XML documents or 

portions of XML documents. The signature 

doesn’t have to be in the document that’s 

being signed, so you can also use XML Sig-

nature to sign non-XML documents.

• XML Encryption provides a mechanism for 

encrypting portions of the XML documents. 

Encrypting a complete document is pretty 

easy; just treat it like a text document. There 

are some subtleties involved in encrypting 

portions of a document, however, these are 

what XML Encryption addresses. 

• WS-Security is perhaps most easily un-

derstood as a specification that defines a 

standard way of securing a single message 

by applying Username Tokens, XML Signa-

tures, and XML Encryption to a SOAP enve-

lope. The Username Token profile provides a 

simple way to describe authentication data, 

i.e., usernames and passwords.

When using one or more of the message-

layer security standards, it’s important to use 

the combination that provides the required 

security protections. For example, Username 

Tokens alone can’t secure a message against 

capture and replay attacks unless they include 

a signed nonce and time stamp, and the SOAP 

Body is signed. The signature can be gener-

ated using the password in the token, or it can 

be independent of the password. However, if 

that password isn’t digested as recommended 

by the specification, then the token itself 

should be encrypted. As another example, 

XML encryption doesn’t ensure the message 

authenticity or integrity, in which cases XML 

signature can be combined with encryption to 

ensure all three requirements.

Step 2: Adhere to Technology 
Standards

As in other security fields, adherence to 

standards is a necessary practice for Web 

Services. There’s a consensus among security 

professionals that publicly available, com-

monly used, well-analyzed cryptographic 

algorithms are the best choice, simply because 

they’ve already undergone a great deal of 

research and scrutiny since they were adopted 

by the industry. The same principle applies to 

Web Services security.

For example, compliance with the WS-

Security specification from OASIS will likely 

be safer than developing your own custom 

security implementation because it’s been 

developed by experts in the field with threat 

protection in mind. Furthermore, you can 

reduce development time by using a readily 

available implementation of the specification 

and your service would be able to interoper-

ate with other implementations of the same 

standard.

Another issue to consider with regard to 

adherence to standards is compliance with 

the Basic Security Profile (BSP) from WS-I. The 

BSP is intended to address interoperability, but 

in some cases it restricts the W3C and OASIS 

specifications in a manner that favors stronger 

security practices. Moreover, section 13 or 

“Security Considerations” of the BSP lists a 

number of useful security considerations that 

should be taken into account when deploying 

secure Web Services using WS-Security.

Step 3: Establish an Effective Web 
Services Testing Process

Understanding security threats isn’t 

enough. It’s necessary to have a mature engi-

neering process that makes security vulner-

ability detection and testing an indivisible 

part of the Web Services development process 

so the threats are mitigated to the maximum 

extent. Thinking about security as early as 

possible throughout the Web Service lifecycle 

is key to achieving the best results in the most 

efficient manner.

A common pitfall that companies encoun-

ter is their attempt to use the same human and 

technological resources of Web QA and testing 

for Web Services without implementing the 

proper training, processes, and technology 

changes that can leverage such resources suc-

cessfully. The same resources used for Web QA 

and testing can’t be used for Web Services for 

the following reasons:

• Web Services testing requires a different 

skill set in XML, SOAP, WSDLs, and other WS 

standards, let alone experience in security 

issues unique to Web Services

• Web Services testing can be better imple-

mented with specialized tools rather than 

tools that are designed for traditional Web 

testing. The features of these tools need to 

support Web Services standards and have 

the ability to design tests along these stan-

dards.

• Web Services security testing requires the 

facilitation of tools and practices that can 

exercise the tests for exposing vulnerabili-

ties that are general to Web applications and 

specific to Web Services alike.

To detect and prevent security vulnerabili-

ties in Web Services, several engineering activi-

ties must be done on multiple fronts. These 

activities can be summarized into three tiers.

Tier-One Testing: Static Analysis
Knowledge of unsafe coding practices is 

crucial when developing secure software, but 

detecting such practices can be a tedious, 

time-consuming process unless it’s automated 

as much as possible. 

Static analysis tools are proving to be very 

effective in exposing dangerous method calls, 

insufficient validations, or poor code quality. 

Although manual code inspections can expose 

some of these problems, such problems can be 

subtle and difficult to find manually. Static anal-

ysis doesn’t eliminate the need for code inspec-

tions completely, but it can significantly reduce 

the time and effort required to do them since 

static analysis tools can scan the entire source 

code to identify unsafe coding patterns then the 

code reviewer can analyze these instances to 

verify their severity. Without such automation, 

much more time would be spent in finding the 

unsafe coding patterns in the first place.
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For example, in Java using “PreparedState-

ment” is recommended over plain “Statement” 

to prevent SQL injections. A static analysis rule 

that searches for Statement.executeQuery() 

invoked with a dynamic string can pinpoint an 

engineer to this statement and provide a first 

line of defense against SQL injection prob-

lems. Other common insecure code patterns 

that can be found with static analysis include 

XPath Injections, uncaught exceptions that 

cause improper error handling, and some de-

nial of service conditions caused by resource 

intensive operations.

Suspicious code patterns can also be iden-

tified with static analysis. Some security bugs 

result from programming negligence. How-

ever, more dangerous code can come from 

malicious programmers who hide Trojans, eas-

ter eggs, or time bombs in their code to pro-

vide discreet access at a later time. Such code 

often relies on random numbers or date/time 

checking to avoid detection, and it can change 

the normal security settings to allow surrepti-

tious access. Static analysis rules that find all 

random objects and time date objects, called 

“triggers,” that find custom class loaders and 

security managers, can help a code reviewer 

identify and inspect suspicious code pattern.

Besides detecting vulnerable or suspi-

cious code, it’s important to keep in mind that 

coding best practices play a role in producing 

secure code. There are also several different 

types of coding standards that can be enforced 

through static analysis that have general, 

rather than specific security relevance, and 

can improve the overall security posture of an 

application. For example, if code is found that 

has a synchronization problem, such a prob-

lem impacts security because synchronization 

problems tend to have unexpected effects. 

Indeed, coding practices should be considered 

during security testing.

Tier-Two Testing:  
Penetration Testing

Not all security vulnerabilities can be 

found though static analysis, so penetration 

testing comes into the picture to expose such 

problems. Penetration testing dynamically 

exercises and scans the Web Service deployed 

on a staging or production server.

Understanding the security threats lets the 

tester design tests that can expose them with the 

help of good tools. For example, external entity 

attacks and XML bombs can be thrown at the 

service to see if the service refuses to process 

XML processing instructions or DTDs by return-

ing a SOAP fault. WSDL access vulnerabilities 

can be detected by attempting to get a WSDL 

without the expected security channel if it’s 

protected. For example, if the WSDL is protected 

with client-side SSL on port 443, it shouldn’t 

be accessible on port 80; it’s possible to forget 

an open connector in the Web server, which 

leaves multiple open channels. When it comes 

to thwarting WSDL scanning threats, then it’s 

important to inspect the WSDL for redundant 

artifacts such as schemas or unused message 

definitions.

Capture and replay attacks can be simu-

lated by sending multiple requests 

with the same message identifier 

that determines its uniqueness. For 

example, if you’re using Username 

Tokens, you should test the service 

by sending multiple messages with 

the same nonce values and verify 

that the service rejects such re-

quests properly. The service should 

implement a sufficient, but limited 

cache size for the recently accepted 

nonce values. Many WS-Security 

implementations don’t take this 

into consideration by default, which 

makes them vulnerable to capture 

and replay attacks.

To test a Web Service’s vulnera-

bility to DoS attacks caused by heavy 

loads, such DoS attacks should be simulated 

in fashion that’s suitable to Web Services. You 

can’t tell if a service can sustain a certain load 

scenario unless such a scenario has been 

tested. However, it’s important to execute such 

load tests in a manner that’s effective.

Some test engineers have the tendency to do 

load tests with the same static request to generate 

a load. Although this is a viable test scenario, 

it’s not sufficient because such DoS attacks can 

be detected by network security appliances. 

Therefore, Web Service DoS attack simulations 

should be generated with dynamic request values 

that are semantically valid and can exercise wider 

code coverage in the Web Service’s application 

logic to test the Web Services to its limits. Such 

attacks are difficult to generate by manual coding, 

but they’re possible with load testing tools that 

are specialized for Web Services. In fact, the mere 

existence of such tools should alert Web Service 

engineers that such attacks can be done easily 

by a hacker if such tools fell into their hands. 

For example, to test a Web Service that accepts 

Username Tokens with timestamps and nonces, 

it’s important to apply a load on the service where 

the timestamps and nonces are dynamically gen-

erated for each request. Otherwise, errors such as 

the ones caused by concurrency problems would 

go undetected. Another example would be load 

tests that send signed requests, where the hash 

and signature values should differ from one mes-

sage to another.

Not only should Web Service load tests gen-

erate dynamic requests, but such tests should 

also simulate real-use case scenarios or usage 

patterns. For example, a use case scenario 

could be a Web Service client retrieving an 

authorization token (such as a SAML asser-

tion) from a security authority, then using that 

token for subsequent Web Service invocations 

on different services. To test that scenario, load 

tests that keep using the same authorization 

token over and over again don’t represent the 

real-world scenario since a real-use sce-

nario would have multiple users requesting 

and using multiple tokens at the same time. 

Executing such a realistic load test can expose 

concurrency or scalability problems that result 

in vulnerabilities. In this example, it’s possible 

for the Web Service to reject valid requests 

or accept unauthorized ones under a certain 

load even if such problems don’t occur during 

regular functional testing.
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          Security can be enforced in the  
application server itself or as a separate 
security appliance that can virtualize  
the service 

To detect invalid responses during a load 

test, the load tests should be backed with 

sufficient response validations that ensure 

the detection of regressions from the correct 

behavior, because it’s difficult to verify that all 

requests were met with the correct responses 

unless regression detection was done while 

the load is being generated. Without response 

validation, only network connections and 

HTTP errors would be exposed, which doesn’t 

provide sufficient test coverage. For example, 

responses can be well-formed SOAP mes-

sages but with invalid data, or perhaps they 

contain an error message when they shouldn’t. 

Without placing sufficient response validation 

during a load test, such incorrect responses 

can go undetected.

Tier-Three Testing:  
Runtime Analysis

Runtime analysis of the state of Web ap-

plication code is needed to detect certain 

security problems that can’t be detected with 

the previous two tiers of testing. For example, 

in C/C++ applications that are exposed as 

Web Services, memory corruption (especially 

memory corruption on the stack) indicates 

a potential for buffer overflows that could 

cause serious security problems, and memory 

leaks make the application more vulnerable 

to denial of service attacks. Dynamic analysis 

can find security vulnerabilities that can result 

from the integration of otherwise secure com-

ponents because it takes data flow analysis 

into consideration, whereas static analysis 

provides large code coverage with a narrower 

scope on data flows.

Combining the Three Tiers
Since each security-testing tier provides a 

methodology exposing vulnerabilities from a 

unique aspect, combining two or more of the 

three tiers could provide a powerful approach 

to security testing. For example, static analysis 

can be used to determine the scope of the re-

quired penetration testing by recommending 

a more selective set of possible vulnerabilities 

to penetrate.

Runtime analysis combined with penetra-

tion testing gives the tester visibility into the 

application as it performs under a variety of 

conditions. For example, one can do runtime 

analysis during load testing to find memory 

leaks.

Step 4: Create & Maintain  
Reusable, Re-runnable Tests

The above testing practices can become 

too expensive to do unless proper automa-

tion is applied to the testing process. Many 

organizations don’t have the resources to do 

these tests if they were to be done manually 

and repeated for each project milestone.

Modern software development processes 

are iterative. Software engineering activities 

should be done on a recurring, iterative basis 

rather than following a rigid, one-directional 

development model that tests only at the 

end. Testing only at the end of the develop-

ment cycle is one of the main reasons for late 

deliveries and exceeded project costs and Web 

Services are no exception to this fact.

However, such an iterative development 

model can only be effective if the engineering 

activities are backed with proper automation. 

Therefore, it’s necessary to establish a Web 

Services testing environment that’s driven 

by automation that can help create the tests, 

maintain them, manage them, and execute 

them on a regular basis; typically every night 

as part of the existing “nightly” build and 

test process for the product. The alternative 

would be to run the various Web Services 

tests manually, each one at a time, by modify-

ing a client’s request, which is a tedious, non-

efficient process. It’s therefore better to keep 

and maintain all the Web Service tests that 

are created so they can be re-run quickly, eas-

ily, and so you can run them all automatically 

as regression tests whenever a Web Service is 

updated.

After running security tests along the three 

tiers we described, one can find problems that 

require fixes that ripple through Web Service 

at a time when they’re too risky or expensive to 

fix, which is why such tests are better executed 

early and regularly.

When a problem is discovered then the test 

that exposed the problem should ideally be 

added to the existing test pool and re-run on 

a recurring basis with all the other tests so it 

prevents that error from occurring again.

Conclusion
Securing your Web Services is a vital aspect 

of ensuring a successful deployment. When 

deployed externally for consumption by part-

ners or customers, only secure Web Services 

can provide a justifiable integration solution, 

because the benefits they expose should far 

outweigh the risks. The key to effective Web 

Services security is to know and be aware of the 

various types of security threats, understand the 

technical solutions for mitigating these threats 

then establish and follow a defined engineering 

process that takes security into consideration 

from the beginning and throughout the Web 

Service lifecycle. By following the four steps 

outlined in this article, you can ensure complete 

Web Service security. 
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The last mile 
between 

your users 
and your SOA

AJAX
COMPOSITE

APPS

     
WSJ: Feature

C
omposite applications are 

nothing new. Analysts have 

been talking about com-

posite applications since 

the birth of the Internet and in more 

urgent tones during the Enterprise 

Application Integration (EAI) genera-

tion of integration technology. Today 

there are plenty of consumer-focused 

composite applications, colloqui-

ally referred to as mashups. Popular 

examples, fueled by the mapping-oriented Web 

Services provided by Google and others, have 

been growing at an exponential pace. These 

applications typically take data from one source 

of information and plot that data on 

interactive maps. Literally dozens of 

these are introduced every week. 

One recent example plots Associ-

ated Press news articles by the loca-

tion of the news story (http://asap.

ap.org/fronts/newsmap.s - ASAP); 

another displays airports with their 

associated air traffic control delays 

(http://www.usaflightinsurance.

com/gmap.htm - FAA Flight Delay 

Information); a third displays movies, theaters 

and show times by location (http://www.

mashmap.com/ - Mash Map).

Composite applications are useful for the 

consumer. This article will discuss the next 

logical generation of these applications –  

the business use of composite applications 

or, as one market analyst put it, “enterprise 

mashups.”

The Basics of Composite  
Applications

Since the term “composite application” 

isn’t subject to formal definition by any 

standards-setting body, there’s considerable 

overuse and misuse of the term in software 

marketing. The “composite application” 

label has been applied by consumer and 

business-oriented software vendors alike in 

such diverse functional areas as Web portals, 

business process management, document 

management, knowledge management, and 

collaboration. A “true” composite application 

is probably not any one of these things but 

rather an application that combines ser-

vices such as intranet-based search engines, 

applications and databases exposed as Web 

Services, messaging systems, business intelli-

gence engines and data integration solutions 

with extranet services such as data sources 

and application utilities. Simply defined, a 

composite application combines functional-

ity from multiple applications to support 

business tasks that span those existing ap-

plications.

   In the telecommunications industry there’s a special phrase for that 

bit of technology that carries data from the last pole or relay box into the 

customer’s home. It’s called “the last mile” and it’s often seen as one of 

the biggest challenges because this last step in the technology chain can 

be a considerable physical undertaking. In the IT industry we also have 

our “last mile”: putting the right application in the hands of the end user. 

Composite applications address this “last mile”, combining a rich user 

interface with SOA-driven application integration technology.

WRITTEN BY 

CHRIS  

WARNER
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How do composite  
applications work? 
Composite applications include 
two elements: a rich user inter-
face and service-oriented appli-
cation integration technology. 

Like two streams that join to make a large 

river, the composite application “buzz” 

is due to the convergence of two trends: 

Internet-based user interface technology 

that’s rich (i.e., one that looks and feels like 

a desktop application but is delivered via a 

Web browser) and evolving open integration 

technologies and standards like XML and 

Web Services. 

Read enough of the vendor case stud-

ies and you find that the current sweet spot 

for composite application implementations 

includes two or more of the following source 

applications: sales force automation, cus-

tomer support, contracts/billing, content 

management, and the ever-present custom 

legacy application. Composite applications 

are still new enough that very few qualified 

and quantified ROI studies exist, but anec-

dotal evidence indicates that the benefits of 

composite applications can be great. For IT, 

composite applications are developed faster 

than previous integration approaches and can 

be easier to maintain and upgrade, while also 

improving the return-on-assets of the existing 

systems they are built on. For business users, 

they address issues as far ranging as data qual-

ity and data latency, throughput, and end-to-

end cycle time, and qualitative areas such as 

customer service and enhanced ease-of-use. 

Now let’s take a close look at the underly-

ing architectural components of composite 

applications.

The ‘Application’ Side  
of Composite Application

Internet application development tools 

have matured greatly in the last decade and 

they have made great strides towards the goals 

of true portability, ease of development, and 

most importantly, true user utility. Internet-

based user interface technology has also 

improved, allowing a “smarter” client that has 

sophisticated client-side capabilities such as 

statefulness, fat client-like logic, local data 

validation, and client-side data control such 

as local caching and programmatic server 

interaction, without requiring large downloads 

or the installation and maintenance of native 

client-side code.

The most interactive of applications that fit 

this description are often referred to as “Rich 

Internet Applications” or RIAs. SOA analyst 

firm ZapThink estimates that the RIA tools 

market currently accounts for less than 10% 

of all application presentation tools but by 

2010 will account for over 50% of that market 

and represent a $1.1 billion industry. There 

are a number of practical toolsets available to 

bring a RIA to the user. The three most popular 

approaches today include Java, Macromedia 

Flash, and a combination of native browser 

functionality referred to as AJAX (a combina-

tion of Asynchronous Javascript, XML and 

some supporting technologies). Table 1 com-

pares some the more notable pros and cons of 

each technology.

In this article, we’ll focus on the newest of 

these approaches, AJAX. 

AJAX, or Asynchronous JavaScript and 

XML, is a Web development technique for cre-

ating interactive Web applications. According 

to the Wikipedia, “The goal of AJAX is to make 

Web pages feel more responsive by exchanging 

small amounts of data with the server behind 

the scenes, so that the entire Web page does 

not have to be reloaded each time the user 

makes a change. This is meant to increase the 

Web page’s interactivity, speed, and usability.” 

It’s certainly a worthy goal.

Technically, AJAX consists of a combina-

tion of:

• Presentation using XHTML and CSS;

• Dynamic display and interaction using the 

Document Object Model (DOM);

• Data interchange and manipulation using 

XML and XSLT;

• Asynchronous data retrieval using XML-

HttpRequest; and

• JavaScript binding everything together.

AJAX designs are commonly deployed to 

the user’s browser in two parts a pre-built 

generalized AJAX runtime component, or 

“client,” and your application-specific design 

specifications. The latter is typically in some 

XML format. With an AJAX runtime client, the 

initial download of “code” to the browser will 

be relatively larger (due to the dual download 

of AJAX runtime client and your application-

specific design specifications) but will make 

the overall user experience better. 

Once the AJAX runtime client is initial-

ized in the browser, it loads the screen layout 

specification, generates dynamic HTML to 

render the screen accordingly, and starts to 

handle all the document object model (DOM) 

events generated by the user’s interaction with 

the browser. The AJAX runtime client typi-

cally handles many user-generated interface 

events locally, such as field navigation and 

any associated simple data validation. When 

communication with the server is necessary 

(for example, to fetch additional information 

or to post a transaction), it mediates the net-

work interaction with the server and may, for 

example, cache results in hidden data tables 

in the browser to optimize future data-centric 

activities and manage server interactions bet-

ter. The AJAX runtime typically communicates 

with the server in an asynchronous fashion, 

without stalling a user’s interaction with the 

application or requiring a refresh of the user’s 

HTML interface. 

The kinds of tasks an AJAX runtime can 

handle locally, without server interaction, are 

rapidly evolving from simple data “checkbox-

type” validation constraints such as checking 

Technology Strengths Weaknesses

AJAX • Uses technologies built in to most 
browsers

• IDEs are still maturing

Flash • Very rich interface capabilities
• Requires browser plug-in
• IDE is still animation-centric

Java • Mature development tools
• Large community of skilled developers

• Requires hefty, potentially  
version-specific plug-in

TABLE 1         Toolsets for bringing a RIA to the user
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for the presence of mandatory data items or 

date formats to more complex business rules 

(perhaps originally represented as BPEL frag-

ments) that are executed in the AJAX runtime. 

This is some of the magic of AJAX, as it lets you 

move functions from server to client as neces-

sary. A good generalized architecture of AJAX, 

depicted in contrast with the more traditional 

Web application architecture, is shown in 

Figure 1. 

Much like the early days of HTML, you 

can code AJAX-based applications by hand 

in Notepad or vi. But considering the many 

technologies in AJAX (DOM, CSS, HTML, XML, 

JavaScript, etc.), maintenance and debug-

ging would be at best difficult. You certainly 

want to use an AJAX integrated development 

environment (IDE). A good IDE can generate 

some or most of this fairly complex code, both 

the server-resident code and the browser-spe-

cific code that’s ultimately deployed with and 

executed by the AJAX runtime client.

AJAX IDEs are still maturing. Here are some 

important functions to look for when acquir-

ing your AJAX toolset:

• Pre-built control library: Look for a large 

library of pre-built visual interface controls 

like those you would see in a typical cli-

ent/server development tool. Ask whether 

the IDE lets you extend the toolset to meet 

your own unique needs. Business applica-

tions often require custom controls that are 

unique to your organizational needs and 

composite applications are no exception.

• Logic/Data binding: The tool should 

enable the automatic mapping of GUI 

controls directly to simple services and the 

generation of code stubs to bind controls 

to more complex services. In the latter 

case, this allows the separation of applica-

tion interface development from business 

logic/data binding, which can be done in 

parallel. 

• Code development support: Closely related 

to logic/data binding, code development 

support allows for that last bit of hand-cod-

ing you need to do in Java or .NET to bind a 

button to a custom application or API. Does 

the tool include some type of plug-in (or is 

entirely resident in) for a code development 

environment like Eclipse, Visual Studio, 

and/or Dreamweaver? 

• Standards support: In the next section 

we’ll outline a number of standards impor-

tant to an AJAX-based composite applica-

tion architecture. Choose an AJAX IDE that 

supports the ones that are important to you 

project. Get a feel for the product’s road-

map for future standards and technolo-

gies by asking if the vendor participates in 

standards bodies like OASIS and W3C. And 

if the tool doesn’t support WS-such-and-

such today, when will it?

• Development repository: A repository can 

be the “lumber yard” from which your com-

posite application engineers pick the raw 

materials they need to build their composite 

applications. A repository can store many 

things: application interfaces exposed as 

Web Services; logical software services like 

database tables, stored procedures, and 

reusable composite application “widgets” 

such as custom controls; or specialized 

application binding code. The real trick is 

to find a repository that makes the storage, 

searching, and retrieval of these objects easy 

through simple interaction standards like 

UDDI 3.0 and WebDAV, and perhaps even 

an API that allows for advanced program-

matic interaction such as the XML Query for 

Java (XQJ) and the Java API for XML Reposi-

tories (JAXR).

• Odds and ends: Some final items to look for 

in your AJAX toolset include dynamic charts, 

multi-language support, style templates, 

and thorough installation and “getting 

started” documentation. Most but not all 

AJAX tools support these areas, so trust but 

verify.

browser client

user interface

Ajax engine

browser client

user interface

server-side systems

classic
web application model

web server

datastores, backend
processing, legacy systems

HTTP request

HTTP + CSS data

HTTP + CSS data

http(s) transport

Ajax
web application model

server-side systems

web and/or XML server

datastores, backend
processing, legacy systems

HTTP request

JavaScript call

XML data

http(s) transport

FIGURE 1         Generalized AJAX architecture
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Finally, you want to remember your de-

ployment target when choosing a composite 

application toolset. Today’s estimates are that 

around 75% of browser installations support 

AJAX. While this may be less of an issue inside 

corporations that have constant maintenance/

upgrade programs, it’s important to know 

this in advance. While this issue isn’t exactly 

unique to AJAX, it can become a real issue 

when you want to deploy your new composite 

application to 10,000 business users.

The ‘Composite’ Side  
of ‘Composite Application’

Perhaps not coincidentally, Service 

Oriented Architectures (SOAs) fit nicely 

into the AJAX-based composite application 

design goal. SOAs, in case you’ve missed the 

buzz so far, bring value to an organization 

by enabling it to expose important business 

information and logic in a readily acces-

sible way. Technically SOAs are collections of 

standardized interfaces, or “services” to and 

from business applications and data sources 

allowing loosely coupled access to this data 

and logic through standardized mechanisms 

such as XML-based messaging over HTTP. (In 

fact, if you’re reading this journal you likely 

already understand the ubiquity and utility of 

an SOA.) There are many parts to an SOA, so 

we’ll restrict ourselves to the SOA principles 

and technologies that are most relevant to 

composite applications.

The behind-the-curtain component of 

composite applications loosely corresponds to 

the higher-order functions of the Web Services 

protocol stack. Described top-down from the 

highest to the lowest these are functions that 

include:

• Orchestration is functionality that lets the 

composite application define and execute a 

“flow” between services Today, this kind of 

functionality is usually found in Enterprise 

Service Buses and some BPM products. 

Popular relevant standards include BPEL 

(Business Process Execution Language) and 

BPML (Business Process Modeling Lan-

guage). BPEL, in particular, is increasingly 

accepted as an interoperable standard for 

orchestrated process flows. It emphasizes 

a loosely coupled orchestration solution 

that reuses lower-level services (instead of 

hand-coding an orchestration that is tightly 

coupled to lower-level APIs). BPEL also in-

cludes native functions to persist long-run-

ning orchestrations.

• Choreography, or the interaction between 

independent processes, can be more com-

plex, involving business rules rather than 

simple conditional logic, and is often laden 

with elaborate rules for handling exceptions. 

Because of these factors, it’s a tougher nut to 

crack than orchestration. Relevant stan-

dards include the well-supported BPEL, the 

less popular WSCI, the newer WSCDL, and 

even human-centric standards like XPDL 

and the proposed “BPEL for People.” There 

may not be a perfect fit within the standards 

world for choreography, , as evidenced by 

recent attempts to “abstract” BPEL for this 

type of purpose.

• Composition creates coarse-grained 

services from fine-grained services. The pur-

pose of composition is to eliminate direct 

application-to-application connections 

and instead create “composed” services 

that are reusable many times. For example, 

fine-gained data services “Get Name,” “Get 

Balance,” and “Get Credit Score” can be ac-

cessed by every AJAX composite application 

that needs customer information. But it’s 

smarter to compose a corresponding coarse 

service, “Get Customer Info,” accessible 

by all applications, particularly if this new 

service has extra logic like the resolution of 

data semantics or data rules. BPEL can be 

used appropriately for composition assum-

ing that your “services” are Web Services 

only; if your environment includes other 

“services” such as a SQL interface or JMS 

API, you may want leave the composition 

functionality to a tool other than your AJAX 

tool, such as an Enterprise Service Bus.

• Finally, transaction control manages a 

reliable relationship between two or more 

services. Although you could explicitly 

connect to the source systems yourself and 

perform your own transaction manage-

ment, this is hard enough even when 

connecting to two instances of the same 

type of system, like two Microsoft SQL 

Server databases. However, in real-world 

situations, transactions are just as likely 

to span multiple, heterogeneous systems 

over multiple communication channels 

and APIs such as JDBC, SOAP over HTTP, 

Portals were arguably the first generation of 
composite applications. Today composite applica-
tions can offer a much richer application develop-
ment platform through service-based integration 
(instead of the kind of integration in the application 
server that runs the portal) and the highly interac-
tive user environment offered by AJAX-enabled rich 
Internet applications. With this trend, some analysts 
have predicted that composite applications signal 
the beginning of the end for portal-based applica-
tions. In reality, the primary functions of portals and 
composite applications complement each other 
well. A portal can “wrap” and pass through users 
seamlessly to a composite application, contain-
ing it wholly. Conversely, a composite application 
can wrap a portal (or portlet more likely), as part 
of the application, perhaps even invoking it with 
parameters that tie it into the rest of the composite 
application. But they have their differences too.

Different tools for different problems –  
Portals began by aggregating functions that 
typically didn’t require coordination between them 
or transactions across them. For example, Web 
portals allow UI designers to assemble useful utili-
ties for their user communities but the Company 
News portlet in Frame 1 doesn’t connect to the 
Customer Reference Database in Frame 2. They 
don’t focus on what one composite applications 
vendor described as “flow” and “wiring.” 

While portal technology has greatly matured in 
recent years, the “Functionality of Composite applica-
tions” section in the main article outlines a number of 
functions and standards that you won’t likely see in 
everyday portal software. Examples of portal maturity 
are the OASIS WSRP Producer and Consumer and 
JSR-168 standards, which allow portals to consume 
portlets from other places (one through Web Services 
and the other via Java). This is not a service-oriented 
integration approach to a composite application but 
does let a portal vendor simulate it.

Pay me now or pay me later – Portal-
based applications are typically HTML-driven and 
can be counted on for fairly lean-and-small sets 
of ‘code’ driven to the user’s browser.  In contrast, 
composite applications have a larger upfront “load” 
since there can be a certain amount of code (like 
the Ajax runtime client described earlier in this 
article) as well as data that needs to be cached.  
After this initial load, however, well-designed 
composite applications can have developer-con-
trolled incremental exchanges with the server 
that compare favorably with the complete page or 
frame loads/reloads common to portals.

Composite Applications and Portals
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JMS, and so on. For these reasons, you’ll 

probably want to rely on the more sophis-

ticated, dedicated transaction manage-

ment capabilities of an Enterprise Service 

Bus or TP monitor. > Looking forward, a 

standard you might employ is WS-CAF, a 

draft OASIS standard “for supporting coor-

dinated and transactional compositions of 

multiple Web Services applications,” that 

is composed of three existing OASIS speci-

fications: WS-Context, WS-Coordination 

Framework, and WS-Transaction Manage-

ment.  When complete and approved, WS-

CAF could eliminate much of the custom 

coding inherent in today’s approaches to 

Transaction Control.

In addition to the above, you want to 

remember a few fundamental areas of tech-

nology:

• Security: You should design your entire 

composite application stack to allow for se-

curity to be passed from the highest to low-

est level service. This can be complicated by 

simple issues like different IDs, passwords, 

and rights. The solution is the management 

of identity through a “policy” that can be 

used in all parts of the composite applica-

tion instance lifecycle. This complex area 

makes WS-Security and SAML must-have 

standards to include in your composite ap-

plication project.

• Management: Once you’ve deployed your 

composite application, you’ll want to know 

that it’s running and available. Your AJAX 

runtime environment should include some 

kind of management interaction through 

SNMP or JMX.

It’s important to realize from this long list 

of functions that there’s unlikely to be any 

one AJAX IDE tool that addresses all of these 

functions unless you’re willing to include a lot 

of homegrown code as part of the answer. For 

example, you might already own an orches-

tration tool (sometimes called an Enterprise 

Service Bus or ESB). But using more than one 

tool to complete your composite applica-

tion project need not be a deal killer. Many 

vendors “pre-assemble” some or all of the 

tools you need, including an AJAX IDE, an ESB, 

a development repository, and other support-

ing software. And you may find that your tools 

interoperate through standardized protocols.

Obviously, all this talk of services means 

that the composite application development 

team has to be aware and involved in the 

service enablement of the source systems. 

Getting your legacy service enablement wrong 

will result in longer development times and 

less value for the ultimate user. Issues that a 

legacy service enablement vendor can help 

you address might include:

1. Level of service enablement: Do you enable 

the legacy database, the legacy applica-

tion, or the legacy user interface? These are 

complementary technologies that tackle 

legacy systems in different ways and with 

different tradeoffs.

2. Type of service enablement: Service inter-

faces can be through pre-SOA standards 

like SQL, the exchange of XML-formatted 

documents, a more formal WSDL contract, 

or some sort of messaging system. 

3. Granularity of function: It’s rare to find 

a match between the level-of-functional 

granularity natively offered by a packaged 

application and 

what your composite 

application would 

“prefer” to consume, 

so some kind of 

orchestration, chore-

ography, or composi-

tion is often neces-

sary to aggregate 

a set of lower-level 

functions exposed by 

an application into 

higher-level business 

services that can be 

used directly by other 

consumers.

Finally, keep in 

mind that not all of the 

technologies and stan-

dards may be relevant 

to your composite 

application. Equally 

important, we couldn’t 

cover them all in this 

article, so we focused 

on the most popular 

and most formal of 

them. If you embark on 

a composite application project, you should 

try to keep up with the relevant technologies 

and standards.

Finishing the Last Mile
Composite applications benefit the busi-

nessperson and the technologist. Business 

users get a richer user experience. IT has a 

smarter way to create composite Web applica-

tions. Make sure you have a plan to walk this 

last mile. It’s worth the trip.  
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Industry Trends

T
his is a clear trend that 

I see in the SOA space, 

those charged with build-

ing SOAs in their enter-

prise are working on establishing 

approaches to the implementation 

of their SOA instance, and aren’t 

yet looking for “key enabling SOA 

technology,” at least not yet. This 

means that they are setting up 

methodologies, defining deliv-

erables, and how all of these artifacts are 

related. What’s more they’re focusing on 

education, understanding just what they’re 

doing before they do it. We’ve learned from 

the past that quick movements towards a 

technology trend, without the proper 

amount of upfront thinking typically 

means failure.

If you ask me this is a good trend. 

While SOA is attractive as the hot 

new technology, or perhaps the 

reinvention of existing technology, 

most enterprise architects view 

SOA as a key strategic initiative, and 

aren’t willing to risk failure. This is 

evident in the SOA’s slow uptake, 

now accelerating, as larger organization do 

some advanced planning as well as get a bit 

smarter in dealing with the notion of SOA, 

keeping in mind that it’s really a journey not 

a destination.

Finding an approach isn’t that easy, 

however. There certainly is a great deal writ-

ten on the topic by some very smart people, 

but the right approach for your particular 

organization may be a bit different from the 

generalized approaches/methodologies you 

see around today. In other words, you’ll be 

doing some planning to create the plan. For 

instance, when I wrote the 12 Steps to SOA a 

few years ago, I was creating a general-pur-

pose checklist of both tasks and deliverables 

to assist organizations in implementing their 

SOA. However, now I’m finding that some 

organizations have expanded it to 14 steps, 

and other reduced it to 11, again custom-

izing the approach to their specific require-

ments, and that’s okay by me.

What this trend will result in, just you 

wait and see, is a focus on design and 

planning tools more than implementation 

technology. Truth be told, there aren’t many 

design and planning tools out there for SOA, 

and the ones on the market aren’t impressive 

at all. Hopefully, we’ll see some creative and 

well-funded start-ups in this space soon. 

Categories of planning tools should include:

1. Modeling and implementation. Holistic 

modeling of the SOA and all of its working 

parts.

2. Security design and implementation. The 

So what’s hot these days in the world of SOA? Governance, regis-

tries, orchestration...? Nope. As folks looking to implement SOA seek 

that fi rst killer project the emphasis is on what to do, not what you use, 

and that’s exactly the right way to think. As SOA becomes more of a 

reality among the Global 2000, the focus on discipline as a concept 

will be as important as solutions, perhaps more important than many 

expect. Let me explain.
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ability to figure out how you’re going to 

secure and govern your SOA.

3. Semantic understanding and metadata 

modeling. The ability to identify all ap-

plication semantics and define a common 

metadata model.

4. Service design and implementation. The 

ability design services properly, imple-

ment them, and track them.

5. Orchestration and process modeling. The 

ability to model processes and implement 

them directly from the model.

There are tools on the market that do 

some of these things; you just have to find 

the ones that work for you. First I would sug-

gest, however, that you pick your approach 

then pick your tools. Moreover, always con-

sider both your tool selection and approach 

as fluid notions. Don’t be afraid to change 

them as your needs change.

So, if you’re focusing on what you need 

to do, you’re in good shape. Those that 

jump directly to “what to use” are fool-

ing themselves into thinking that a lack of 

understanding of the problem domain will 

be overshadowed by killer technology. That 

never works. 

  About the Author 
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This Month
Bringing Application 

Awareness to the IP/MPLS 
Service Provider Cloud

Jonathan Bosloy

Service Oriented Architecture (SOA) 
and Web Services (along with the under-

lying XML protocol) promise to greatly 
simplify the implementation of distributed 

computing applications, both within the 
enterprise and between enterprises. The 

widespread 
acceptance of Web Services by application 

vendors and across operating system 
middleware will lead to simplifi ed 

interoperability, thus allowing for in-
creased business agility and lower develop-

ment costs.
Today enterprises can use IP (Internet 

Protocol) Virtual Private Network (VPN) 
offerings from their IP service provider for 

secure high-performance interconnect 
services both within the enterprise’s own 

sites and with partners. Price erosion in 
voice 

services and intense competition in data 
services is leading many IP-based service 

providers to seek out new revenue 
opportunities by offering new services 

to their enterprise customers. As service 
providers move to offer innovative new 

Web Services, enterprises will benefi t 
just as they did when service providers 

moved from traditional private line 
services to IP-based services.

XML-Based Interop, Close up
In addition to the strategy side of Web services, there is also the protocol-oriented side of things, 

the XML side. Embracing not only XML itself but also the full range of mainstream XML-based 
technologies like XPath, XSLT, XML Schema, and SOAP. XML Journal has been delivering in-

sightful articles to the world of developers and development managers since the year 2000.

It is our privilege to bring XML-Journal directly to readers of Web Services Journal, and vice versa. 
Anyone already familiar with the Web services world of SOAP, UDDI, and WSDL will fi nd here 
articles and features each month that will interest them – about the cutting-edge technologies 
and latest products that are changing not only our 
industry, but the way the world exchang-
es information. To make it easy for you 
to fi nd your way around, we have four 
distinct sections:  

Bringing Application 
Awareness to 
the IP/MPLS 

Service Provider Cloud
The next step in the evolution of networks
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Bringing Application Awareness 
to the IP/MPLS 

Service Provider Cloud
The next step in the evolution of networks

WRITTEN BY 
Jonathan Bosloy

Service Oriented Architecture (SOA) and Web Services 

(along with the underlying XML protocol) promise to 

greatly simplify the implementation of distributed 

computing applications, both within the enterprise and be-

tween enterprises. The widespread acceptance of Web Ser-

vices across operating systems, middleware, and application 

vendors will lead to simplifi ed interoperability, thus allowing 

for increased business agility and lower development costs.

Today enterprises can use IP (Internet Protocol) Virtual 

Private Network (VPN) offerings from their IP service provid-

er for secure high-performance interconnect services both 

within the enterprise’s own sites and with partners. Price 

erosion in voice services and intense competition in data 

services is leading many IP-based service providers to seek 

out new revenue opportunities by offering new services to 

their enterprise customers. As 

service providers move to offer 

innovative new Web Services, 

enterprises will benefi t just as 

they did when service provid-

ers moved from traditional pri-

vate line services to IP-based 

services.

The next step in the evolu-

tion of networks is the move to 

application-aware networking. 

Networks will become “smart-

er” by identifying, prioritizing, 

and moving traffi c faster. In 

addition, distributed applica-

tion-awareness in the Wide Area 

Network (WAN) provides a cost-

effective and scalable solution 

for messaging applications in 

many sectors from fi nancial ser-

vices to supply chain services.

Today’s Situation
Currently, the wide area network is unaware of the applica-

tion messages that fl ow across it. A service provider network 

can offer differentiated Quality of Service (QoS) to control 

latency and packet loss for applications, but it’s not actually 

aware of the applications being supported.

In the point-to-point integration across a traditional WAN, 

as shown in Figure 1, the number of point-to-point relation-

ships explodes as the complexity of the Service Oriented Archi-

tecture expands across the WAN. While Web Services support 

location transparency through service registries, services may 

still need to be moved due to faults, e.g., moving services to 

a backup location. Techniques such as intelligent DNS can be 

used to redirect requests to a backup location, but they have 

limited fl exibility.

Intelligent routing of application messages is also not easily 

available with the architecture shown in Figure 1. For example, 

Figure 1 • Today’s WAN isn’t application-aware and simply provides routing 
             and quality of service on the basis of IP packets.
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consider an enterprise that wants purchase 

orders over a certain amount to go to one 

data center and other purchase orders to go 

to a different data center. If a Web Service 

interface is used to submit purchase orders, 

the invoking application would have to be 

aware of a policy to invoke the service and 

connect to the correct Web Service endpoint. 

In a truly loosely coupled environment, the 

invoking application shouldn’t have to be 

aware of the business logic of its partners.

Point-to-point integration also requires 

the service requestor and service provider’s 

Web Services endpoints to use the same 

transport protocol. In a loosely coupled ar-

chitecture, the service requestor is shielded 

from such details.

There are also advantages to event-driv-

en architectures in which an application 

can generate events that may be of interest 

to many other applications. Normally en-

terprise middleware can provide publish/

subscribe services to loosely couple the ap-

plications. This means that the application 

that generates an event doesn’t need to be 

aware of the applications that are interested in the event. Loose coupling 

increases business agility since new applications can be added quickly 

without disturbing existing applications. While such middleware solu-

tions are available within the enterprise, they are typically difficult to 

scale across the WAN and difficult to implement between enterprises.

Application-Aware Networking:  
Enabling Value-Added Services

Application-aware networking addresses two current distributed 

technology challenges: first, the inefficiencies associated with middle-

ware, and second, speed and scale. Speed is obvious – networks always 

have a need for speed – but the speed required for today’s real-time fi-

nancial networks, for example, is a truly demanding benchmark (see 

the section on financial services below). Middleware – the software that 

connects network applications – is an integral part of most enterprise 

data centers. Middleware acts as a translator between incompatible ap-

plications by exchanging information in a common format, usually XML, 

to distribute messages between applications, distributed geographies, or 

even different companies. These middleware deployments are very com-

plex, add performance overhead, and are challenging to manage. Indus-

try experts have recently called for this middleware function to be moved 

into the core of the network as a shared resource to simplify the task of 

running distributed applications. Today’s applications become value-

added services that take advantage of application-aware, silicon-based 

hardware to manage information distribution at wire-speed and add a 

layer of intelligence to the network. 

Most service providers have spent the last few years upgrading their 

core networks to the latest IP standards at great financial expense. Al-

though service providers are very aware of the critical need to develop 

new revenue-generating services, they are naturally reluctant to make 

any additional changes to the core of their network. A successful appli-

cation-aware networking approach should function as an overlay to the 

existing network to avoid the risk associated with once again upgrading 

the entire network. Value-added services can then be delivered over the 

existing infrastructure and capture new revenue. 

As shown in Figure 2, the service provider’s application-aware net-

work routes messages more efficiently. For example, applications can 

connect to the network and automatically receive messages of interest. 

Other applications can send messages without any knowledge of the 

routing policies being used by other parties. This allows intelligent appli-

cation message routing across the WAN, leading to true loosely coupled 

applications.

The application-aware network also allows the WAN to bridge differ-

ent transport protocols (e.g., between a hyper-text transport and a Java 

messaging service). It can route messages based on their content at wire 

speed, provide QoS based on the content of the message being routed, 

and deliver a message to many interested endpoints (i.e., publish/sub-

scribe on a per-message basis based on message content). It can also per-

form wire-speed message format transformations inside the network.

The application-aware network allows endpoint applications to dy-

namically alter the message routing rules so that the enterprise users re-

tain control of message routing. Similar to the underlying IP/MPLS net-

work, the application-aware network also provides VPN so that messages 

are only routed to entitled endpoints.

Fostering Enterprise and Service Provider Partnerships
Service provider enterprise customers can benefit from this move to 

the network. As the trend towards outsourcing parts of the data center 

grows, more and more enterprise CIOs are seeking trusted third-party 

hosts. A prime example of the success of the outsourcing trend is sales-

force.com, which has been providing outsourced Customer Relationship 

Management (CRM) solutions since 1999. Salesforce.com recognized 

that most CRM requirements are the same from company to company. 

For those companies, it makes little sense to spend years and millions of 

Figure 2 • An application-aware service provider network brings value-added  
             application services to the enterprise.
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dollars building a custom system with SAP or Siebel. A standard set of 

services, implemented with minimal configuration, saves them time 

and money. This same business model is a key opportunity for ser-

vice providers to help companies outsource expensive infrastructure 

that doesn’t in itself generate revenue and focus on their core busi-

ness requirements. 

Beyond Connectivity - The New Service Revolution
While the promise of new revenue streams is highly attractive, 

service providers know there are technical challenges that must be 

solved to deliver new services to the supply chain, business monitor-

ing, and financial markets. 

Supply chain services
As companies begin to implement the full potential of radio fre-

quency identification (RFID) to track goods in real-time through 

the supply chain, they encounter a massive increase in data traf-

fic. Supply chain managers need to know when their pallet of cola 

leaves the warehouse, when it passes key milestones in transit, and 

when it arrives at its destination. However, enterprise networks are 

ill-equipped to transmit this data quickly and provide the level of 

monitoring required. Value-added services routing systems let ser-

vice providers develop outsourced RFID monitoring solutions and 

track shipments at wire speed. 

Business monitoring services
As networks transform from simple connections that blindly car-

ry data to intelligent networks that understand the content flowing 

through them, new services that monitor and report on enterprise 

business activity become possible. Customers can define business 

rules that represent intended behavior and the network can track ac-

tual traffic against these metrics. This kind of monitoring technology 

lets service level agreements (SLAs) move from simple uptime and 

bit-flow guarantees to application-level SLAs assuring high-quality 

behavior of individual transactions. It can also give enterprises new 

opportunities to offload the burden of corporate regulatory compli-

ance initiatives to service providers.

Financial services
A core area of focus in the financial services market (including 

banks, brokerages, and investment firms) is reducing information 

latency. Currently market data is sent from the trading floors to ag-

gregators like Reuters, which then distribute it to the subscribers. 

However, this middleman system is not only expensive, it delays de-

livery. Although the lag is a second at most, a financial services com-

pany relying on increasingly popular algorithmic trading software 

needs to know that shares in Google or Exxon have changed before 

its competitor does. The lag can mean the difference between mak-

ing or losing millions. With value-added services routing systems, 

service providers can provide a direct wire-speed link among trading 

floors around the world. They can deliver traffic, including these al-

gorithmic trading applications, between trading offices or to remote 

locations. Not only does this method of distribution reduce latency 

times, it’s more efficient. Unlike traditional direct feeds, the solution 

is completely interest-driven: only the data streams that traders or 

applications have requested flow across the network.

These services are just a snapshot of the possibilities presented by 

moving messaging onto service provider’s networks. Since value-add-

ed service routers can identify and deliver any kind of content intel-

ligently to interested parties at wire speed, the potential is infinite.

Moving Forward – Making Application-Aware  
Networking a Reality

Today WANs lack awareness about the content of the information 

they transport and how to route information to applications and us-

ers more intelligently. The next step in the evolution of the network is 

to build additional intelligence into the network with hardware that 

is aware of the content and nature of the traffic moving through it. As 

this network evolution occurs, enterprises will benefit by being able 

to leverage the network’s application intelligence to build more scal-

able and agile business solutions. 

The end result of this network intelligence will be to blur the line 

between the enterprise and the service provider, or the data center 

and the outsourcer, to a point where it’s almost invisible. Services like 

e-mail are already offered in a virtual outsourced way, but the move 

towards Services Oriented Architecture in all sectors will increase 

this location transparency and undoubtedly improve the function-

ality of the applications we depend on and enjoy today. However, a 

traditional software approach is simply unable to provide the func-

tionality that is required. 

The Bottom Line
So what is the business value of this latest transformation of the 

network? The answer lies in more than just speed and efficiency. An 

application-aware network will deliver messages that execute actual 

business events with incredibly low-latency, the importance of which 

cannot be underestimated. It also brings the promise of distributed 

network computing and Web Services to life. Enterprise IT depart-

ments will be able to compose new applications from their existing 

software assets and extend those applications across the WAN to 

employees, suppliers, and customers around the world. Application-

aware networks (and shared Web Services) allow IT departments to 

skip complex development and integration processes and literally roll 

out new applications. They also let network managers implement uni-

form policies across the network, reducing risk, improving security, and 

eliminating redundant systems and processes. Simplifying network 

complexity and building fewer larger systems also reduces operating 

and capital costs, and this, in turn, frees up precious staff resources for 

priority projects and longer-term planning. Best of all, CIOs and CTOs 

will be able to respond to market pressures, instead of development 

schedules, making them more nimble. This latest network evolution 

makes the mandate “do more with less” truly achievable.   
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