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Patterns for e-business

This redbook is part of the Patterns for e-business series. In this introductory
chapter, we provide an overview of how IT architects can work effectively with the
Patterns for e-business.

The role of the IT architect is to evaluate business problems and build solutions
to solve them. To do this, the architect begins by gathering input about the
problem and creating an outline of the desired solution, taking into account any
special considerations or requirements that need to be factored into that solution.
The architect then takes this input and designs the solution. This solution can
include one or more computer applications that address the business problems
by supplying the necessary business functions.

To enable the architect to do this better each time, we need to capture and reuse
the experience of these IT architects in such a way that future engagements can
be made simpler and faster. We do this by taking these experiences and using
them to build a repository of assets, a source from which architects can reuse
this experience to build future solutions, using proven assets. This reuse saves
time, money and effort and in the process helps ensure delivery of a solid,
properly architected solution.

The IBM Patterns for e-business help facilitate this reuse of assets. Their
purpose is to capture and publish e-business artifacts that have been used,
tested and proven. The information captured by them is assumed to fit the
majority, or 80/20 situation.

© Copyright IBM Corp. 2002. All rights reserved. 3



The IBM Patterns for e-business are further augmented with guidelines and
related links for their better use.

The layers of patterns plus their associated links and guidelines allow the
architect to start with a problem and a vision for the solution, and then find a
pattern that fits that vision. Then, by drilling down using the patterns process, the
architect can further define the additional functional pieces that the application
will need to succeed. Finally, s/he can build the application using coding
techniques outlined in the associated guidelines.
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1.1 The Patterns for e-business layered asset model

The Patterns for e-business approach enables architects to implement
successful e-business solutions through the re-use of components and solution
elements from proven successful experiences. The Patterns approach is based
on a set of layered assets that can be exploited by any existing development
methodology. These layered assets are structured in a way that each level of
detail builds on the last. These assets include:

>

Business patterns that identify the interaction between users, businesses,
and data.

Integration patterns that tie multiple Business patterns together when a
solution cannot be provided based on a single Business pattern.

Composite patterns that represent commonly occurring combinations of
Business patterns and Integration patterns.

Application patterns that provide a conceptual layout describing how the
application components and data within a Business pattern or Integration
pattern interact.

Runtime patterns that define the logical middleware structure supporting an
Application pattern. Runtime patterns depict the major middleware nodes,
their roles, and the interfaces between these nodes.

Product mappings that identify proven and tested software implementations
for each Runtime pattern.

Best-practice guidelines for design, development, deployment, and
management of e-business applications.

These assets and their relation to each other are shown in Figure 1-1.

Chapter 1. Patterns for e-business
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Customer
requirements

Composite
patterns

Business
patterns

Integration
patterns

Application
patterns

Runtime

patterns Best-Practice Guidelines

e Application Design

e Systems Management

e Performance

o Application Development
e Technology Choices

Product
mappings

Figure 1-1 The Patterns for e-business layered asset model

Patterns for e-business Web site

The Patterns Web site provides an easy way of navigating top down through the
layered Patterns’ assets in order to determine the preferred reusable assets for
an engagement.

For easy reference to Patterns for e-business, refer to the Patterns for e-business
Web site at:

http://www.ibm.com/developerWorks/patterns/

1.2 How to use the Patterns for e-business

6

As described in the last section, the Patterns for e-business are a layered
structure where each layer builds detail on the last. At the highest layer are
Business patterns. These describe the entities involved in the e-business
solution.
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Composite patterns appear in the hierarchy shown in Figure 1-1 above the
Business patterns. However, Composite patterns are made up of a number of
individual Business patterns, and at least one Integration pattern. In this section,
we will discuss how to use the layered structure of Patterns for e-business
assets.

1.2.1 Select a Business, Integration, or Composite pattern, or a
Custom design

When faced with the challenge of designing a solution for a business problem,
the first step is to take a high-level view of the goals you are trying to achieve. A
proposed business scenario should be described and each element should be
matched to an appropriate IBM Pattern for e-business. You may find, for
example, that the total solution requires multiple Business and Integration
patterns, or that it fits into a Composite pattern or Custom design.

For example, suppose an insurance company wants to reduce the amount of
time and money spent on call centers that handle customer inquiries. By allowing
customers to view their policy information and to request changes online, they
will be able to cut back significantly on the resources spent handling this by
phone. The objective is to allow policyholders to view their policy information
stored in legacy databases.

The Self-Service business pattern fits this scenario perfectly. It is meant to be
used in situations where users need direct access to business applications and
data. Let’s take a look at the available Business patterns.

Business patterns

A Business pattern describes the relationship between the users, the business
organization or applications, and the data to be accessed.

Chapter 1. Patterns for e-business 7
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There are four primary Business patterns.

business via the Internet

Business Patterns Description Examples
. Applications in which . .
Self-Service . . Simple Web site
(User-to-Business) users interact with a applications

Collaboration
(User-to-User)

Applications in which the
Internet supports
collaborative work
between users

e-mail, community, chat,
video conferencing, etc.

Information Aggregation
(User-to-Data)

Applications in which
users can extract useful
information from large
volumes of data, text,
images, etc.

Business intelligence,
knowledge management,
Web crawlers

Extended Enterprise
(Business-to-Business)

Applications that link two
or more business
processes across
separate enterprises

EDI, supply chain
management, etc.

Figure 1-2 The four primary Business patterns

It would be very convenient if all problems fit nicely into these four slots, but in
reality, things will often be more complicated. The patterns assume that most
problems, when broken down into their most basic components, will fit more than
one of these patterns. When a problem requires multiple Business patterns, the
Patterns for e-business provide additional patterns in the form of Integration

patterns.

Patterns for the Edge of Network




Integration patterns
Integration patterns allow us to tie together multiple Business patterns to solve a
business problem. The Integration patterns include:

Integration Patterns Description Examples

Integration of a number
Access Integration of services through a Portals
common entry point

Integration of multiple
applications and data Message brokers,

sources without the user | workflow managers
directly invoking them

Application Integration

Figure 1-3 Integration patterns

These Business and Integration patterns can be combined to implement
installation-specific business solutions. We call this a Custom design.

Custom design
We can represent the use of a Custom design to address a business problem
through an iconic representation, as shown below:

Self-Service

Collaboration

Information Aggregation

Access Integration
Application Integration

Extended Enterprise

Figure 1-4 Patterns representing a Custom design

Chapter 1. Patterns for e-business 9



If any of the Business or Integration patterns are not used in a Custom design,
we can show this with blocks that are lighter than the others. For example,
Figure 1-5 shows a Custom design that does not have a Collaboration business
pattern or an Extended Enterprise business pattern for a business problem:

Self-Service

Information Aggregation

Access Integration
Application Integration

Figure 1-5 Custom design excluding Collaboration and Extended Enterprise patterns

A Custom design may also be a Composite pattern if it recurs many times across
domains with similar business problems. For example, the iconic view of a
Custom design in Figure 1-5 can also describe a Sell-Side Hub composite
pattern.

10  Patterns for the Edge of Network



Composite patterns

Several common uses of Business and Integration patterns have been identified
and formalized into Composite patterns. The identified Composite patterns are

as follows:

Composite Patterns

Description

Examples

Electronic Commerce

User-to-Online-Buying

® www.macys.com
® wWww.amazon.com

Portal

Typically designed to aggregate
multiple information sources and
applications to provide uniform,
seamless, and personalized
access for its users.

e Enterprise intranet portal
providing self-service functions
such as payroll, benefits, and
travel expenses.

e Collaboration providers who
provide services such as e-mail
or instant messaging.

Account Access

Provides customers with
around-the-clock account access
to their account information.

® Online brokerage trading apps.

e Telephone company account
manager functions.

e Bank, credit card and insurance
company online apps.

Trading Exchange

Allows buyers and sellers to trade
goods and services on a public
site.

® Buyer's side - interaction
between buyer's procurement
system and commerce
functions of e-Marketplace.

e Seller's side - interaction
between the procurement
functions of the e-Marketplace
and its suppliers.

services from prospective sellers
across the Web.

Sell-Side Hub The seller owns the e-Marketplace
S l and uses it as a vehicle to sell ® www.carmax.com (car purchase)
(Supplier) goods and services on the Web.
The buyer of the goods owns the
e-Marketplace and uses it as a
. vehicle to leverage the buying or
Buy-Side Hub procurement budget in soliciting WWW.wre.org
(Purchaser) the best deals for goods and (WorldWide Retail Exchange)

Figure 1-6 Composite patterns

Chapter 1. Patterns for e-business 11




The makeup of these patterns is variable in that there will be basic patterns
present for each type, but the Composite can easily be extended to meet
additional criteria. For more information on Composite patterns, refer to Patterns
for e-business: A Strategy for Reuse by Jonathan Adams, Srinivas Koushik, Guru
Vasudeva, George Galambos, ISBN: 1-931182-02-7.

1.2.2 Selecting Application patterns

12

Once the Business pattern is identified, the next step is to define the high-level
logical components that make up the solution and how these components
interact. This is known as the Application pattern. A Business pattern will usually
have multiple possible Application patterns. An Application pattern may have
logical components that describe a presentation tier for interacting with users, an
application tier, and a back-end application tier.

Application patterns break the application down into the most basic conceptual
components, identifying the goal of the application. In our example, the
application falls into the Self Service business pattern and the goal is to build a
simple application that allows users to access back-end information. The

following Application pattern fulfills this requirement.
Presentation2 Application 2
synchronous Web synch/

i g asynch Back-end
Presentation1 Application y i R

Application node Application node containing
i existing components with ;
I:I containing new or D o M R e Read / Write data

TGS GRmTenaiE or which cannot be changed

Figure 1-7 Self -Service: directly integrated single channel

The Application pattern shown consists of a presentation tier that handles the
request/response to the user. The application tier represents the component that
handles access to the back-end applications and data. The multiple application
boxes on the right represent the back-end applications that contain the business
data. The type of communication is specified as synchronous (one request/one
response, then the next request/response) or asynchronous (multiple requests
and responses intermixed).

Patterns for the Edge of Network



Suppose that the situation is a little more complicated than that. Let's say that the
automobile policies and the homeowner policies are kept in two separate and
dissimilar databases. The user request would actually need data from multiple,
disparate back-end systems. In this case, there is a need to break the request
down into multiple requests (decompose the request) to be sent to the two
different back-end databases, then to gather the information sent back from the
requests and put this information into the form of a response (recompose). In this
case, the following Application pattern would be more appropriate.

Back-end
Presentation2 Application 2
synchronous synch/
Presentation1 g:ggmg/ asynch Back_-en_d
Application 1
T:,?,Zsrfir: draotar Application node Application node containing
SO containing new or existing components with Read / Write

- Cached committed data modified no need for modification data
- Staged data (data components or which cannot be changed
replication flow)

Figure 1-8 Self-Service: decomposition

This Application pattern extends the idea of the application tier that accesses the
back-end data by adding decomposition and recomposition capabilities.

1.2.3 Review Runtime patterns

The Application pattern can be further refined with more explicit functions to be
performed. Each function is associated with a runtime node. In reality, these
functions, or nodes, can exist on separate physical machines or may co-exist on
the same machine. In the Runtime pattern, this is not relevant. The focus is on
the logical nodes required and their placement in the overall network structure.

As an example, let's assume that our customer has determined that his solution
fits into the Self Service business pattern and that the Directly Integrated Single
Channel pattern is the most descriptive of the situation. The next step is to
determine the Runtime pattern that is most appropriate for his situation.
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He knows that he will have users on the Internet accessing his business data and
he will therefore require a measure of security. Security can be implemented at
various layers of the application, but the first line of defense is almost always one
or more firewalls that define who and what can cross the physical network
boundaries into his company network.

He also needs to determine the functional nodes required to implement the

application and security measures. The following Runtime pattern is one of his
options.

Outside world

| Public Key | J‘\
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Domain Name o H ‘L
Server ic Web = Existing
- o Application = applications
. ﬁ S Server T and data
o = £
/ A E 8
‘ User
Application Pattern 2
Presentation — Application Application

.e

Figure 1-9 Directly Integrated Single Channel application pattern: Runtime pattern

By overlaying the Application pattern on the Runtime pattern, you can see the
roles that each functional node will fulfill in the application. The presentation and
application tiers will be implemented with a Web Application Server, which
combines the functions of an HTTP server and an application server. It handles
both static and dynamic Web pages.

Application security is handled by the Web Application Server through the use of
a common central directory and security services node.
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A characteristic that makes this Runtime pattern different from others is the
placement of the Web Application Server between the two firewalls. The following
Runtime pattern is a variation on this. It splits the Web Application Server into
two functional nodes by separating the HTTP server function from the application
server. The HTTP server (Web server redirector) will serve static Web pages and
redirect other requests to the application server. It moves the application server
function behind the second firewall, adding further security.

Outside world ‘Demilitarized Zone (DM2Z)

Internal network

CEEEEEE—
s ,L Directory and
! Public Key | Secqrity
' Infrastructure | | _ _ Services
N L. © T ————
I :
o N g Q
. ) ic ic —_—
Domain Nam L L
° Sa:a:rveral ® 8 Web Server = Application Existing
COOITTTTLL 8 Redirector g Server applications
_ J[ ° o and data
T = [a]
y o ———
/ User -

Application Pattern 2

Presentation H Application —

Figure 1-10 Directly Integrated Single Channel application pattern: Runtime Variation 2

Application

These are just two examples of the possible Runtime patterns available. Each
Application pattern will have one or more Runtime patterns defined. These can
be modified to suit the customer needs. For example, he/she may want to add a
load-balancing function and multiple application servers.

1.2.4 Review Product mappings

The last step in defining the network structure for the application is to correlate
real products with one or more runtime nodes. The patterns Web site shows
each Runtime pattern with products that have been tested in that capacity. The
Product mappings are oriented toward a particular platform, though it is more
likely that the customer will have a variety of platforms involved in the network. In
this case, it is simply a matter of mix and match.
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For example, the runtime variation in Figure 1-10 could be implemented using
the product set depicted in Figure 1-11.
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Figure 1-11 Directly Integrated Single Channel application pattern: Product mapping

1.2.5 Review guidelines and related links
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The Application patterns, Runtime patterns, and Product mappings are intended
to guide you in defining the application requirements and the network layout. The
actual application development has not been addressed yet. The patterns Web
site provides guidelines for each Application pattern that include techniques for
developing, implementing, and managing the application based on the following:

» Design guidelines instruct you on tips and techniques for designing the

applications.

» Development guidelines take you through the process of building the
application, from the requirements phase all the way through the testing and
rollout phases.

» System management guidelines address the day-to-day operational
concerns, including security, backup and recovery, application management,

etc.

» Performance guidelines give information on how to improve the application
and system performance.
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1.3 Summary

The IBM Patterns for e-business are a collective set of proven architectures. This
repository of assets can be used by companies to facilitate the development of
Web-based applications. They help an organization understand and analyze
complex business problems and break them down into smaller, more
manageable functions that can then be implemented.
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Edge of network Runtime
patterns for high availability

This chapter will introduce you to the principles of high availability and some
basic high availability Runtime patterns.

We will point out the specialties of each pattern and show how your site can grow
to fulfill its needs. Once you are more familiar with these patterns, you will use
them as building blocks to design more complex enterprise environments.
Applying these patterns, the site can evolve rather than being rebuilt for each
change. As in e-business, there is only one constant: change.
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2.1 High availability principles

The basic principles of high availability (HA) are very simple. You must consider
the possible failure of each component in the architecture of your solution. This
will have an impact on your decisions all the way down from the architecture to
the design, technology, topology, and products used to build the overall solution.

Once the solution as a whole is defined to meet high availability requirements,
you must identify dependencies on which you may, or may not have short-term
influence. Your Internet Service Provider (ISP) is an example of this. If your
connection to the Internet goes down, all you can do is to wait for it to come back.
Dependence on a single ISP is a potential high availability bottleneck. Planning
and designing a configuration using multiple ISPs for high availability requires a
considerable amount of time to arrange. You must consider and plan for this well
in advance.

The skills of your staff and availability of vendor support are crucial assets in
supporting the high availability requirements of your configuration.

2.1.1 High availability rules for Runtime environments

20

In this chapter, we will give you simple rules and guidelines when planning for
high availability of your runtime environment and for verifying existing high
availability configurations.

There are three basic rules:

1. Every entity must be redundant.
2. Each entity must be monitored for failure.
3. A failed entity must not receive any work.

There is a set of high availability terms that relate to the rules listed above in
defining “the anatomy of a failure”. These terms are:

» Detect - continually monitor your configuration for component failures or
problems

» Recover - use of redundant entities to continue processing during component
failure

» Decide - make a decision to not send work to a failed entity and then decide to
send work to that entity after repair

» Repair - fixing the problem component and bringing it back online
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2.1.2 Redundancy

In order to make entities useful for high availability, they must be grouped
together for redundancy. There are three major groups (see Figure 2-1):

» High availability pair

Some products have the capability to act in pairs, complying with all three
high availability rules. There are two kinds of pairs. Primary/Backup, and Peer
pairs.

With the Primary/Backup type, one does the work (Primary role) while the
other one monitors it (Backup or standby role). The Backup takes over in case
of a detected failure. For example High Availability Cluster Multiprocessing -
HACMP (AIX) or Solaris Cluster (SUN) achieve this at an operating system
level.

Another example is WebSphere Edge Server Load Balancer in high
availability (HA) mode. Here, it is done at the application level.

In a peer high availability configuration, both members are actively working
and still monitoring each other, taking over the work from its peer in case of a
detected failure. WebSphere Edge Server Load Balancer in mutual HA mode
works in this way.

» Cluster

Most products that are grouped into a cluster are not capable of monitoring
their peers. Usually, they are not even aware of being grouped. They need a
third party to distribute requests between them and to comply with high
availability rules 2 and 3 listed above. Each member of a cluster must be able
to serve identical requests. Members of a cluster are typically capable of
serving multiple requests in parallel (multithreaded). So they can have
different levels of load assigned to them. Adding members to a cluster and
deleting them from the cluster is an administrative task that cannot be done
on the distributor instance’s own initiative.

» Pool

If the members of a group are threads, like servlet instances or JDBC
connection instances, it is typically referred to as a pool. Like members of a
cluster, they require a third party to distribute requests and to comply with
high availability rules 2 and 3 listed above. In this example of a group, the
distributing instance can create and delete threads in the pool to adjust to the
overall load on the pool.
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HA configuration
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Figure 2-1 HA Pair, Cluster and Pool

2.1.3 Request distribution
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To distribute requests to the members of a cluster or pool, there must be an entity
that is aware of all members. This entity must address high availability rules 2
and 3. If a distributing entity is enhanced with the capability to measure the load
on the cluster members and distribute the load equally among them, it is referred
to as a load balancer.

There are two distinct configurations using load balancers, the cluster
configuration and the high availability configuration.

Cluster configuration

In a cluster configuration, you have multiple entities that perform redirection or
basic load balancing functions that are not aware of each other. Therefore, they
are grouped in clusters themselves. To comply with high availability rules 2 and 3,
these entities would need a third party. Refer to Figure 2-2.

Each entity has the following role:
» Monitor members of a downstream cluster and detect a failure

» Balance requests between the downstream servers in a given cluster

The advantages of a configuration like this are security and separation of
processing functions. The security aspect allows you to place the application
server behind a domain firewall (not illustrated in Figure 2-2, but shown in later
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figures). The separation of processing functions allows the machine selection to
be made to suit the appropriate processing request (for example Web serving as
opposed to application serving).

Examples of technologies that would fit into this category are:

» Caching proxy node enhanced with a content-based routing component (for
example, WebSphere Edge Server CBR component)

» Web server redirector node (for example, WebSphere Application Server
Plug-in)

» Java Virtual Machine (servlet pool, JDBC connection pool, etc.)

» Stand-alone Load Balancer node (for example, WebSphere Edge Server
Network Dispatcher)

HA Load

oY)
L
Q
=)
o
()
=

Web server ' Web server
with with
redirector redirector

-

,,,,,,,,

Figure 2-2 Cluster configuration

High availability configuration

In a high availability configuration, the load balancers act in pairs, capable of
complying with all three high availability rules. Each load balancer has the
following role:

» Capability to monitor its peer load balancer and detect a failure

» Capability to take over the balancing task from its peer load balancer

» Capability to monitor members of a downstream load balancer cluster and
detect a failure

» Capability to balance requests between the downstream servers in a given
load balancer cluster
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An example of this would be the WebSphere Edge Server Load Balancer in high
availability mode.

HA Load HA Load
Balancer Balancer
' Web server ! ' Web server '
l with | l with !
i redirector | | redirector !
,777£/:<'/:,,, S VA
| | | [ |
| | | [ |
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Figure 2-3 Load balancer high availability configuration

2.2 Runtime node types and tiers

The following sections define the types of nodes used to describe runtime
patterns and the different locations (tiers) they can occur within a network.

2.2.1 Runtime nodes

24

To understand the Runtime patterns for high availability, you will need to review
the following node definitions.

Public Key Infrastructure node (PKIl)

PKl is a collection of standards-based technologies and commercial services to
support the secure interaction of two unrelated entities (for example, a public
user and a corporation) over the Internet. In the context of the topologies defined
in this redbook, PKI supports the authentication of the server to the browser
client, using the SSL protocol.

Domain Name System (DNS) node

The DNS node assists in determining the physical network address associated
with the symbolic address (URL) of the requested information. The DNS is that of
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the Internet service provider, although DNS is implemented on the accessed site
also.

User node

The user node is most frequently a personal computing device (PC, etc.)
supporting a commercial browser, for example, Netscape Navigator or Internet
Explorer. The level of the browser is expected to support SSL and some level of
DHTML. Increasingly, designers should also consider that this node may be a
pervasive computing device, such as a Personal Digital Assistant (see Mobile
clients below).

Load balancer node

The load balancer node provides horizontal scalability by dispatching HTTP
requests among several, identically configured Web server nodes. Using a load
balancer node may introduce the need to ensure session affinity.

A variation of the load balancer node is the high availability load balancer node.
This node type introduces a backup load balancer machine that remains ready at
all times to take over load balancing tasks should the primary load balancer
machine fail. A variation of this is mutual high availability which allows the two
load balancer machines to both be active and standby for each other.

Web Application Server node

A Web Application Server node is an application server that includes an HTTP
server (also known as a Web server) and is typically designed for access by
HTTP clients and to host both presentation and business logic.

The Web Application Server node is a functional extension of the informational
(publishing-based) Web server node. It provides the technology platform and
contains the components to support access to both public and user-specific
information by users employing Web browser technology. For the latter, the node
provides robust services to allow users to communicate with shared applications
and databases. In this way, it acts as an interface to business functions, such as
banking, lending, and HR systems.

This node would be provided by the company, on company premises, or hosted
inside the enterprise network and inside a Demilitarized Zone (DMZ) for security
reasons. In most cases, access to this server would be in secure mode, using
services such as SSL or IPSec.

In the simplest design, this node can provide the management of hypermedia
documents and diverse application functions. For more complex applications or
those demanding stronger security, it is recommended that the application be
deployed on a separate Web Application Server node inside the internal network.
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Data that may be contained on the node includes:

» HTML text pages, images, multimedia content to be downloaded to the client
browser

» JavaServer Pages

» Application program libraries, for example, Java applets for dynamic
downloading to client workstations

Directory and security services node

The directory and security services node supplies information on the location,
capabilities and various attributes (including user ID/password pairs and
certificates) of resources and users, known to this Web application system. The
node may supply information for various security services (authentication and
authorization) and may also perform the actual security processing, for example,
to verify certificates. The authentication in most current designs validates the
access to the Web Application Server node part of the Web server, but it can also
authenticate for access to the database server node.

Protocol firewall and domain firewall nodes

Firewalls provide services that can be used to control access from a less trusted
network to a more trusted network. Traditional implementations of firewall
services include:

» Screening routers (the protocol firewall in this design)
» Application gateways (the domain firewall)

The two firewall nodes provide increasing levels of protection at the expense of
increasing computing resource requirements. The protocol firewall is typically
implemented as an IP router, while the domain firewall is a dedicated server
node.

Database server node

The database server node provides a persistent data storage and retrieval
service in support of transactional interactions. The data stored is relevant to the
specific business interaction, for example, bank balance, insurance information,
current purchase by the user, etc.

It is important to note that the mode of database access is perhaps the most
important factor determining the performance of this Web application, in all but
the simplest cases. The recommended approach is to collapse the database
accesses into a single call or very few calls. This can be achieved via coding and
invoking stored procedure calls on the database.
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Shared file system node

The timely synchronization of several Web server nodes is achieved by using a
shared file system as the content storage and capitalizing on the replication
capability of this technology.

2.2.2 Network tiers

Within a typical Runtime pattern, the network is divided into three parts or tiers:

» Outside world
» Demilitarized Zone (DMZ)
» Internal network

Outside world

The first tier is the outside world (Internet). The outside world contains nodes
such as the public key infrastructure, domain name servers, and of course user
nodes. User nodes are responsible for accepting and validating the user input,
communicating the user inputs to the e-business Web server node, and
presenting the results received from the Web server node to the user. User
nodes typically use HTTP to communicate with the Web Application Server.

Demilitarized Zone (DM2)

The second tier is known as a Demilitarized Zone. The first and second tiers are
separated by a protocol firewall. The DMZ is a network area that is exposed to an
untrusted outside world (Internet), and is considered a high-risk zone for attacks.
No confidential material should reside on any server in a DMZ in an unprotected
form. Only approved ports should be opened between the first and second tier.

Internal network

The internal network (intranet), or third tier, is protected by an additional firewall
called a domain firewall. No direct traffic from the first tier is allowed to the third
tier. The intranet is considered a safe zone for applications that obtain
confidential material.

In this book, we concentrate on high availability and high performance guidelines
and scenarios as they apply to nodes in the DMZ for Runtime patterns.
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2.3 Runtime patterns for high availability

Runtime patterns are shown in graphical form using standard node types to
identify the function represented by that node. Most patterns will consist of a core
set of common nodes, with the addition of one or more nodes unique to that
pattern.

2.3.1 Application patterns

28

Runtime patterns and the associated node types are chosen based on the
Application pattern selected to address a specific business need. Recall from
1.2.2, “Selecting Application patterns” on page 12 that in some cases, many
different Application patterns may be available to satisfy the Business pattern.
For our Runtime pattern examples, we will use the Stand-alone Single Channel
Application pattern.

_ synchronous
Presentation Application

Application node
containing new or Read / Write
modified data

components

Figure 2-4 Stand-alone Single Channel application pattern

This application pattern provides for stand-alone applications that have no need
for integration with existing applications or data. It assumes one delivery channel,
most likely a Web client, although it could be something else. It consists of a
presentation tier that handles all aspects of the user interface, and an application
tier that contains the business logic to access data from a local database. The
communication between the two tiers is synchronous. The presentation tier
passes a request from the user to the business logic in the Web application tier.
The requests is handled and a response sent back to the presentation tier for
delivery to the user.
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2.3.2 Basic Runtime pattern

Figure 2-5 shows the base Runtime pattern for the Self-Service Stand-alone
Single Channel application pattern. We will use it as the standard application
pattern for the high availability patterns and variations in order to show the
additional nodes you will need for a each high availability configuration. This does
not mean that you would not reproduce this configuration in other application

patterns. These same principles can be used in many Business and Runtime
patterns.
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Figure 2-5 Basic Runtime pattern

Both the presentation and application tier are located in the Web Application
Server. The Web Application Server node itself is located between two firewalls.
This semi-secure area is referred to as the DMZ (Demilitarized Zone). The Web
Application Server node also provides authentication and authorization services
through the use of a common directory services node in the secure, or internal
network behind a second firewall. Application data and application server
configuration data is also kept on a database node behind the second firewall.

2.3.3 Basic Runtime pattern variation 1: Single load balancer
In this variation, multiple Web Application Servers are running an application. A

single load balancer distributes incoming requests for an application among the
Web servers on the Web Application Server nodes.

A load balancer balances incoming traffic among a cluster of back-end servers
(that serve the same content) through a combination of load balancing and
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management software. It can detect a failed back-end server and forward traffic
to other servers within the same cluster of back-end servers. When a failed
back-end server is brought back online, the load balancer will automatically
resume forwarding traffic to it. All client requests received by the load balancer
machine are directed to the “best” back-end server in a cluster according to
weights that can be set dynamically or fixed. Dynamic weights can be adjusted
using advisors to gather information on the health and load of the back-end
servers. For a more detailed explanation of the load balancer function as

implemented by IBM WebSphere Edge Server, refer to 4.2, “Load Balancer” on
page 62.

For this variation, you need the nodes in the basic Runtime pattern and at least
two additional nodes:

» One load balancer node

» One or more additional Web Application Server nodes

This Runtime pattern represents an initial step in your effort to provide high
availability for the site. Although scalability and high availability for the application

are achieved through the use of a load balancer node in front of a cluster of
content server nodes, it does not provide failover for the load balancer node itself.
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Figure 2-6 Runtime variation 1: Single load balancer

From a security point of view, the load balancer node is neutral. It does not affect

the security of your site as long as you do not forward unauthorized requests
directly into your internal network.
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Note: When designing your runtime topology, be careful not to forward
unauthenticated requests from the Internet directly through the domain firewall
into your private network. If you have files which do not need to be protected,
place the server in the DMZ.

We recommend that you perform an address and/or port change through the
NAT/NAPT forwarding method before forwarding requests into your private
network. Some companies security policies even demand a protocol change
between the first and the second firewall.

Benefits

This runtime topology offers the following benefits:

» Very simple installation and configuration

» Very little delay for the forwarding task if the MAC forwarding method is used
» High availability and failover for the Web Application Server nodes is provided
»

Horizontal scalability is possible by simply adding more servers to the content
server load balancer cluster

Limitations
This runtime topology has the following limitations:

» The load balancer node still represents a single point of failure

Product mapping

Product mapping correlates real products with one or more runtime nodes. In our
high availability scenarios, we will document only the products implemented on
nodes in the DMZ since this is where we will demonstrate our high availability
alternatives.
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Figure 2-7 Single load balancer product mapping

In Figure 2-7, we list two possible product configurations for the load balancer
node. One possible configuration uses Windows 2000 as the base operating
system while the other uses AIX V4.3.3 as the base. In both cases, IBM
WebSphere Edge Server V2 requires Java 1.3 as a prerequisite. Java 1.3 ships
with WebSphere Edge Server for Windows and Linux. For AlX, the Java 1.3
runtime environment can be obtained at:

http://www.ibm.com/developerworks/java/jdk/index.html

IBM WebSphere Edge Server

The load balancer node is implemented using Load Balancer Dispatcher
component of IBM WebSphere Edge Server V2.0. The Load Balancer
component is configured so the two WebSphere Application Servers comprise
one load balanced cluster. Requests can be distributed round-robin or based on
load using advisors. The Media Access Control (MAC) forwarding method of
Load Balancer can be used in this configuration (see 4.2.2, “Media Access
Control (MAC) forwarding” on page 65 for additional information). However, both
Network Address Translation (NAT) and Network Address Port Translation
(NAPT) forwarding methods could be used. Enhanced recognition of available
CPU and memory resources on content servers using advisors or metric server
agents is provided with the Load Balancer. Session affinity to a specific Web
server can be maintained using the sticky time affinity feature or the active cookie
support of the Load Balancer. However, the use of application server clones
using cookie-based server affinity is also an option.
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SSL connections from the client to the load balancer will be tunneled to the Web
Application Servers.

WebSphere Application Server

The WebSphere Application Servers are configured with the same applications
available on both servers. This can be accomplished using clones. Cookie-based
server affinity is provided by the WebSphere Application Servers

2.3.4 Basic Runtime pattern variation 2: Load balancer hot standby

This is the standard high availability solution for the load balancer nodes
themselves. This pattern removes the single point of failure from the load
balancer node by adding a second node with the same function. The first node
will be the active, working load balancer. It is the primary load balancer. The
second one keeps track of the balancing information and is ready to take over the
work of the primary node at any moment. It is the standby load balancer.

For additional information on Load Balancer High Availability support, see 4.2.5,
“Load Balancer High Availability feature” on page 71.

For this variation you need at least three nodes in addition to the basic Runtime
pattern:

» Two load balancer nodes
» One or more additional Web Application Server nodes
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Figure 2-8 Basic Runtime pattern variation 2: Load balancer hot standby
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Benefits
This variation offers all of the benefits listed for variation 1, plus:

» High availability and failover is provided for the load balancer nodes

Disadvantages
This variation has the following disadvantage:

» One server is in hot standby mode, not doing any productive work

Product mapping

There are two product mapping options available for the load balancer hot
standby configuration.

Product mapping option 1

In this product mapping, two separate load balancer machines are used to
perform the primary and standby load balancer functions.
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Figure 2-9 Load balancer hot standby product mapping option 1
The Edge Server Load Balancer components keep in constant contact with each

other by exchanging a heartbeat between them. This enables the standby load
balancer to take over without losing IP packets.
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Product mapping option 2

This product mapping option provides a load balancer hot standby configuration
without increasing the need for physical machines.
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Figure 2-10 Load balancer hot standby product mapping option 2

IBM Edge Server allows you to run a backup Load Balancer on one of the Web

Application Server machines. This is referred to as collocation. Collocation of the
WebSphere Edge Server Load Balancer component is supported on AIX, Linux
and Solaris platforms.

In this configuration, the backup load balancer node could be affected by
problems on the Web Application Server node. In addition, collocation of the
backup load balancer function on a content server machine is not supported on
all platforms.

2.3.5 Basic Runtime pattern variation 3: Mutual high availability

This variation demonstrates an advanced way to run two load balancer nodes in
a highly available configuration called the mutual high availability mode. In the
previous patterns, a second load balancer node existed, but was in hot standby

mode. It did not perform load balancing unless the primary load balancer node
failed.
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In a mutual high availability configuration, both load balancer nodes are active
and balancing requests for their own configured back-end server clusters. It is
possible to configure this feature if you have at least two clusters of back-end
servers to be load balanced.

As can be seen in Figure 2-11, each load balancer is configured with its own set
of back-end servers to be load balanced. In addition, each load balancer also
has connections to, and definitions for, the back-end servers of the other load
balancer machine. Each load balancer monitors the health of the other load
balancer, and if one detects the failure of the other, it takes over the load
balancing function for the failing load balancer machine.

Each load balancer presents a different IP address and DNS name to the
Internet. When a failure is detected by one of the load balancer machines, one of
the functions it performs during takeover is to dynamically alias the IP address of
the failing load balancer machine to its NIC. It will then receive packets destined
for the failed machine.

For additional information on mutual high availability, see 4.2.6, “Load Balancer
Mutual High Availability feature” on page 73.

For this variation, you need at least three nodes in addition to the Basic Runtime
pattern:

» Two load balancer nodes.
» One or more additional Web Application Server nodes.
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Figure 2-11 Basic Runtime pattern variation 3: Mutual high availability

With mutual high availability, each load balancer node has at least one load
balancer cluster assigned to it and hence acts in the role of the primary load
balancer for it. Each node also performs the backup load balancer role for the
cluster(s) of its partner node.
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Benefits:

Additional benefits from previous Runtime patterns are:

» Both load balancer nodes are active and perform load balancing.

Disadvantages:

This variation has the following disadvantage:

» The configuration of mutual high availability is more complex
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Figure 2-12 Mutual high availability product mapping

Note in Figure 2-12 that one of the load balancer machines is running Windows
2000 while the other machine is running AIX V4.3.3. This is supported, but not
recommended because the different processing speeds and capacities between
the two machine types could potentially cause performance degradation in a

backup situation.

2.3.6 Basic Runtime pattern variation 4: wide area load balancing

This variation introduces load balancing among remote networks. A load
balancer node balances requests between remote networks. Load balancer
nodes in each local network are members of a wide area cluster and act as both
a router between the main load balancer node and the local cluster as well as a
load balancer for the local cluster. Such a local cluster could also represent an

entire site.
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The main load balancer node should always be set up in high availability mode.

For additional information on wide area load balancing, see 4.2.7, “Wide Area
Network Dispatcher (WAND)” on page 75.
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Figure 2-13 Basic Runtime pattern variation 4: Wide area load balancing

Benefits

This variation provides all the advantages of variation 1, plus:

» Provides high availability among remote clusters or even entire sites, but is
still simple to implement

» Supports cookie-based server affinity

» Entire sites can be added and removed by simply adding or removing the
local load balancer node from the wide area load balancer cluster

» When using MAC forwarding, response data is sent directly to the client

Disadvantages
This variation has the following disadvantage:

» When load balancing entire sites, everything depends on those main load
balancer nodes
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Product mapping option 1

The product mapping is similar to variation 1. In Figure 2-14, the product
mappings for Site A and Site B would correspond to those seen in Figure 2-7 on
page 32.
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Figure 2-14 Wide area load balancing product mapping option 1

The Dispatcher component of Load Balancer provides a Wide Area Network
Dispatcher (WAND) enhancement that offers support for remote servers. A
remote server consists of a remote load balancer machine and its locally
attached back-end load balanced servers.

A client’s request packet can flow from the Internet to a load balancer machine,
from there to a geographically remote load balancer machine, then to one of its
locally attached back-end servers. The data returned to the client from the
back-end server can flow directly back to the Internet and the client.

This allows one load balancer cluster address to support all worldwide client
requests while distributing the load to back-end servers around the world. The
load balancer machine initially receiving the request can still have local servers
attached to it and can distribute the load among its local back-end servers as well
as the remote servers.
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Product mapping option 2: Site Selector

This variation is an alternative of the wide area load balancing described
previously. As in variation 4, remote clusters are load balanced. However, in this
instance, the load balancing is done by mapping DNS names to IP addresses,
acting as a non-recursive (leaf node) name server.
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Figure 2-15 Wide area load balancing product mapping option 2

Site Selector is a component of WebSphere Edge Server Load Balancer. It
communicates with the Domain Name Server (DNS) to return the appropriate IP
address to the client based on feedback from the back-end servers. It selects the
“right” cluster or back-end server IP address to satisfy a client name service
request. This allows the client to connect directly to the cluster or back-end
server for all its communications.

Site Selector can be used in conjunction with advisors and the Metric Server
component of Network Dispatcher (refer to 4.2.9, “Metric Server” on page 77) to
determine the best server that a client request should be sent to. Additionally, if
Site Selector is used with Metric Server, it can make use of a feature called
Network Proximity, which allows Site Selector to choose the best server
according to the shortest response time of a ping between the servers and the
client.
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You should note the following considerations:

» DNS query responses might be cached at various places, delaying the
change of Site Selector’s preferred target servers. Browsers will often cache
DNS resolved IP addresses.

» Site Selector depends on DNS servers, for which it acts as a leaf node.
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Edge of network Runtime
patterns for performance

In this chapter, we discuss performance issues and provide some basic high
performance Runtime patterns.

The baseline to performance is apparent: you want good response times for your
clients accessing your Web site. Today, this is not only a nice thing to have, but
an imperative demand in order to survive on the Internet and be successful

against your competitors.
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3.1 Performance factors
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There are two distinct aspects to performance. One is the minimum amount of
time needed to process a given task. This is based on the nature of the task and
the application design. The other is maintaining the amount of time needed for
each task if the number of requests for that task increases.

Performance is the result of three factors that interact with each other:

» Time

» Resources

» Workload

If we look at it in a abstract way, it is a triangular dependency.

Resources ;—————————————/rWorhoad
\
/
'\ Performance

. factors

Time

Figure 3-1 Performance factors

Each of the factors is a result of the other two. For a Web site, the time factor is
the targeted response time.

Time = Workload \ Resources

To deal with the time factor, we can do three things:
» Increase the resources

This is the obvious approach to increased throughput. The condition to meet
is scalability of both the application and the runtime environment. Scalability
of the runtime environment includes high availability. It is achieved through an
architecture that allows load balancing and clustering of resources. Scalability
of the application is a matter of its design and will not be further discussed
here.
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» Lower the workload

Because the time needed for a given task is defined by its nature and the
design of the application, we cannot influence it here. But we can try to reuse
the product of such a task. Caching is the technique to achieve this goal.
Today not only static content can be cached, but also dynamic results of
processing tasks.

» Increase the time available

Although your first thought might be that that is exactly what cannot be done,
we can do it in a abstract way. We can split the workload into sub tasks where
different functionality is needed and distribute them to specialized instances.
In this way, they can be processed in parallel and so the overall time available
is increased. This will be limited or enhanced by many factors such as
application design, application packaging, runtime topology, skills available,
and so forth. Good planning and communication between the business units
involved is crucial here.

3.2 Enhancing performance with proxy servers

A proxy server has the ability to act as a relay station for clients. Forwarding
requests and receiving the responses makes it an ideal place to cache request
results for reuse. This kind of proxy server is known as a caching proxy. This has
several benefits:

» The response time to the client requests is reduced

» The load on the content server nodes is reduced

» Less network bandwidth between the content server nodes is used
» By freeing up resources, better scalability is achieved

A proxy server can also be used to establish an additional layer between the
client and the content server nodes by hiding their IP addresses and locations, or
to intercept requests for authentication. For more information, see Chapter 5,
“Security guidelines” on page 89.

Static caching

When a client requests a file from a Web server, the Web server must find the
file, read it from disk and send it out to the network. Disk 10 operations are
among the most time consuming operations for a Web server. Saving such a file
in memory and delivering it from there dramatically reduces the response time for
all subsequent requests. This technique is known as caching. Today, most Web
servers support the use of their own caches. Having redundant Web servers in a
cluster results in redundant caching of files. Implementing a caching layer in front
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of the Web server clusters further improves the cache utilization and cache hit
rate.

Dynamic caching

For e-business applications, much of the memory and CPU processing power is
used to generate the dynamic presentation of data. Caching the results of those
operations is known as dynamic caching. It reduces response time to the client
and reduces the load on both the redirector server nodes and the application
server nodes. It also reduces the used bandwidth between the content server
nodes.

Memory cache

Memory is by far the fastest media to write to and read from. Therefore, this is the
preferred cache storage. There are limitations to the amount of memory a server
can handle and the cost per megabyte of storage space is much higher than on a
disk. Memory cache is preferred for frequently changing data of small to medium
size amounts.

Disk cache

For large amounts of data, disk caches are still a reasonable compromise
between performance benefit and storage cost. For very large caches (hundreds
of gigabytes), disk caching is the proper choice.

Cache arrays

Multiple caches can be grouped together to form an cache of a much larger total
size than one server could ever handle. Such a group is called a cache array.
Specialized protocols such as Cache Array Routing Protocol (CARP) and
Internet Caching Protocol (ICP) have been developed to enable the members of
a cache array to communicate with each other, avoiding redundant caching
within a cache array.

Proxy chaining
Implementing several layers of proxy server nodes enables the combination of
different functionalities to build sophisticated caching architectures.
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3.3 Runtime nodes

In addition to the nodes listed in 2.2.1, “Runtime nodes” on page 24, the following
nodes will be used:

Caching proxy node

A proxy server node intercepts data requests from a client, retrieves the
requested information from content-hosting machines, and delivers that content
back to the client. Most commonly, the requests are for documents stored on
Web server machines and delivered via the Hypertext Transfer Protocol (HTTP).
However, some proxy servers also handle other protocols such as File Transfer
Protocol (FTP) and Gopher. The IP address of the content-hosting machines is
not seen by the clients.

A caching proxy node stores cacheable content in a local cache before delivering
it to the client. Subsequent requests for the same content are served from the
local cache which is much faster and does not consume as much content server
processing and network bandwidth.

Web server redirector node

In order to separate the Web server node from the application server node, a
Web server redirector node (or just redirector for short) is introduced. The Web
server redirector is used in conjunction with a Web server. The Web server
redirector serves HTTP pages and forwards servlet and JSP requests to the
application servers. The advantage of using a redirector is that you can move the
application server behind the domain firewall into the secure network, where it is
more protected than within the DMZ. Static pages can be served from the DMZ
by this node.

Application server node

The application server node provides the infrastructure for application logic and
may be part of a Web Application Server node. It is capable of running both
presentation and business logic but generally does not serve HTTP requests.
When used with a Web server redirector, the application server node will run
both presentation and business logic. In other situations, it may be used for
business logic only.

Presentation server node

A presentation server node provides support to assemble HTML output in
response to client requests. It supports running of Java applets and JavaServer
Pages in the process of creating completed HTML output pages. It generally
does not serve HTTP requests. When used with a Web server redirector, the
presentation server node will run the presentation logic while a separate
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application server node runs the business logic. This allows the presentation

server node to reside in the DMZ while maintaining critical business logic and
data access in the secure intranet.

3.4 Runtime patterns

We will use the Basic Runtime pattern variation 2 (2.3.4, “Basic Runtime pattern

variation 2: Load balancer hot standby” on page 33) as the starting point for the
following patterns.
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Figure 3-2 Basic Runtime pattern variation 2
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3.4.1 Basic Runtime pattern variation 5: Redirectors

For this variation, you need at least two additional nodes:
» Two or more Web server redirector nodes

This pattern splits the Web Application Server node into two functional nodes by
separating HTTP server function from the application server function.
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Figure 3-3 Basic Runtime pattern variation 5: Redirectors

The Web server redirector node decides whether the request is being served by
the local HTTP server or forwarded to the application server nodes. This pattern
moves the application server nodes behind the domain firewall, adding further
security.

The Web server redirector node is capable of performing workload management
for the requests targeted at the application server nodes in the secure network. In
addition, it can perform a port change to match the ports on which the application
server nodes are listening. It also takes care of cookie-based server affinity.

Benefits
This variation has the following additional benefits:

» Each node type (Redirector and Application Server) can be configured to the
specific tasks

» A domain firewall between the two node types adds additional security
» More flexibility in number of nodes of each type

» Flexibility to not apply security on certain static content

Disadvantages
This variation has the following disadvantages:

» Many configuration changes on the Application Server node call for a
redeployment of the plugin-cfg.xml file to all Web server redirector nodes.

» The configuration of the domain firewall requires additional skills; especially if
NAT is implemented, IIOP traffic must be tunneled.
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Product mapping
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Figure 3-4 Redirector product mapping

The Web server redirector nodes run the IBM HTTP Server with the WebSphere
Application Server HTTP plug-in. Again, notice that two redirector nodes are
illustrated in Figure 3-4. One redirector node could possibly be sufficient to
satisfy all requests. However, high availability considerations recommend using
two redirectors with load balancer spraying requests to both of them.

3.4.2 Basic Runtime pattern variation 6: separation

The Runtime pattern we see here further separates the functionality to distinct
Application Server nodes. The presentation tasks (Web modules) are run on the
Presentation Server behind the domain firewall. The application tasks (EJB
modules) run on the Application Server nodes behind the domain firewall in the
secure network.
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Figure 3-5 Basic Runtime pattern variation 6: separation

With this topology, you would create two (WebSphere) server groups in order to
execute the presentation and the application modules on different nodes. One
would have clones on the Presentation Server nodes in the secure network
running the Web modules. The other one would have clones on the Application
Server nodes in the secure network running the EJB modules. In this manner,
more repetitive and mundane presentation tasks can be offloaded from the

application servers, freeing more processing power for business application
workload.

Benefits
This variation has the following additional advantages:

» Flexibility to choose the protocol between the two application server nodes
(HTTPR, HTTPS, RMI, RMI/IIOP)

» Further separation of presentation and application functionality

Disadvantages
This variation has the following disadvantages:

» Configuration changes on the Presentation Server node may require a
manual update of the Web server redirector nodes

» More planning for application deployment is required
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Product mapping
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Figure 3-6 Separation product mapping

The WebSphere Application Server V4 HTTP plug-in that runs in the HTTP
Redirector nodes can perform a load balancing function to spray client requests
between the two presentation server nodes.

3.4.3 Basic Runtime pattern variation 7: caching proxy

Variation 7 introduces a layer of caching proxy server nodes between the load
balancer nodes and the Web Application Server nodes. Because a pure caching
proxy node cannot balance requests to multiple (identical) proxy target nodes, a
second layer of load balancer nodes is introduced as well. The second layer of
load balancing can be configured on the two existing load balancer nodes.

For Runtime pattern 7, you need at least two nodes in addition to those in Basic
Runtime pattern variation 2:

» Two or more additional caching proxy server nodes
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Figure 3-7 Basic Runtime pattern variation 7: Caching proxy

The first load balancer node passes the request for the information to the caching
proxy nodes. The caching proxy determines if the requested page is in its cache.
If the requested information is in the cache, it is served from there. If it is not in
the cache, the request is passed on by the caching proxy to the second load
balancer node which forwards the request to the back-end servers.

To minimize the overlap of duplicated content in the local cache of each caching
proxy machine, remote cache access (RCA) can be implemented in each
caching proxy. RCA allows each proxy to share the contents of its cache with the
other proxy servers. This results in bandwidth savings because objects are not
fetched multiple times, and the larger combined logical cache yields a higher hit
rate. The challenge in efficiently using multiple caching proxy nodes is to have
high speed connections between them or, in case of disk cache, a high
performance shared file system.

Benefits
Variation 7 offers the following benefits:

» High availability is provided for all node types
» The caching proxy layer reduces response times for static, cachable content
» It reduces the load on the Web server redirector nodes

» Supports SSL encryption between client and Proxy Server node as well as
from Proxy Server node to content server node

Limitations
Variation 7 has the following limitation:
» To harvest the benefit of cache arrays, high speed connections or a high

performance shared file system between the caching proxy server nodes is
necessary
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Product mapping

As stated previously, product mapping correlates real products with one or more
runtime nodes. In our scenarios, we will document only the products
implemented on nodes in the DMZ, since this is where we will demonstrate our
alternatives.

In the following product mapping visuals, we will document only software that is
new or modified from previous product mapping configurations shown in
Figure 2-7 on page 32.
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Figure 3-8 Caching proxy product mapping

Note that two caching proxy nodes are illustrated in Figure 3-8. This is a high
availability configuration with one caching proxy node able to perform all caching
functions if the other node is unavailable. One possible configuration uses
Windows 2000 as the base operating system while the other uses AIX V4.3.3 as
the base. In both cases, IBM WebSphere Edge Server V2 requires Java 1.3 as a

prerequisite.

IBM WebSphere Edge Server
The caching proxy nodes are implemented using the Caching Proxy component
of IBM WebSphere Edge Server V2.0. The caching proxy component can be
configured so that cached pages are saved in only one caching proxy node. At
the same time, if one caching proxy node becomes unavailable, the remaining
node can assume the caching function for all cached pages.
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Note in Figure 3-8 that there are two sets of high availability load balancer nodes.
Both of these load balancer instances can be configured on the same pair of
machines, thus minimizing hardware requirements.

3.5 Where to cache

Note in the previous patterns that data can be cached in different locations. Both
the presentation server and application server (as implemented in WebSphere
Application Server V4) support caching of static and dynamic pages. In addition,
as described earlier, WebSphere Edge Server Caching Proxy can cache both
dynamic and static pages.

The question that arises is this: where is the best place to cache data to satisfy
future requests? In general, the recommendation is to cache pages as close to
the client as possible. In our examples, this means that data should be cached in
the DMZ as close to the protocol firewall as possible, minimizing the machines
and network routes that must be passed through to retrieve the requested pages.
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Technology guidelines

This chapter and the remaining chapters focus on high availability and high
performance considerations that should be kept in mind in Runtime patterns.
Specifically, software configurations within the DMZ will be discussed using
WebSphere Edge Server to address high availability and high performance
needs.

This chapter introduces WebSphere Edge Server, its main components that may
be used to address high availability and high performance requirements in a
Runtime pattern, and considerations to keep in mind when evaluating the
benefits of each.
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4.1 WebSphere Edge Server

IBM WebSphere Edge Server for Multiplatforms is Web infrastructure software
that addresses the scalability, reliability and performance needs of e-business
applications in both local and geographically distributed environments. Its
functions incorporate leading-edge and robust caching and load balancing that
together compensate for the inherent weakness of the Internet to support critical
business applications and expectations. WebSphere Edge Server helps
information technology administrators to provide better service to:

» External users who access documents and data stored on the enterprise’s
server machines

» Internal users who access the Internet

It helps you to host Web-accessible content and to provide Internet access more
efficiently and economically. The name Edge Server indicates that the software
usually runs on machines that are close (in a network configuration sense) to the
boundary between an enterprise’s intranet and the Internet.

4.1.1 Components

60

WebSphere Edge Server is made up of several main components which allow
you to reduce Web server congestion, increase content availability and improve
Web server performance:

1. Load Balancer

The load balancing component, known as the Load Balancer, is a server that
is able to dynamically monitor and balance back-end servers and applications
in real time. It improves a Web site’s availability, scalability and performance
by transparently clustering edge, Web and application servers. The main
advantage of the load balancing component is that it allows heavily accessed
Web sites to increase capacity, since multiple back-end servers can be
dynamically linked in a single entity that appears in the network as a single
logical server.

Note: In previous versions of WebSphere Edge Server, the Load Balancer
component was referred to as Network Dispatcher. Throughout this book,
references to Network Dispatcher refer to the Load Balancer component.
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2. Caching Proxy

The caching and filtering component, known as the Caching Proxy, is a server
that provides highly scalable caching and filtering functions used in receiving
requests and serving URLs. Since tunable caching is capable of supporting
high cache hit rates, this component can reduce bandwidth costs and provide
more consistent rapid customer response times. Additionally, the Caching
Proxy is programmable via plug-ins, and it caches and invalidates dynamic
content generated by the IBM WebSphere Application Server’'s dynamic
cache.

Note: In previous versions of WebSphere Edge Server, the Caching Proxy
component was referred to as Web Traffic Express.

3. Edge Services architecture

WebSphere Edge Services Architecture is an extension to the IBM
WebSphere software programming model which brings the WebSphere
software platform to the edge of the network, enabling performance,
scalability and availability for sophisticated e-business applications. It
distributes application processing capability to the edge platform as part of an
end-to-end application framework. WebSphere Edge Services Architecture
also addresses reliability, availability, security, manageability and quality of
service, to provide a complete system to help ensure 24/7 uninterrupted
operations. The major components of the WebSphere Edge Services
architecture are the Caching Proxy and Load Balancer mentioned previously
along with:

a. Content Distribution - The Content Distribution Framework provides an
infrastructure that can be used to distribute static, dynamic, and
multimedia Web content, along with application components to production
servers, rehosting servers and edge server caches throughout the
network.

b. Application Offload - A typical Web application setup consists of three
tiers: Presentation, Business logic, and Data Store, co-located at the origin
application server. Application Offload moves some of the Presentation
and Business logic related processing to the edge of the network. It
enables the Edge Server to perform page composition from cached and
rehosted fragments and Web objects.
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4.1.2 History

Previous versions of WebSphere Edge Server for Multiplatforms were called IBM
WebSphere Performance Pack.

Previous versions of the Load Balancer component were referred to as Network
Dispatcher or IBM Secureway Network Dispatcher.

Previous versions of the Caching Proxy component were referred to as Web
Traffic Express.

4.2 Load Balancer
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The Load Balancer component of WebSphere Edge Server acts as the entry
point to the content servers resources. It can be used to balance the load on
back-end servers within a local area network or a wide area network using a
number of weights and measurements that are set dynamically. These back-end
servers can be either entry points to the Internet (points-of-presence machines)
or internal network servers.

The Load Balancer intercepts data requests from clients and forwards the
requests to the back-end server machine that is currently best able to fill the
request. It balances the load of incoming requests among a defined set of
back-end machines, called a cluster, that service the same types of requests. It
can distribute requests to many types of servers, including both HTTP origin
servers and caching proxy machines. This load balancing is transparent to
clients and other applications.

The Load Balancer consists of five components that can be used separately or
together:

Dispatcher Used to balance the load on back-end servers within a
local area network or wide area network using a number
of weights and measurements that are dynamically set
by the Dispatcher. It does not use a domain name server
to map domain names to IP address. MAC, NAT and
NAPT forwarding are all part of Dispatcher.

Content Based RoutingUsed with the Caching Proxy to load balance based on
the content of the client request

Mailbox Locator Used with the IMAP or POP3 protocols to choose an
appropriate back-end server based on the user ID and
password provided by the client.
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Site Selector Used to balance the load on servers within a local or
wide area network using a DNS round-robin approach or
a more advanced user-specified approach.

Cisco Consultant Used to generate back-end server weighting metrics
that are then sent to the Cisco CSS Switch for optimal
server selection.

The following figure illustrates a typical Dispatcher configuration and the data
flow from a client through the Dispatcher to a back-end server that is part of a
cluster of servers defined to the Dispatcher machine.
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Figure 4-1 Typical dispatcher configuration

Note in Figure 4-1 that the data flow from the client to the back-end server
passes through the Dispatcher component of the Load Balancer where the
decision is made as to which back-end server is best suited to handle the client
request. However, the response from the back-end server is sent directly to the
client without having to pass through the Load Balancer machine. The actual
TCP/IP packet is not modified by the Dispatcher. Load balancing is performed on
machines within a cluster defined to the Dispatcher. The Dispatcher and all the
back-end servers in the cluster have the same cluster IP address defined, but
only the Dispatcher machine advertises the address to the Internet. Figure 4-1 is
an example of Dispatcher MAC forwarding. NAT and NAPT forwarding are
discussed later in this chapter.
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The following figure is used to illustrate the main Dispatcher components.
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Figure 4-2 Dispatcher components - MAC forwarding example

The main Dispatcher components are as follows:

» Executor - The core function of the Dispatcher is the Executor. It is a
kernel-level function (or device driver) which examines only the header of
each packet and decides whether the packet belongs to an existing
connection or represents a new connection request. The Executor uses a
simple connection table stored in memory to achieve this. Note that the
connection is never actually set up on the Dispatcher machine. The
connection is between the client and the server, just as it would be if the
Dispatcher were not installed. But the connection table records its existence
and the address of the server to which the connection was sent. The Executor
selects which back-end server to forward a new connection packet to based
on information provided to it by the Manager.

» Manager - The Manager periodically sets the weights used by the Executor to
determine the right back-end server to forward a new connection request to.
The Manager can use four metrics to set the weights for back-end servers:

— The count of active connections for each back-end server on each port.
This count is maintained in the Executor.

— The count of new connections for each server on each port since the last
manager interval started. This count is maintained in the Executor.
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— A check that each back-end server has “displaceable capacity” which
means that it can realistically process the work.

— Feedback from Advisors that provide an application-level check that each
server is up and running.

» Advisors - An Advisor is a lightweight client that runs as part of Dispatcher,
but actually passes real commands to each back-end server. It only executes
a trivial command. If this request is successful, the server is deemed to be up.
If it fails, the Advisor informs the Manager, and the Manager sets the weight of
that back-end server to zero until the server responds again.

» ndserver - A Java application that contains the user space threads in a
Dispatcher configuration.

» cbrserver - A Java application that contains the user space threads in a CBR
configuration.

» ndcontrol - A Java application to support command line configuration of the
Load Balancer.

» cbrcontrol - A Java application to support command line configuration of the
Content Based Routing component of the Load Balancer.

» ndadmin - A Java application to support a graphical user interface (GUI)
configuration of the Load Balancer.

4.2.1 Load Balancer forwarding methods

The forwarding method can be selected when adding a port to a load balanced
cluster of back-end servers. The default forwarding method value is media
access control (MAC). You can specify the forwarding method parameter only
when the port is added. Once the port has been added, you cannot change the
forwarding method. Additional forwarding methods supported by the Load
Balancer are Network Address Translation (NAT) and Network Address Port
Translation (NAPT). Each is discussed in more detail below.

More detailed information about each forwarding method can be found in IBM
WebSphere Edge Server New Features and Functions in Version 2.0,
SG24-6511-00.

4.2.2 Media Access Control (MAC) forwarding

MAC forwarding is implemented in the Dispatcher component of Load Balancer.
It permits load balancing of multiple back-end server machines running on the
same subnet as the Dispatcher machine.
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How it works

MAC forwarding load balances client requests across multiple back-end servers
based on load calculations and input from advisors. Clients see one IP address
for the entire site; this address is called the cluster address. The cluster address
is aliased to the Dispatcher network interface card. Clients send requests to the
cluster address. The firewall or router knows how to route to the Dispatcher
server. In addition, the cluster address must be added to the loopback adapter on
all the back-end servers that are part of the cluster. This must be done so that the
back-end servers will accept unmodified packets forwarded to them from the
Dispatcher machine.

The Dispatcher selects a back-end server to satisfy a client request, changes the
destination MAC address, and forwards the unmodified data packet to the
selected server. The back-end servers respond directly to the client without going
back through the Dispatcher server. The Dispatcher keeps a record of each
active session between clients and back-end servers so that additional data
flows on the session will be sent to the same back-end server. When the session
is ended, the record is removed from the Dispatcher machine (see Figure 4-3).
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Figure 4-3 Dispatcher MAC forwarding
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The Dispatcher MAC forwarding load balancing process is completely
transparent to both the client and back-end server. The Dispatcher sees only the
inbound client-to-server flows.

Considerations
The load balanced back-end servers must be configured with the cluster address
on their loopback adapter.

The same data content must be available on each back-end server in a cluster.

Advantages:
» Requests account only for about 5% of the network traffic. Therefore, older
server models are capable of balancing quite high volumes of requests.

» A separate high capacity return path may be configured to send requested
data from the back-end servers directly to the client bypassing the Dispatcher
subnet. This makes it more flexible to adapt to existing networks or changes
to them.

Limitations:

» For MAC forwarding to work, the load balanced back-end servers must be on
the same subnet at the Dispatcher machine. However, the back-end servers
can be on different subnets from one another.

4.2.3 Network Address Translation (NAT) forwarding

NAT forwarding is implemented in the Dispatcher component of Load Balancer. It
supports the following load balancing configurations:

» Multiple back-end server machines running on the same subnet as the
Dispatcher machine.

» Multiple back-end server machines running on a different subnet from the
Dispatcher machine.

» Multiple server daemons (each with their own IP address) running on the
same back-end server machine.

How it works

NAT forwarding load balances client requests across multiple back-end servers
based on load calculations and input from advisors. Clients see one IP address
for the entire site: this address is called the cluster address. The Dispatcher
advertises that address. The firewall or router knows how to route to the
Dispatcher server. The Dispatcher selects a back-end server to satisfy a client
request and forwards the modified packet to the selected server. The packet
modifications involve the Dispatcher changing the source IP address from the
client IP address to the return IP address of the Dispatcher machine, and
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changing the destination IP address from the cluster IP address to the IP
address of the selected back-end server. The back-end servers respond to the
client through Dispatcher server (using the return IP address) where the
Dispatcher again modifies the source and destination IP addresses to their
original values. See Figure 4-4.
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Figure 4-4 Dispatcher NAT forwarding to a different subnet

In Figure 4-4, the Dispatcher load balanced the client request to back-end Server
D on a different subnet. Note that inbound and outbound flows must both go
through the Dispatcher machine. If the Dispatcher had load balanced the client
request to back-end Server C on the same subnet as the Dispatcher machine,
inbound and outbound traffic flows would still go through the Dispatcher
machine. Note that Servers D and E are two different server daemons running on
the same back-end machine, each with its own IP address.

The Dispatcher NAT forwarding load balancing process is completely transparent
to both the client and back-end server.
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Considerations
The load balanced back-end servers do not require the cluster address to be
configured on their loopback adapter.

NAT works well with upper-level application protocols such as HTTP, SSL, IMAP,
POP3, NNTP, SMTP, Telnet, etc.

Advantages:

>

NAT allows you to load balance content servers that are not on the local
subnet.

Disadvantages:

>

All response traffic is returned to the NAT server and the IP address is
re-translated. This requires considerably more computing power than the
MAC forwarding method

Packet responses sent from the back-end servers to clients must return
through the NAT server. Therefore, the Dispatcher machine must have
bandwidth equal to the sum of all the back-end servers’ bandwidth.

The Load Balancer’s implementation of NAT is a simple implementation of
this feature. It only analyzes and operates upon the contents of TCP/IP packet
headers. It does not analyze the contents of the data portion of the packets.
For Load Balancer, NAT will not work with application protocols, such as FTP,
which imbed the addresses or port numbers in the data portion of the
messages. This is a well-known limitation of header-based NAT.

Note: If you do not set client gateway address to a non-zero value, the
forwarding method can only be MAC.

4.2.4 Network Address Port Translation (NAPT) forwarding

NAPT forwarding is implemented in the Dispatcher component of Load Balancer.
It supports the following load balancing configurations:

>

>

Multiple back-end server machines running on the same subnet as the
Dispatcher machine.

Multiple back-end server machines running on a different subnet from the
Dispatcher machine.

Multiple server daemons running on the same back-end server machine with
the same IP address; however, each server daemon listens on a different
port.
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How it works

NAPT forwarding load balances client requests across multiple back-end servers
based on load calculations and input from advisors. Clients see one IP address
for the entire site: this address is called the cluster address. The Dispatcher
advertises that address. The firewall or router knows how to route to the
Dispatcher server. The Dispatcher selects a back-end server to satisfy a client
request and forwards the modified packet to the selected server. The packet
modifications involve the Dispatcher changing the source IP address from the
client IP address to the return IP address of the Dispatcher machine, and
changing the destination IP address from the cluster IP address to the IP
address of the selected back-end server. In addition, Dispatcher also modifies
the destination port number to match the port on the selected back-end server.
The back-end servers respond to the client through Dispatcher server (using the
return |P address) where the Dispatcher again modifies the source and
destination IP addresses to their original values (see Figure 4-5).

Client ]

Internet

Dispatcher

Firewall/Router

Router
(]

—)

O = 0 O
‘ Servers/
Port 80Port 81 !
Server Ser'ver':Ser'ver' Dafabases Server, Server| Server
A B, € D | E F

Figure 4-5 Dispatcher NAPT forwarding to the same subnet
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In Figure 4-5, the Dispatcher load balanced the client request to back-end Server
C on the same subnet as the Dispatcher. Note that inbound and outbound flows
must both go through the Dispatcher machine. Note that Servers B and C are
two different server daemons running on the same back-end machine with the
same |IP address, but different port numbers.

Considerations
The load balanced back-end servers do not require the cluster address to be
configured on their loopback adapter.

The Load Balancer’s Network Address Port Translation (NAPT) forwarding
method works well with upper-level application protocols such as HTTP, SSL,
IMAP, POP3, NNTP, SMTP, Telnet, etc.

Advantages:
» Allows you to configure multiple server daemons (running on the same
physical server) to listen on different port numbers.

» Provides an additional layer of security by allowing a port change.

Disadvantages:

» All response traffic is returned to the NAPT server and the IP address is
re-translated. This requires considerably more computing power than the
MAC forwarding method.

Packet responses sent from the back-end servers to clients must return
through the NAPT server. Therefore, the Dispatcher machine must have
bandwidth equal to the sum of all the back-end servers’ bandwidth.

» The Load Balancer’s implementation of NAPT is a simple implementation of
this feature. It only analyzes and operates upon the contents of TCP/IP packet
headers. It does not analyze the contents of the data portion of the packets.
For Load Balancer, NAPT will not work with application protocols, such as
FTP, which imbed the addresses or port numbers in the data portion of the
messages. This is a well-known limitation of header-based NAPT.

4.2.5 Load Balancer High Availability feature

The Load Balancer High Availability feature is implemented in the Dispatcher
component.

How it works

High availability involves the use of a second Dispatcher machine that monitors
the main, or primary, machine and stands by to take over the task of load
balancing should the primary machine fail at any time. See Figure 4-6.
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Figure 4-6 Dispatcher High Availability

Each Dispatcher machine has a specific role: primary or backup. In addition,
each Dispatcher is in one of two states: active or standby. The primary machine
is normally active and routes packets based on load balancing algorithms. The
backup machine is normally in standby state and does not route. While the
primary is active (load balancing), the backup is in a standby state, continually
updated and ready to take over, if necessary. The active machine continually
informs the standby machine of all the connections it is routing.

The standby machine is ready to take over and preserve connections in case the
primary machine fails. If the backup machine detects that the active machine has
failed, it will take over and begin load balancing. At that point, the statuses of the
two machines are reversed: the backup machine becomes active and the primary
machine becomes standby.
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A “heartbeat” mechanism between the two Dispatcher machines is used to
detect a Dispatcher failure. The standby machine makes the decision to take
over if it detects that all heartbeats have stopped for two seconds. The standby
machine then changes state to active. It also broadcasts gratuitous Address
Resolution Protocol (ARP) commands so that everyone on the subnet (including
the router) will now send packets for the cluster addresses to the standby (now
active) machine.

Considerations
High availability is supported in MAC, NAT and NAPT forwarding configurations.

Both Dispatcher machines must be on the same LAN segment. In addition, both
Dispatcher machines must have connectivity to the same clients and the same
cluster of back-end servers.

When a standby Dispatcher machine takes over after a failure of the primary
machine, most (but not all) of the existing in-flight connections are preserved.
Clients see no disruption. Those connections that fail are typically connections
that have just started or just ended.

The two Dispatcher configurations should be identical.

4.2.6 Load Balancer Mutual High Availability feature

The Mutual High Availability feature is implemented in the Dispatcher component
of the Load Balancer.

How it works

Mutual high availability is similar to high availability in that it uses a second
Dispatcher machine to monitor the main, or primary, machine. However, in the
case of mutual high availability, the backup (standby) machine has clusters of its
own that it is load balancing while acting as a standby machine for clusters on the
other Dispatcher.

Both machines actively perform load balancing of a portion of the client traffic,
and both machines provide backup for each other.

Each machine in a Dispatcher mutual high availability configuration has clusters
defined to it for which it performs load balancing functions. Each machine
performs the role of primary for the clusters it is load balancing, while at the same
time acting as backup for clusters on the other Dispatcher machine. See

Figure 4-7.
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Figure 4-7 Dispatcher Mutual High Availability

In Figure 4-7, Dispatcher DispA is the primary machine for cluster wses1 and the
backup machine for cluster wses2. Likewise, DispB is the primary machine for
cluster wses2 and also the backup machine for cluster wses1. If either dispatcher
machine fails, scripts on the other dispatcher machine are automatically
executed to take over the load balancing responsibilities for the clusters on the
failed machine.

The “heartbeat” mechanism described in 4.2.5, “Load Balancer High Availability
feature” on page 71 also applies to a mutual high availability configuration.

Mutual high availability is different from high availability in that it is based
specifically on cluster addresses rather than on a Dispatcher machine as a
whole.

Considerations
Mutual high availability is supported in MAC, NAT and NAPT forwarding
configurations.

Both Dispatcher machines must configure both their own clusters and the
clusters they back up in the same way.
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Both Dispatcher machines must be on the same LAN segment. In addition, both
Dispatcher machines must have connectivity to the same clients and the same
clusters of back-end servers.

When a standby Dispatcher machine takes over after a failure of the primary
machine, most (but not all) of the existing in-flight connections are preserved.
Clients see no disruption. Those connections that fail are typically connections
that have just started or just ended.

4.2.7 Wide Area Network Dispatcher (WAND)

The Wide Area Network Dispatcher feature is implemented in the Dispatcher
component of Load Balancer. It allows Dispatcher to load balance both local
back-end servers and remote back-end servers in a wide area network
environment.

How it works

Wide Area Network Dispatcher support involves the use of a local Dispatcher
(with or without local back-end servers) and one or more remote Dispatchers,
each with their own set of load balanced back-end servers. A remote Dispatcher
and its associated back-end servers are referred to as a remote server.

Intranet
O
Local Back-end Remote . ond
Dispatcher  Servers Dispatcher  Servers

Figure 4-8 Wide Area Network Dispatcher support
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The local Dispatcher continues to receive all inbound traffic for all servers, local
and remote. A client’s request flows from the Internet to the local Dispatcher
machine. From there, it can be load balanced to one of the locally attached
back-end servers, or sent to a geographically remote Dispatcher machine
(remote server). The remote server load balances the request among its
back-end servers, and the request is returned directly back to the Internet and
client. This allows one cluster address to support all worldwide client requests
while distributing the load to servers around the world. The local Dispatcher
machine that initially receives the client request can still have local back-end
servers attached to it and can distribute the load among its local servers as well
as the remote servers.

The transmission of client requests from the local Dispatcher to a remote server
is achieved by encapsulating the unmodified client packets at the local
Dispatcher, and then un-encapsulating them at the remote Dispatcher. There are
no packet modifications.

You can configure remote servers as far away as you like (with links preferably
inside your private network, but also across the Internet) to provide a site which
is geographically distributed over a few miles, or across the globe.

Considerations

Internet clients see only one IP address for their requests, just as before. Client
packets to be balanced by Dispatcher go to the cluster address advertised by the
local Dispatcher.

The local Dispatcher chooses the server (local back-end servers or remote
servers). If a remote server is chosen, client data must be encapsulated by the
local Dispatcher and un-encapsulated by the remote Dispatcher.

Data returned to the client from the back-end server uses the back-end server’s
gateway to go directly back to the client only if MAC forwarding (refer to 4.2.2,
“Media Access Control (MAC) forwarding” on page 65) is used as the forwarding
method on the remote Dispatcher cluster. The cluster address is the source
address. Both local and remote Dispatchers see only the inbound client-to-server
flows.

Avoid configuring the path to a remote Dispatcher back across the Internet. Use
a private link through your intranet if possible.

4.2.8 Advisors

Advisors are lightweight clients that run inside the Dispatcher, providing
information about the load and status of a given back-end server. Advisors
periodically send requests to the back-end servers to measure actual response

76  Patterns for the Edge of Network



times for a particular protocol and determine the status of the server. If the
transaction succeeds, the server is considered to be up and operational. The
Load Balancer provides protocol-specific advisors for HTTP, FTP, Telnet, NNTP,
IMAP, SMTP, SSL, ping, DB2, DNS, POP3, and others popular protocols.

To obtain the load value, the advisor:
» Pings and opens a connection with each back-end server
» Sends a protocol-specific request message

The content of the message is specific to the protocol running on the server.
For example, the HTTP advisor sends an HTTP “HEAD” request to the
back-end server.

» Listens for a response from the back-end server
» Calculates the load value

After getting the response, the advisor makes an assessment of the server.
To calculate this “load” value, most advisors measure the time for the
back-end server to respond, and then use this value (in milliseconds) as load.

» Reports the load value to the manager function.

If the advisor determines that a back-end server is alive and well, it will report
a positive, non-zero load number to the Manager. If a back-end server does
not respond, the advisor returns a negative value (-1) for the load.

The Manager calculates aggregate weight values from all its sources and sets
these weight values into the executor function. The Executor then uses these
weights for load balancing new incoming client connections. A back-end
server that is down is given a weight of zero, and packets will not be
forwarded to it until the server responds to the advisor again.

Refer to Figure 4-2 on page 64 for more detail on the executor and manager
functions.

Custom advisors

Load Balancer supports writing your own advisors for specific applications.
These are referred to as custom advisors and can be based on simple Java code
provided with Load Balancer. Custom advisors execute on the Dispatcher node
and must be written in the Java language.

4.2.9 Metric Server

The Metric Server function of Load Balancer provides back-end server load
information to the Dispatcher manager component in the form of system-specific
metrics (for example CPU utilization or percentage of memory used).
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Figure 4-9 Metric server configuration

The Manager queries the Metric Server agent residing on the back-end servers
and uses this information to assign weights for the load balancing process. The
Metric Server agent must be installed and running on the back-end servers that
are to be load balanced using Metric Server.

The Metric Server reports on back-end server systems as a whole, rather than
on individual protocol-specific server processes.

4.3 Caching Proxy

The Caching Proxy component of WebSphere Edge Server is both a caching
proxy server and a content filter. It can be used to provide a robust, efficient proxy
server with an optional cache. The caching proxy server can be configured to
operate as a forward proxy server for clients, as a transparent proxy server for
clients or a reverse proxy server for other servers.

The Caching Proxy component acts as a gateway for multiple clients and
performs basic Web server duties, such as receiving client requests and serving
URLs. It intercepts data requests from a client, retrieves the requested
information from content-hosting machines, and delivers that content back to the
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client. In addition, it can save or cache the Web documents it retrieves, and serve
subsequent requests for those documents from its local cache. The client
receives the requested information faster while network bandwidth and Web
server processing time is reduced. Other features of caching are:

» The ability to handle very large caches

» An option to automatically refresh the cache with the most frequently
accessed pages

» The ability to cache even those pages which the header information says to
fetch every time

» Configurable daily garbage collection to improve server performance and
ensure cache maintenance

The Caching Proxy allows you to set content filtering at the proxy server level,
rather than or in addition to the browser level, where content filtering could be
easily compromised or over-ridden.

The Caching Proxy consists of two components:

Caching Proxy provides the proxy server and filtering function with the
optional cache and cache management functions

TQoS (Linux only) provides the Transaction Quality of Service plug-in for the
Caching Proxy to allocate network bandwidth according to
the class of client authentication

The following figure shows the Caching Proxy configured in the role of a reverse
proxy.
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Figure 4-10 Reverse proxy configuration

Note in Figure 4-10 that Client 1 makes a request for data from a Web server.
The first request for any data goes through the caching proxy where a cache
search is performed. If the requested data is not in the cache, the request is
forwarded to the appropriate origin Web server that can satisfy the request. The
requested data is returned through the proxy server where it is cached and sent
on to the original client (Client 1 in our example). The second request for the
same data from any client (Client 1 in Figure 4-10) can be serviced by the proxy
server’s cache and does not go to the actual origin server. Requests for the same
data from Clients 2 or 3 would also be serviced by the proxy server’s cache.

4.3.1 Forward proxy
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The Caching Proxy, when configured as a forward proxy, handles requests from
multiple client browsers and retrieves data from the Internet for them. In addition,
it can cache the returned pages to satisfy a request for the same pages at a later
time. In this manner, a forward proxy can reduce the amount of traffic that
traverses the Internet requesting duplicate data, while at the same time
improving the response time for those requests.
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How it works

A forward caching proxy server is typically placed between client machines in a
branch office or ISP and the Internet. All client access to the Internet goes
through the forward proxy. See Figure 4-11.
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Figure 4-11 Forward Caching Proxy

A client’s browser must be configured to direct requests to the forward caching
proxy machine. When a client makes a request for a file or page stored on a Web
server (first request in Figure 4-11), the forward proxy intercepts the request and
checks its cache to determine if the requested file is already in its cache. If it is
not, the forward proxy generates a new request with its own IP address as the
originating address and sends the new request to the Web server.

The Web server then returns the requested information to the forward caching
proxy instead of to the client. The forward proxy determines if the returned data is
eligible for caching and if so, stores a copy in its cache. It then returns the
requested data to the client.

Subsequent requests for the same data (second request in the figure) are
satisfied by the data stored in the cache.
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Cache management features allow you to determine which data is cached,
establish how long it can remain in the cache, pre-fetch data that is highly
requested, and so on.

Considerations
Individual client browsers must be configured to use the forward proxy server.

For the first request for a file or Web page, the forward (and reverse) caching
proxy does not improve the efficiency of access to the Internet. The response for
the first request is probably slower than without the caching proxy. Using a
caching proxy yields benefits when other clients subsequently request the same
files or Web pages.

A forward proxy can control:

» Who can get out to the Internet

» Where clients can surf to

» Where they can’t

WebSphere Edge Serve Caching Proxy can proxy HTTP, FTP and Gopher
protocols.

4.3.2 Reverse proxy
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The Caching Proxy, when configured as a reverse proxy, acts on behalf of one or
many back-end servers. A reverse Caching Proxy intercepts client requests
arriving from the Internet, forwards them to the appropriate back-end server
content hosts, caches the returned data (if requested) and delivers that data to
clients across the Internet. The cached data can satisfy a request for the same
pages at a later time. In this manner, a reverse proxy can reduce the amount of
traffic and processing that a back-end server must perform to satisfy duplicate
Internet requests for data, while at the same time improving the response time for
those requests.

How it works

A reverse Caching Proxy server is typically placed between one or more
back-end content servers and the Internet. It accepts requests from Internet
clients for content stored on the reverse proxy server’s home site. See
Figure 4-12.
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Figure 4-12 Reverse Caching Proxy

A reverse proxy server appears to the client to be the origin (content) server for
requested data. The client is not aware that a request has been sent to another
server. All client requests for data on the back-end servers pass through the
reverse proxy machine. The proxy checks its cache to determine if the requested
data is already cached. If it is (second request in Figure 4-12), then the requested
data is returned directly to the client without involving the back-end server. If the
requested data is not in the cache (first request in Figure 4-12), the reverse proxy
generates a new request with its own IP address as the originating address and
sends the new request to the back-end Web server.

The server then returns the requested information to the reverse caching proxy
instead of to the client. The reverse proxy determines if the returned data is
eligible for caching and if so, stores a copy in its cache. It then returns the
requested data to the client.

As you can see when comparing the function and operation of a forward and
reverse proxy, an important difference between the two is where the proxy
machine is located within the network.

Chapter 4. Technology guidelines 83



A reverse caching proxy can split the client request load among multiple
back-end servers based on the URL requested by the client. For example
requests for data from http://www.1ookhere.com/bells/... could go to server 1
while requests for http://www.lookhere.com/whistles/... could go to server 2.

Considerations

It is not necessary to configure a client browser to use a reverse caching proxy
server. The reverse proxy server presents itself to the Internet as the owner of
the data requested from the back-end servers.

It is not necessary for the back-end servers to be on the same LAN segment as
the reverse proxy server machine.

The proxy server can pre-fetch data from back-end Web servers that it or the
administrator has chosen.

4.3.3 Cache
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Static caching

A Web server that delivers a file must read it from disk and send it out to the
network. Disk 10 operations are among the most time consuming operations for a
Web server. Saving such a file in memory and delivering it from there
dramatically reduces the response time for all subsequent requests. This
technique is known as caching. Today, most Web servers already use their own
caches. Having redundant Web servers in a cluster results in redundant caching
of files. Implementing a caching layer in front of the Web server clusters further
improves the cache utilization and cache hit rate.

The Caching Proxy component of WebSphere Edge Server provides the base
caching proxy server function. It intercepts requests from a client, retrieves the
requested information from content-hosting machines, and delivers that
information back to the client. In addition, it can store cachable content in a local
cache (memory and/or disk) before delivering it to the requestor. Caching
enables the Caching Proxy to satisfy subsequent requests for the same content
by delivering it directly from the local cache, which is much quicker than retrieving
it again from the content host.

Dynamic caching

For e-business applications, much of the memory and CPU processing power is
used to generate the dynamic presentation of data. Caching the results of those
operations is known as dynamic caching. It reduces response time to the client
and reduces the load on both the redirector server nodes and the application
server nodes. It also reduces the used bandwidth between the content server
nodes.
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Dynamic caching support can be configured separately on WebSphere
Application Server V4. WebSphere Application Server can cache the dynamic
output generated by a servlet/JSP and serve the subsequent requests from its
cache.

With the WebSphere Edge Server Caching Proxy installed, it can also cache this
type of dynamic Web content and serve subsequent requests from its cache thus
reducing network bandwidth requirements and processing load on content
servers. Dynamic caches on both WebSphere Application Server and the
Caching Proxy server are synchronized when a new result is generated or a
cached object expires.

4.4 Considerations for a high availability configuration

When designing a high availability configuration, you must weigh the possibility of
an outage and the acceptable level of disruption to your system. For example, if
you have an application that provides weather forecasts or telephone numbers,
you may accept an outage of half an hour every couple of months. Another
aspect is the likelihood of any failure at all. A Load Balancer node, for example,
that is implemented on a stable Unix server and does a relatively simple task of
load distribution is very unlikely to fail. On the other hand, an Application Server
with half a dozen applications, connections to four different back-end systems,
and an enormous amount of varying technologies on it, is very reasonably likely
to be implemented in a high availability manner.

We have seen a few of the possibilities to consider when creating a highly
available environment. These pattern variations focused on the existence of a
load balancer and the possible configurations. The primary beneficiary of such a
configuration is the user. But high availability does not only cover the client’s point
of view. You as an owner will have additional requirements. A few examples:

» Maintenance without disruption of daily business
» Dynamic shifting of resources
» Constant development, testing and improvement parallel to production

These additional requirements will vary according to size, type of business,
priorities, and so on.

Note: Increasing the number of content servers in your load balancer cluster
also increases the load on the back-end systems. So the overall scalability will
be limited by the capabilities of the back-end systems.
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4.4.1 High availability configuration of nodes

In the high availability Runtime patters discussed in Chapter 2.1.1, “High
availability rules for Runtime environments” on page 20, we focused on high
availability of the Load Balancer. In reality, you will want to consider a similar
configuration for every node. The possibilities will be determined by the
capabilities of the products used to implement the nodes. Consider having
backup nodes for your firewalls and server nodes.

4.4.2 Server affinity

Server affinity is a technique that enables the load balancer to remember which
server was chosen for a certain client at his initial request. Subsequent requests
are then directed to the same server again.This is important to maintain a
session over multiple requests, because the HTTP protocol itself is stateless.
WebSphere Edge Server load balancer supports server affinity (also known as
stickyness) based on the client’s IP address.

When WebSphere Application Server receives an initial request from a client, it
places a cookie in the IP header of the response it sends back to the client. This
cookie will then be included in subsequent requests from this client. The
WebSphere plug-in is able to recognize the cookie, which contains a unique ID
(clone ID) of the Java Virtual Machine (JVM) that processed the initial request.
This enables the plug-in to send the subsequent requests to the correct JVM (to
both local and remote JVMSs). In this case, stickiness should be turned off in load
balancer in order to keep requests evenly distributed to the web server redirector
nodes. The affinity handling is then left to the WebSphere plug-in.

4.4.3 Failover
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Advanced techniques will even go one step further and provide failover in case of
a problem occurring during an operation. Failover means that a user session can
be recovered and continued on a different server without losing data that has
been stored on the users behalf in the server's memory. To enable failover, it is
necessary to make a session persistent. To achieve this goal, the session data is
written to a database node where it stored independent of a particular server in a
session database. In case of a failing server, the request is redirected to another
server and the session information is retrieved from the session database.
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4.5 WebSphere plug-in

The WebSphere plug-in module is located on an HTTP Web server redirector
node. This module is loaded by the HTTP server daemon into the kernel at
startup time. The plug-in then forwards those requests that match URI rules to a
defined application server group. These rules are in Extensible Markup
Language (XML) format and can be automatically generated by WebSphere
Application Server. The file is named plugin-cfg.xml and is located in the
$WAS_HOME/config directory on the application server node. This file must be
transferred to the HTTP Web server redirector node. By default, the plug-in
expects to find this file in the $WAS_HOME/config directory (Yes, there will be a
WebSphere directory tree on the Web server redirector node!).

Consulting the plugin-cfg.xml file, the plug-in decides which group of servers a
request belongs to. Such a group of servers is referred to as a server group and
these groups are identical to the server groups you can define on the application
server node. The JVMs belonging to a server group are referred to as clones. A
single application server (also a JVM) on the application server node results in a
server group containing only the single JVM in the plugin-cfg.xml file.

The plug-in will also detect a failing JVM (a single JVM or a clone) within those
server groups and mark it down. This JVM will not receive any requests until it
recovered and got recognized by the plug-in as “back in business”.
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Security guidelines

Security in the context of Web applications in general means protecting your

resources and assets from theft, misuse or destruction of any kind.

More specifically, you should care about three things:

» Resource protection: make sure your security policy cannot be bypassed.

» Authentication: prove the identity of a user accessing the Web site.

» Authorization: grant certain rights to a user (person or machine), depending
on its identity.

In order to keep performance at a high level, security matters can be deployed to
specialized nodes instead of letting application server nodes do this in addition to
their core business. Authentication proxy server nodes are of this special node

type.

In this chapter, we present a brief overview of cryptography and security
considerations, followed by a Runtime pattern to offload authentication and
authorization processing from application server nodes.
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5.1 The need for security
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The Web and its associated technologies offer you virtually unlimited ways to
extend the reach of your business information. Your critical business information
and applications most likely reside on host systems in your private intranet. The
quantity and quality of your business information, combined with the reach of the
Web, afford you a unique opportunity to transform that information into a powerful
competitive advantage. Merging Web technology with your existing information
systems defines e-business, and building an e-business means finding a solution
that provides a fast and cost-effective way to access, integrate and publish host
information to Web-based clients. The Internet gives you an opportunity to
extend the reach of your business to your employees, business partners or new
customers around the world. However, you may have questions that make you
reluctant to take advantage of the Internet’s potential. The most talked-about
concern over deploying applications over the Internet is security.

Network security is implemented to protect two objects:

» The data that is transmitted on the network
» The computers that are connected to the network

Network security cannot replace physical site security, host security on the
connected systems, application security, and user security education. It can only
act as a first line of defense. The network is replacing the physical doors of entry
into your organization. Attackers from outside your organization must break
through either your network or your physical security before they can attempt to
break into your host systems. Security architecture can be defined as the
following security services:

» Authorization

This is the first thing that most of us think of when considering security.
Authorization controls limit access to the facilities of a system to authorized
users. Authorization is typically implemented on the target system and is
always implemented in conjunction with the identification and authentication
of the user.

» |dentification and authentication

Identification and authentication guarantee the identity of users and
components of a system. Signed applet support provides identification of
Java applets, while SSL supports client and server authentication.

» Confidentiality

Confidentiality ensures that data cannot be accessed by unauthorized
individuals. SSL is the facility most often used to provide this capability.
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» Data integrity

Data integrity protects against the unauthorized modification of data. This is
another capability provided by SSL.

» Non-repudiation

This service prevents the partners to a transaction from denying that data was
sent or received. This is in many ways an extension to the identification and
authentication and data integrity services. The technique of using digital
signatures can be used to implement non-repudiation. On the Internet, the
digital signature replaces the handwritten signature as a legal proof of
authenticity. It may be used to provide proof of submission and proof of
transport. Most Web servers and browsers today support digital certificates.

If you are concerned about information technology security in a wider context,
you can find additional information at:

http://www.ibm.com/security

5.2 Concepts of cryptography and digital certificates

If you are sending data in the clear over a network that is not completely under
your control from the receiver to the sender, you will be unable to ensure the
following security functions:

» Privacy

Anyone who is able to intercept your data might be able to read it.
» Integrity

An intermediary might be able to alter your data.
» Accountability or non-repudiation

It may be impossible to determine the originator of a message with
confidence, and thus the person who sent the message could deny being the
originator.

Security functions such as identification and authentication are also impacted
because if authentication data such as passwords are sent without integrity and
privacy, they can be intercepted in transit between sender and receiver, making
the authentication compromised and worthless.

To ensure privacy, integrity and accountability in non-secure networks,
cryptographic procedures need to be used. Today, two distinct classes of
encryption algorithms are in use: symmetric and asymmetric algorithms. They
are fundamentally different in zow they work, and thus in where they are used.
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5.2.1 Symmetric encryption algorithms
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An encryption algorithm is called symmetric because the same key that is used
to encrypt the data is also used to decrypt the data and recover the clear text
(see Figure 5-1). The cipher and decipher processes are usually mathematically
complex, nonlinear permutations.

encrypted
message

clear text
message

clear text
message

Encryption Decryption
algorithm algorithm

-

Secret Key

Figure 5-1 Symmetric encryption and decryption: using the same key

Symmetric algorithms are usually efficient in terms of processing power, so they
are ideal for encryption of bulk data. However, they have one major drawback,
which is key management. The sender and receiver on any secure connection
must share the same key; in a large network where thousands of users may need
to communicate securely, it is extremely difficult to manage the distribution of
keys so as not to compromise the integrity of any one of them.

Frequently used symmetric algorithms include:
» Data Encryption Standard (DES)

Developed in the 1970s by IBM scientists, Data Encryption Standard (DES)
uses a 56-bit key. Stronger versions called Triple DES have been developed
that use three operations in sequence: “2-key Triple DES” encrypts with key 1,
decrypts with key 2, and encrypts again with key 1. The effective key length is
112 bits. “3-key Triple DES” encrypts with key 1, decrypts with key 2, and
encrypts again with key 3. The effective key length is 168 bits.

» Commercial Data Masking Facility (CDMF)

This is a version of the DES algorithm approved for use outside the U.S. and
Canada (in times when export control was an issue). It uses 56-bit keys, but
16 bits of the key are known, so the effective key length is 40 bits.
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» RC2

Developed by Ron Rivest for RSA Data Security, Inc., RC2 is a block cipher
with variable key lengths operating on 8-byte blocks. Key lengths of 40, 56,
64, and 128 bits are in use.

» RC4

Developed by Ron Rivest for RSA Data Security, Inc., RC4 is a stream cipher
operating on a bit stream. Key lengths of 40 bits, 56 bits, 64 bits, and 128 bits
are in use. The RC4 algorithm always uses 128-bit keys; the shorter key
lengths are achieved by “salting” the key with a known, non-secret random
string.

» Advanced Encryption Standard (AES)

As a result of a contest for a follow-on standard to DES held by the National
Institute for Standards and Technology (NIST), the Rijndael algorithm was
selected. This is a block cipher created by Joan Daemen and Vincent Rijmen
with variable block length (up to 256 bits) and variable key length (up to 256
bits).

» International Data Encryption Algorithm (IDEA)

IDEA was developed by James Massey and Xueija Lai at ETH in Zurich. It
uses a 128-bit key and is faster than triple DES.

DES is probably the most scrutinized encryption algorithm in the world. Much
work has been done to find ways to break DES, notably by Biham and Shamir,
but also by others. However, a way to break DES with appreciably less effort than
a brute-force attack (breaking the cipher by trying every possible key) has not
been found.

Both RC2 and RC4 are proprietary, confidential algorithms that have never been
published. They have been examined by a number of scientists under
non-disclosure agreements.

With all the ciphers listed above, it can be assumed that a brute-force attack is
the only means of breaking the cipher. Therefore, the work factor depends on the
length of the key. If the key length is n bits, the work factor is proportional to
2**(n-1).

Today, a key length of 56 bits is generally only seen as sufficiently secure for
applications that do not involve significant amounts of money or critically secret
data. If specialized hardware is built (such as the machine built by John Gilmore
and Paul Kocher for the Electronic Frontier Foundation), the time needed for a
brute-force attack can be reduced to about 100 hours or less (see Cracking DES:
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Secrets of Encryption Research, Wiretap Politics & Chip Design, by Electronic
Frontier Foundation, John Gilmore (Editor), 1988). Key lengths of 112 bits and
above are seen as unbreakable for many years to come, since the work factor
rises exponentially with the size of the key.

5.2.2 Asymmetric encryption algorithms

94

Asymmetric encryption algorithms are so called because the key that is used to
encrypt the data cannot be used to decrypt the data; a different key is needed to
recover the clear text (see Figure 5-2). This key pair is called a public key and a
private key. If the public key is used to encrypt the data, the private key must be
used to recover the clear text. If data is encrypted with the private key, it can only
be decrypted with the public key.
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Decryption
algorithm

Encryption
algorithm
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Figure 5-2 Public-key cryptography: using a key pair

Asymmetric encryption algorithms, commonly called Public Key Cryptography
Standards (PKCS), are based on mathematical algorithms. The basic idea is to
find a mathematical problem that is very hard to solve. The algorithm in most
widespread use today is RSA. However, some companies have begun to
implement public-key cryptosystems based on elliptic curve algorithms. With the
growing proliferation of IPSec, the Diffie-Hellman algorithm is gaining popularity.
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A brief overview of all three methods follows:
» RSA

Invented 1977 by Rivest, Shamir, and Adleman (who formed RSA Data
Security Inc.). The idea behind RSA is that integer factorization of very large
numbers is extremely hard to do. Key lengths of public and private keys are
typically 512 bits, 768 bits, 1024 bits, or 2048 bits. The work factor for RSA
with respect to key length is sub-exponential, which means the effort does not
rise exponentially with the number of key bits. It is roughly 2**(0.3*n).

» Elliptic Curve

Public-key cryptosystems based on elliptic curves use a variation of the
mathematical problem of finding discrete logarithms. It has been stated that
an elliptic curve cryptosystem implemented over a 160-bit field has roughly
the same resistance to attack as RSA with a 1024-bit key length. Properly
chosen elliptic curve cryptosystems have an exponential work factor (which
explains why the key length is so much smaller). Elliptic curve cryptosystems
are now standardized by FIPS PUB 186-2, the digital signature standard
(January 2000).

» Diffie-Hellman

W. Diffie and M.E. Hellman, the inventors of public key cryptography,
published this algorithm in 1976. The mathematical problem behind
Diffie-Hellman is computing a discrete logarithm. Both parties have a
public-private key pair each; they are collectively generating a key known only
to them. Each party uses its own private key and the public key of the other
party in the key generation process. Diffie-Hellman public keys are often
called shares.

The beauty of asymmetric algorithms is that they are not subject to the key
management issues that beset symmetric algorithms. Your public key is freely
available to anyone, and if someone wants to send you a message he or she
encrypts it using that key. Only you can understand the message, because only
you have the private key. Asymmetric algorithms are also very useful for
authentication. Anything that can be decrypted using your public key must have
been encrypted using your private key, in other words, by you.

5.2.3 Performance issues of cryptosystems

Elliptic curve cryptosystems are said to have performance advantages over RSA
in decryption and signing. While the possible differences in performance
between the asymmetric algorithms are somewhere in the range of a factor of
ten, the performance differential between symmetric and asymmetric
cryptosystems is far more dramatic.
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For instance, it takes about 1000 times as long to encrypt the same data with
RSA (an asymmetric algorithm) as with DES (a symmetric algorithm), and
implementing both algorithms in hardware does not change the odds in favor of
RSA.

As a consequence of these performance issues, the encryption of bulk data is
usually performed using a symmetric cryptosystem, while asymmetric
cryptosystems are used for electronic signatures and in the exchange of key
material for secret-key cryptosystems. With these applications, only relatively
small amounts of data need to be encrypted and decrypted, and the performance
issues are less important.

5.2.4 Cryptosystems for data integrity
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Data integrity is the ability to assert that the data received over a communication
link is identical to the data sent. Data integrity in an insecure network requires the
use of cryptographic procedures. However, this does not imply that only the
receiver is able to read the data, as with data privacy. Data could be
compromised not only by an attacker, but also by transmission errors (although
those are normally handled by transmission protocols such as TCP).

Message digest algorithms

A message digesting algorithm (often also called a “digital hash”) is an algorithm
that “digests” (condenses) a block of data into a shorter string (usually 128 or 160
bits), which is called a message digest, secure hash, or Message Integrity Code
(MIC). See Figure 5-3 for a graphical representation. The principle behind
message digest algorithms is as follows:

The message cannot be recovered from the message digest.

It is very hard to construct a block of data that has the same message digest as
another given block.

Not possible to produce
message from message digest

Message

A M
Digest essage —

—® Message

Message
Digest
Algorithm

Figure 5-3 Message digest
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Common message digest algorithms are:

>

MD2

Developed by Ron Rivest of RSA Data Security, Inc. The algorithm is mostly
used for Privacy Enhanced Mail (PEM) certificates. MD2 is fully described in
RFC 1319. Since weaknesses have been discovered in MD2, its use is
discouraged.

MD5

Developed in 1991 by Ron Rivest. The algorithm takes as input a message of
arbitrary length and produces as output a 128-bit message digest of the input.
The MD5 message digest algorithm is specified in RFC 1321, The MD5
Message-Digest Algorithm. Collisions have been found in MD5; see
Cryptanalysis of MD5 Compress, by Hans Dobbertin, available at:

http://www.cs.ucsd.edu/users/bsy/dobbertin.ps.
SHA-1

Developed by the National Security Agency (NSA) of the U.S. Government.
The algorithm takes as input a message of arbitrary length and produces as
output a 160-bit “hash” of the input. SHA-1 is fully described in standard FIPS
PUB 180-1, also called the Secure Hash Standard (SHS). SHA-1 is generally
recognized as the strongest and most secure message digesting algorithm.

SHA-256, SHA-512

Developed by the National Security Agency (NSA) of the U.S. Government.
The security of a hash algorithm against collision attacks is half the hash size
and this value should correspond to the key size of encryption algorithms
used in applications together with the message digest. Since SHA-1 only
provides 80 bits of security against collision attacks, this is deemed
inappropriate for the key lengths of up to 256 bits planned to be used with
AES. Therefore, extensions to the Secure Hash Standard (SHS) have been
developed. SHA-256 provides a hash size of 256 bits while SHA-512 provides
a hash size of 512 bits.

Message digests for data integrity

The sender of a message (block of data) uses an algorithm, for example, SHA-1,
to create a message digest from the message (see Figure 5-4). The message
digest can be sent together with the message to provide data integrity. The
receiver runs the same algorithm over the message and compares the resulting
message digest to the one sent with the message. If both match, the message is
unchanged.
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Figure 5-4 Message digest for data integrity

The message digest should not be sent in the clear: Since the digest algorithms
are well-known and no key is involved, a man-in-the-middle could not only forge
the message but also replace the message digest with that of the forged
message. This would make it impossible for the receiver to detect the forgery.
The solution for this is to encrypt the message digest, that is, to use a message
authentication code (MAC).

Message authentication codes

Secret-key cryptographic algorithms, such as DES, can be used for encryption
with message digests. A disadvantage is that, as in secret-key cryptosystems,
the keys must be shared by sender and receiver. Furthermore, since the receiver
has the key that is used in MAC creation, this system does not offer a guarantee
of non-repudiation. That is, it is theoretically possible for the receiver to forge a
message and claim it was sent by the sender. Therefore, message authentication
codes are usually based on public/private key encryption in order to provide for
non-repudiation. This is discussed further in 5.2.5, “Digital signatures” on

page 99.

Keyed hashing for message authentication (HMAC)

H. Krawczyk and R. Canetti of IBM Research and M. Bellare of UCSD invented a
method to create a message authentication code called HMAC, which is defined
in RFC 2104 as a proposed Internet standard. A simplified description of how to
create the HMAC is as follows: The key and the data are concatenated and a
message digest is created. The key and this message digest are again
concatenated for better security, and another message digest is created, which is
the HMAC.
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HMAC can be used with any cryptographic hash function. Typically, either MD5
or SHA-1 are used. In the case of MD5, a key length of 128 bits is used (the block
length of the hash algorithm). With SHA-1, 160-bit keys are used. Using HMAC
actually improves the security of the underlying hash algorithm. For instance,
some collisions (different texts that result in the same message digest) have
been found in MD5. However, they cannot be exploited with HMAC. Therefore the
weakness in MD5 does not affect the security of HMAC-MD5.

HMAC is now a PKCS#1 V.2 standard for RSA encryption (proposed by RSA Inc.
after weaknesses were found in PKCS#1 applications). For further details, see
http://www.ietf.org/rfc.html. HMAC is also used in the Transport Layer Security
(TLS) Protocol, the successor to SSL.

Message authentication used with SSL

In the Secure Sockets Layer Protocol (SSL), a slightly different MAC algorithm
has been implemented. The MAC write-secret and the sequence number of the
message are concatenated with the data, and a message digest is created. The
MAC write-secret and this message digest are again concatenated for better
security, and another message digest is created, which is the MAC. Again, for the
hash function, either MD5 or SHA-1 can be used. If compression is used, the text
is compressed before the MAC is calculated.

5.2.5 Digital signatures

Digital signatures are an extension to data integrity. While data integrity only
ensures that the data received is identical to the data sent, digital signatures go a
step further: they provide non-repudiation. This means that the sender of a
message (or the signer of a document) cannot deny authorship; this is similar to
signatures on paper. As illustrated in Figure 5-5, the creator of a message or
electronic document that is to be signed uses a message digesting algorithm
such as MD5 or SHA-1 to create a message digest from the data. The message
digest and some information that identifies the sender are then encrypted with an
asymmetric algorithm using the sender's private key. This encrypted information
is sent together with the data.
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Figure 5-5 Digital signature creation

The receiver, as shown in Figure 5-6, uses the sender's public key to decrypt the
message digest and identification of the sender. He or she will then use the
message digesting algorithm to compute the message digest from the data. If
this message digest is identical to the one recovered after decrypting the digital
signature, the signature is recognized as valid proof of the authenticity of the
message.
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been altered
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Figure 5-6 Digital signature verification

With digital signatures, only public-key cryptosystems can be used. If secret-key
cryptosystems were to be used to encrypt the signature, it would be very difficult
to make sure that the receiver (having the key to decrypt the signature) could not
misuse this key to forge a signature of the sender. The private key of the sender
is known to nobody else, so nobody is able to forge the sender's signature.
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Note the difference between encryption using public-key cryptosystems and
digital signatures:

» With encryption, the sender uses the receiver's public key to encrypt the data,
and the receiver decrypts the data with his private key. This means everybody
can send encrypted data to the receiver that only the receiver can decrypt.
See Figure 5-7 for a graphical representation.
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Figure 5-7 Encrypting data with the receiver’s public key

» With digital signatures, the sender uses his private key to encrypt his
signature, and the receiver decrypts the signature with the sender's public
key. This means that only the sender can encrypt the signature, but
everybody who receives the signature can decrypt and verify it.

The tricky part with digital signatures is the trustworthy distribution of public keys,
since a genuine copy of the sender’s public key is required by the receiver. A
solution to this problem is provided by digital certificates, which are discussed
next.

5.2.6 Public Key Infrastructure

A Public Key Infrastructure (PKI) offers the basis for practical usage of public key
encryption. A PKI defines the rules and relationships for certificates and
Certificate Authorities (CAs). It defines the fields that can or must be in a
certificate, the requirements and constraints for a CA in issuing certificates, and
how certificate revocation is handled.
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PKI has been exploited in many applications or protocols, such as Secure
Sockets Layer (SSL), Secure Multimedia Internet Mail Extensions (S/MIME), IP
Security (IPSec), Secure Electronic Transactions (SET), and Pretty Good Privacy
(PGP). PKIl is described here, only insofar as its use with Web serving and
Secure Sockets Layer (SSL) is concerned. For more information on PKI, refer to
Deploying a Public Key Infrastructure, SG24-5512.

Digital certificates

When using a PKI, the user must be confident that the public key belongs to the
correct remote person (or system) with which the digital signature mechanism is
to be used. This confidence is obtained through the use of public key digital
certificates. A digital certificate is analogous to a passport: the passport certifies
the bearer's identity, address and citizenship. The concepts behind passports
and other identification documents (for instance, drivers’ licenses) are very
similar to those that are used for digital certificates.

Passports are issued by a trusted authority, such as a government passport
office. A passport will not be issued unless the person who requests it has
proven their identity and citizenship to the authority. Specialized equipment is
used in the creation of passports to make it very difficult to alter the information in
it or to forge a passport altogether. Other authorities, for instance, the border
police in other countries, can verify a passport's authenticity. If they trust the
authority that issued the document, they implicitly trust the passport.

A digital certificate serves two purposes: it establishes the owner's identity and it
makes the owner's public key available. Like a passport, a certificate must be
issued by a trusted authority, the CA; and, like a passport, it is issued only for a
limited time. When its expiration date has passed, it must be replaced.

Trust is a very important concept in passports, as well as in digital certificates. In
the same way as, for instance, a passport issued by the governments of some
countries, even if recognized to be authentic, will probably not be trusted by the
US authorities, each organization or user has to determine whether a CA can be
accepted as trustworthy.

For example, a company might want to issue digital certificates for its own
employees from its own Certificate Authority; this could ensure that only
authorized employees are issued certificates, as opposed to certificates being
obtained from other sources such as a commercial entity such as VeriSign.

Patterns for the Edge of Network



The information about the certificate owner's identity is stored in a format that
follows RFC 2253 and the X.520 recommendation, for instance: CN=Heinrick
Fienblatt O=IBM Corporation; the complete information is called the owner's
distinguished name (DN). The owner's distinguished name and public key and
the CA’s distinguished name are digitally signed by the CA; that is, a message
digest is calculated from the distinguished names and the public key. This
message digest is encrypted with the private key of the CA.

Figure 5-8 shows the layout of a digital certificate.

Digital Certificate

L7

Private Key of CA

Owner's Distinguished
Name ~\
message Issuer's
Owner's Public Key —> Signature
digest

CA's Distinguished Name

Figure 5-8 Simplified layout of a digital certificate

The digital signature of the CA serves the same purpose as the special
measures taken for the security of passports such as laminating pages with
plastic material; it allows others to verify the authenticity of the certificate. Using
the public key of the CA, the message digest can be decrypted. The message
digest can be recreated; if it is identical to the decrypted message digest, the
certificate is authentic.

Security considerations for certificates

If | send my certificate with my public key in it to someone else, what keeps this
person from misusing my certificate and posing as me? The answer is: my
private key.
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A certificate alone can never be proof of anyone’s identity. The certificate just
allows the identity of the certificate owner to be verified by providing the public
key that is needed to check the certificate owner’s digital signature. Therefore,
the certificate owner must protect the private key that matches the public key in
the certificate. If the private key is stolen, the thief can pose as the legitimate
owner of the certificate. Without the private key, a certificate cannot be misused.

An application that authenticates the owner of a certificate cannot accept just the
certificate. A message signed by the certificate owner should accompany the
certificate. This message should use elements such as sequence numbers, time
stamps, challenge-response protocols, or other data that allow the authenticating
application to verify that the message is a “fresh” signature from the certificate
owner and not a replayed message from an impostor.

Certificate Authorities and trust hierarchies

A user of a security service requiring knowledge of a public key generally needs
to obtain and validate a certificate containing the required public key. To verify
that the certificate is authentic, the receiver needs the public key of the CA that
issued the certificate.

Most Web browsers come configured with the public keys of common CAs (such
as VeriSign). However, if the user does not have the public key of the CA that
signed the certificate, an additional certificate would be needed in order to obtain
that public key. In general, a chain of multiple certificates may be required,
comprising a certificate of the public key owner signed by a CA, and possibly
additional certificates of CAs signed by other CAs. Many applications that send a
subject's certificate to a receiver send not only just that certificate, but also all the
CA certificates necessary to verify the certificate up to the root.

Obtaining and storing certificates

As has been discussed, certificates are issued by a CA. Clients usually request
certificates by going to the CA’s Web site. After verifying the validity of the
request, the CA sends back the certificate in an e-mail message or allows it to be
downloaded.

Requesting server certificates

Server certificates can be either self-signed or they can be signed by an external
CA. The server environment will determine which kind of certificate should be
used: in an intranet environment, it is generally appropriate to use self-signed
certificates. In an environment where external users are accessing the server
over the Internet, it is usually advisable to acquire a server certificate from a
well-known CA, because the steps needed to import a self-signed certificate
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might seem obscure, and most users will not have the ability to discern whether
the action they are performing is of trivial consequence or not. It should also be
noted that a root CA certificate received over a channel that is not trusted, such
as the Internet, does not deserve any kind of trust.

5.3 Firewall concepts

A firewall machine is a computer used to separate a secure network from a
non-secure network (Figure 5-9). Such networks are typically based on the
TCP/IP protocol, but the concept of a firewall is not restricted to just TCP/IP.

corporate
systems
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1 LM
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i

intranet

Figure 5-9 The firewall concept

Firewalls have become an important concept in TCP/IP-based networks,
because the global Internet is a TCP/IP-based network and is often perceived as
being a non-secure place to enter or traverse. Yet you still want your intranet
(perceived as being a secure place) to be connected to the non-secure Internet.

The reasons for establishing connections between an intranet and the Internet
are many, but generally fall into two categories:

» You want to provide a service to the Internet community or want to conduct
business on the Internet.

» You want to allow your internal employees to access the vast amount of
services on the Internet, as well as the ability to exchange or share
information with other users on the Internet or through the Internet.
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At this point, it might be useful to define the following terms:
» The term intranet refers to an internal TCP/IP network.

» The term Internet refers to the World Wide Web, and the associated
infrastructure of news groups, e-mail, chat rooms and other services.

» The term extranet refers to TCP/IP networks of different companies
connected with a secure connection, perhaps using virtual private network
technology (VPN).

Doing e-business on the Internet is very different from just serving static
information out of a Web server. Doing e-business means that you have to
establish an environment where users on the Internet are able to interact with the
applications and data that your daily existence as a company is based on and
relies upon.

That data and those applications are likely, to a large extent, to be located in your
environment, which means that you probably already are, or in the near-term
future will be, challenged with the request to establish Internet access to your
production environment.

When you connect your intranet to the Internet and define a strategy for how your
firewall should function, you may think that it is sufficient to block all types of
traffic that represent a risk, and allow the remaining traffic to pass through the
firewall. However, such a strategy is based on the assumption that all risks are
known in advance and that existing well-behaving traffic will remain
well-behaving; such an assumption is a mistake. New ways of exploiting existing
applications and well-known application protocols are being found every week,
so an application that may be considered harmless today may be the instrument
of an attack tomorrow.

5.3.1 General guidelines for implementing firewalls
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A few general guidelines for implementing firewall technologies are worth
including.

Before you start connecting your intranet to the Internet, define a security policy
for how your firewall should function and how demilitarized zones should be
configured. Decide what type of traffic is allowed through the firewall, and under
what conditions, what kind of servers are to be placed in demilitarized zones, and
what type of traffic is allowed between the demilitarized zone and the intranet.

When actually configuring your firewall, start by disallowing everything and then
proceed by enabling those services you have defined in your security policy.
Everything that is not specifically allowed should be prohibited.
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If you establish more than a single gateway between your internal network and
the Internet, make sure that all gateways implement the same level of security. It
is common practice to use different firewall products in a vertical setup (product A
between the Internet and the demilitarized zone and product B between the
demilitarized zone and the intranet). That way, a hacker exploiting a vulnerability
in product A is still stopped by product B. Of course, it does not make sense to
use this concept in a horizontal setup (one gateway uses product A, the other
one product B) because a hacker will get in at the weakest link.

If you build a perfect firewall on one end of your network while users on the other
end dial in to the Internet from their LAN-attached PCs, enabling those PCs to
act as IP routers between your internal network and the Internet, a hacker is
soon going to exploit that back door into your network instead of wasting his time
trying to break through your firewall.

One of the most important aspects of a firewall is its ability to log both successful
and rejected access events. However, these logs are worth nothing if you do not
set up daily administrative procedures to analyze and react to the information
that can be derived from these logs.

By analyzing the firewall logs, you should be able to detect if unauthorized
accesses were attempted and if your firewall protection succeeded in rejecting
such attacks, or if it failed and allowed an intruder to gain access to resources
that should not have been accessed. In addition, it might be a good idea to install
an intrusion detection system.

This list is not all-inclusive, but merely points out some of the most important
aspects of implementing firewall technologies in your network.

So far, the Internet has been considered to be the non-secure place, while your
internal network has been considered the secure place. However, that may in
some situations be an oversimplification. For example, consider a research
department that works with highly confidential information. In such an
environment, you may want to protect that research department from your
regular users by implementing a firewall between your regular internal network
and the network in your research department.
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5.3.2 Firewall categories
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There are many firewall technologies available, but they can in general be
grouped into two major categories:

» Those that allow IP packets to be routed between two or more networks,
namely packet-filtering routers.

» Those that disable IP routing, but relay data through specialized application
programs, namely application-level gateways or proxies.

Packet filtering

A packet filtering router, as shown in Figure 5-10, is a special type of IP router.
What differentiates a firewall packet filtering router from a normal IP router is that
it applies one or more technologies to analyze the IP packets and decide if a
packet is allowed to flow through the firewall or not. Such a firewall is sometimes
also referred to as a screening filter, or router firewall.

Some packet-filtering techniques only act on data in the headers of individual
packets, while others also look at data depending on the type of packet. The
traditional packet-filtering router is stateless (each packet is handled
independently) but there are products that save state over multiple packages and
base their actions on the state information.
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Figure 5-10 Packet filtering firewall
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Application-level gateway

An application-level gateway, sometimes referred to as a bastion host, is a
machine that disables IP-level routing between the non-secure network and the
secure network, but allows specialized application gateway programs (termed
proxies) that run on the firewall to communicate with both the secure network and
the non-secure network (see Figure 5-11).
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Figure 5-11 Application gateway firewall

The proxy applications on the firewall act as relay applications between users or
applications on the secure and the non-secure networks. Examples of such
proxy applications are HTTP or FTP proxy servers. The SOCKS server is also an
application-level gateway, but a special kind, sometimes referred to as a circuit
level gateway. A SOCKS server can relay all TCP and UDP connections, not just
HTTP or FTP sessions. It does not provide any extra packet processing or
filtering, and unlike proxy servers, it is often used for outbound connections
through a firewall.

A firewall may not always have to be configured as either a packet-filtering router
or as a proxy; it may be configured to perform the following functions:

» |P filtering

» Network address translation (NAT)

» Virtual private networks (VPN)

» FTP proxy server

» SOCKS server

» Domain name services
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An excellent discussion of firewall technologies can be found in TCP/IP Tutorial
and Technical Overview, GG24-3376.

The demilitarized zone

The demilitarized zone (DMZ) is a term often used when describing firewall
configurations. Figure 5-12 shows a typical example. A DMZ is an isolated
subnet between your secure network and the Internet. Much as the no-man’s
land between two entrenched armies, anyone can enter it, but the only elements
present are those that you want to allow access to anyway. Nowadays, a
demilitarized zone is an area in which you place the Web servers and other
servers for public access, but which you also wish to protect to some degree.
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Servers to be accessed
from the Internet, for
example, a Web server

Figure 5-12 A demilitarized zone

This is achieved by placing an outer firewall (often a packet-filtering router)
between the Internet and the servers in the DMZ, and another firewall (often an
application-level gateway) between your secure network and the DMZ. The outer
firewall is designed to allow into the DMZ only those requests you wish to receive
at your Web servers, but could also be configured to block denial-of-service
attacks and to perform network address translation of the servers in your DMZ.
The inner firewall is designed to prevent unauthorized access to your secure
network from the DMZ and also perhaps to prevent unauthorized access from
your secure network to the DMZ or the connected non-secure network.

When you put a server into a DMZ, it is strongly recommended that you use
firewall technologies. You should use firewall technologies to block all traffic into
and out of your server that does not belong to the services you are going to offer
from this server. This control should be in place even if you already have a
packet-filtering router or firewall between the insecure network and this server.
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5.3.3 Hardening

Hardening is a process done to firewalls to make them more secure. All
unnecessary services, user accounts, and software on the operating system are
removed or disabled.

An operating system is designed to fit computers with different configurations
performing different tasks. To accomplish this, extra items are installed with the
operating system that will only be used in certain situations. Much of the time,
these extra items just take up resources and might cause the computer to run
more slowly. On a firewall, these items become more of a problem. They become
unnecessary, and potential security exposures.

Almost everything on a firewall is a potential security exposure. By disabling and
removing the unnecessary items, there will be less exposure for a hacker to
exploit. All services, user IDs, and software on a firewall should be required only
by the operating system or the firewall. Everything else should be removed.

Many firewalls will perform a limited amount of hardening. However, it is the
responsibility of the firewall administrator to finish the task.

5.4 Virtual private network (VPN) and IPSec

A virtual private network (VPN) provides secure connections across the Internet,
by establishing a “tunnel” between two secure networks. It is a generic solution
that is application- and protocol-independent. A VPN encapsulates the IP
datagram into another IP datagram in order to maintain data privacy. It can be
used by two disparate parts of a corporation to connect their internal private
networks by means of a non-secure network such as the Internet. An example of
a VPN configuration is shown in Figure 5-13.
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Figure 5-13 Virtual private networks

5.4.1 IPSec

In Figure 5-14, the TCP/IP layered protocol stack is shown, with the
security-related protocols associated with each layer:

- S/MIME, PGP
= Proxy Servers

—Content Screening
= Virus Scanning
Applications - PKI
= Kerberos, RADIUS
—IPSec (IKE)
TCP/UDP —SOCKS V5
(Transport) -SSL, TLS
IP —1PSec (AH, ESP)
—Packet Filtering
(Internetwork) —NAT

Network Interface —CHAP, PAP, MS-CHAP
. —Tunneling Protocols
(Data Link) (L2TP, PPTP, L2F)

Figure 5-14 The TCP/IP protocol stack and the security-related protocols
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Within the layered communications protocol stack model, the network layer (IP in
the case of the TCP/IP stack) is the lowest layer that can provide end-to-end
security. Network-layer security protocols provide blanket protection for all
upper-layer application data carried in the payload of an IP datagram, without
requiring a user to modify the applications.

The IP Security Architecture (IPSec) open framework is defined by the IPSec
Working Group of the IETF. IPSec is called a framework because it provides a
stable, long-lasting base for providing network layer security. It can accommodate
today’s cryptographic algorithms, and can also accommodate newer, more
powerful algorithms as they become available. IPV6 implementations must
support IPSec, and IPv4 implementations are strongly urged to do so.

IPSec is comprised of a number of components described in individual RFCs
that are designed to operate together:

» Security Protocols - IP Authentication Header (AH) provides data origin
authentication, data integrity, and replay protection while IP Encapsulating
Security Payload (ESP) provides data confidentiality, data origin
authentication, data integrity, and replay protection.

» Security Associations - an SA is a kind of session between two hosts defining
the protocols to be used when transmitting data. ISAKMP (Internet Security
Association and Key Management Protocol) is a generic framework for
negotiating SAs and keys.

» Key Management - Internet Key Exchange (IKE) provides a method for
automatically setting up security associations and managing and exchanging
their cryptographic keys.

Security Associations

An IPSec Security Association (SA) corresponds to a session between two
hosts. It defines the set of protocols and, with these, the negotiated algorithms
and keys that are to be used when transmitting data between two hosts. An SA
for data traffic is always unidirectional, so for a pair of hosts that are to
communicate securely, at least two SAs, one for each direction, are needed. This
differs from other protocols that make use of sessions such as, for instance, SSL.
An SSL session covers the transmission in both directions.
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Negotiating Security Associations (ISAKMP and IKE)
Before any data can be sent between two hosts using IPSec, a SA needs to be

established. The IPSec architecture provides two methods for establishing an
SA: a manual tunnel or ISAKMP/IKE.

With manual tunnels, the SA and keying material are generated on one of the
hosts (the tunnel owner), transferred to the other host (the tunnel partner) with an
out-band transport mechanism, and then imported. This procedure needs to be
repeated whenever the validity of the keys has expired and new keying material
needs to be generated.

Contrary to manual tunnels, ISAKMP and IKE provide automatic management of
sessions and keys. ISAKMP provides a generic framework for the negotiation of
SAs and keying material. It defines the procedures and packet formats to
establish, negotiate, modify and delete SAs, but it does not provide any specific
key-generation techniques or cryptographic algorithms.

Internet Key Exchange (IKE) is based on two protocols: Oakley (The Oakley Key
Determination Protocol, by H. Orman; RFC 2412, November 1998) and SKEME
(SKEME: A Versatile Secure Key Exchange Mechanism for the Internet, by H.
Krawczyk; IEEE Proceedings, 1996). For the key exchange, Diffie-Hellman (DH)
shares are used and the shared key thus obtained is used to derive the keys for
data encryption and message authentication. Authentication can be performed
with one of three alternatives:

» Digital signatures
» Public key encryption
» A shared secret (a key previously known to both parties)

The use of DH shares causes the connection to have a property called “perfect
forward secrecy”. This means that even if the keys for one session are
completely compromised, the keys for previous sessions are still safe.

Phases: it takes two

Two hosts can communicate with each other in many different ways that may
need different sorts of protection. For instance, some traffic may need encryption
and authentication, while other traffic may only need authentication.

IKE uses a two-phase approach to be able to meet these different needs with
minimal overhead. In phase 1, an ISAKMP SA is negotiated to create a secure,
authenticated channel between the two hosts. The ISAKMP SA is a single,
bidirectional security association. In phase 2, the SAs for the individual type of
traffic (one SA for each direction) are negotiated using the authenticated channel
established in phase 1.
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Due to the Diffie-Hellman key exchange and the authentication, phase 1 is
computationally rather expensive. Phase 2 does not involve key exchange nor
authentication and is much less expensive. Performing phase 1 just once for a
pair of hosts and then multiple phase 2 operations for the individual connections
is a concept that can improve performance considerably.

Identity protection

In phase 1, certificates and authentication data are exchanged between the
hosts. IKE offers identity protection, meaning that all information that could
identify a host to an attacker or eavesdropper can be encrypted. Depending on
whether identity protection is really required, IKE supports two modes for phase
1: main mode offers identity protection, while aggressive mode does not. In main
mode, a shared, secret key is established before the identification information (for
instance, the host’s digital certificate) is sent. For a diagram showing IKE main
mode, see Figure 5-15.

.. IKE Main Mode
Initiator Responder
SA proposal —E >
- @—Selected SA
DH exchange, nonce—@
- E— DH exchange, nonce
certificate, authenticator—@
(encrypted)
@— certificate, authenticator
(encrypted)

Figure 5-15 IKE phase 1 main mode

Aggressive mode does not require the DH key exchange to be completed before
sending the remaining information. Therefore, there is only one exchange of
messages in aggressive mode (see Figure 5-16).
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.. IKE Agressive Mode
Initiator Responder
SA proposal, 1
DH exchange, nonce,
certificate
- 2 Selected SA values,

DH exchange, nonce,
certificate,
authenticator

authenticator—@ =

Figure 5-16 IKE phase 1 aggressive mode

The exchange of messages taking part in phase 2 (negotiation of the SAs for the
individual type of traffic) is called quick mode. In this mode, the pair of SAs for the
intended type of communication is set up. The required keys for encryption and

message authentication are generated from the shared key obtained in phase 1.

Transmitting data with IPSec

When a host wants to transmit one or more packets to another host it had not
contacted before, it will perform the necessary IKE exchanges to set up the
required SAs with the other hosts. Once this has all been performed and the
necessary keys are generated, the host proceeds to send the first packet.

IPSec has two formats for sending data, which serve slightly different purposes.
Authentication Header (AH) provides for message authentication and replay
protection, whereas Encapsulating Security Payload (ESP) provides for data
encryption in addition to message authentication and replay protection. The SA
for a communication selects whether AH, ESP, or a combination of both is to be
used.

Depending on the type of VPN connection between the two hosts, there are two
modes, tunnel mode and transport mode, that are to be used.

ESP and AH in transport mode

If a VPN connection is being established between two hosts that are the
endpoints for the packets transmitted between them, transport mode should be
used. Figure 5-17 shows the format of an Authentication Header (AH) in
transport mode.
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IP TCP

Header| Header TCP Data

without IPSec:

IP Authentication| TCP

Header| Header (AH) |Header TCP Data

with IPSec:

Figure 5-17 AH in transport mode

The message authentication applied by AH protects the parts of the packet that
are shaded in Figure 5-17. Note that although the IP header is shaded in the
diagram, parts of it are not authenticated because they can change in transit
between sender and receiver.

without IP TCP
IPSec: Header|Header TCP Data

with IP TCP

IPSec: |Header ESP Header L TCP Data ESP Trailer

Figure 5-18 ESP in transport mode

With the Encapsulating Security Payload (ESP) format in transport mode, the
TCP header and data are encrypted and, optionally, authenticated. But as can be
seen in Figure 5-18 (the protected areas are shaded), the IP header is afforded
no protection at all. However, this should not be a problem because sending and
receiving hosts have been authenticated and verified in the SA.

ESP in tunnel mode

A common application of VPNs is the use of a protected tunnel between two
secure networks. IPSec-capable firewalls at each end of the tunnel encrypt the
packets they send from the secure network through the tunnel; they decrypt the
packets they receive from the tunnel and route them to the destination hosts. In
this scenario, the SAs do not authenticate the destination hosts (just the firewalls)
and an attacker's modification of the IP headers could go undetected.
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Header | Header TCP Data

without IPSec:

IP ESP InnerIP | TCP

Header| Header | Header |Header TCP Data

with IPSec:

Figure 5-19 ESP in tunnel mode

In this environment, tunnel mode is to be used. Figure 5-19 shows the format of
ESP packets in this mode; again, protected areas are shaded. The complete
original packet, including the original IP header, is used as payload for an ESP
packet. The inner IP header has the address of the destination host while the
outer IP header addresses the firewall at the end of the tunnel. In this way, the
complete packet including the IP header is protected.

In some cases, the AH and ESP formats are combined (applied one after the
other) in order to reap both the benefits of IP header authentication with AH and
payload (data) encryption with ESP.

For detailed information, read:

» A Comprehensive Guide to Virtual Private Networks, Volume I: IBM Firewall,
Server and Client Solutions, SG24-5201

» Secure e-business in TCP/IP Networks on OS/390 and z/OS, SG24-5383

5.4.2 Alternative VPN solutions: Layer 2 Tunnelling Protocol
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A remote access dial-up solution for mobile users is a very simple form of a
virtual private network, typically used to support dial-in access to a corporate
network whose users are all company employees. To eliminate the long-distance
charges that would occur if a remote user were to dial in directly to a gateway on
the home network, the IETF developed a tunneling protocol, Layer 2 Tunnel
Protocol (L2TP). This protocol extends the span of a PPP connection: instead of
beginning at the remote host and ending at a local ISP’s point of presence, the
virtual PPP link now extends from the remote host all the way back to the
corporate gateway. In effect, the remote host appears to be on the same subnet
as the corporate gateway.

Since the host and the gateway share the same PPP connection, they can take
advantage of PPP’s ability to transport protocols other than just IP. For example,
L2TP tunnels can be used to support remote LAN access as well as remote IP
access. Figure 5-20 outlines a basic L2TP configuration:
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0 L2TP Tunnel 0

Router Router
—- Connection LAC LNS

PPP Connection ®

LAC = L2TP access concentrator
LNS = L2TP network server

Figure 5-20 Layer 2 Tunnel Protocol (L2TP) scenario

Although L2TP provides cost-effective access, multi-protocol transport, and
remote LAN access, it does not provide cryptographically robust security
features. For example:

» Authentication is provided only for the identity of tunnel endpoints, but not for
each individual packet that flows inside the tunnel. This can expose the tunnel
to various attacks.

» Without per-packet integrity, it is possible to mount denial-of-service attacks
by generating bogus control messages that can terminate either the L2TP
tunnel or the underlying PPP connection.

» L2TP itself provides no facility to encrypt user data traffic. This can lead to
embarrassing exposures when data confidentiality is an issue.

» While the payload of the PPP packets can be encrypted, the PPP protocol
suite does not provide mechanisms for automatic key generation or for
automatic key refresh. This can lead to someone listening in on the wire to
finally break that key and gain access to the data being transmitted.

5.5 Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) is a protocol developed by the Netscape
Communications Corporation that uses encryption to provide privacy and
authentication between two applications using TCP/IP. SSL can be regarded as a
transport layer equivalent of IPSec. Like IPSec, it uses asymmetric cipher
algorithms (RSA is normally used) to authenticate users and sign messages, and
symmetric algorithms to ensure confidentiality. Unlike IPSec, it is used to protect
sessions between particular applications on particular ports; IPSec provides
blanket protection between two hosts.
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HTTP can use SSL to secure its communications. This allows Web browsers and
servers to pass confidential or sensitive data through the Internet or intranet. SSL
is also implemented by the Lightweight Directory Access Protocol (LDAP) for
secure connections between LDAP clients and LDAP servers, by Telnet, and by a
Telnet client such as Host On-Demand for connections between the client and
the host system.

The use of SSL for Web access is through a protocol called HTTPS. HTTPS is a
unique protocol that combines SSL and HTTP. You need to specify https://
instead of http:// as an anchor in HTML documents that link to SSL-protected
documents. A client user can also open a URL by specifying https:// to request
SSL-protected documents.

Because HTTPS and HTTP are different protocols and use different ports (the
default ports are 443 and 80, respectively), you can run both SSL and non-SSL
requests at the same time. As a result, you can elect to provide information to all
users using no security, and specific information only to browsers that make
secure requests. This is how a retail company on the Internet can allow users to
look through the merchandise without security, but then fill out order forms and
send their credit card numbers using security.

SSL relies on digital certificates and a hierarchy of trusted authorities, as
described in 5.2.5, “Digital signatures” on page 99, to ensure authentication of
clients or servers.

5.5.1 Establishing secure communications with SSL
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To use SSL, both the client and the server need to have the software to support
this protocol. Because SSL started with HTTP communication, it is used as an
illustration.

The latest Netscape and Microsoft browsers support SSL 3.0 and all its features
on the client. SSL is composed of two sub-protocols:

» SSL Handshake Protocol
» SSL Record Protocol

The SSL Handshake Protocol initializes a secure session, with authentication of
the server (and optionally, the client), agreement of encryption scheme, and
transfer of encryption keys. A public-key algorithm, usually RSA, is used for the
exchange of the symmetric encryption key and for digital signatures. With the
server certificate, the client is also able to verify the server's identity. With SSL
Version 3.0, the possibility of authenticating the client identity by using client
certificates in addition to server certificates was added. The overall flow of these
steps is shown in Figure 5-21.
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Figure 5-21 Overview of SSL Handshake Protocol

The SSL handshake process detailed in Figure 5-21 is explained in more detail in
the following section:

» Step [l: The client sends a connection request with a c1ient hello message.
This message includes:

Desired version number.

Time information (the current time and date in standard UNIX 32-bit
format).

Optionally session-ID. If it is not specified the server will try to resume
previous sessions or return an error message

Cipher suites. (List of the cryptographic options supported by the client.
These are authentication modes, key exchange methods, encryptions and
MAC algorithms.)

Compression methods supported by the client.

A random value (nonce). A nonce is a random value used in
communication protocols, typically for replay protection.
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» Step @: The server evaluates the parameters sent by the client hello

message and returns a server hello message that includes the following
parameters which were selected by the server to be used for the SSL session:

— Version number

— Time information (the current time and date in standard UNIX 32-bit
format)

— Session ID

— Cipher suite

— Compression method

— Arandom value

Following the server hello message, the server sends the following
messages:

— Server certificate if the server is required to be authenticated

— A server key exchange message if there is no certificate available or the
certificate is for signing only

— A certificate request if the client is required to be authenticated

Finally, the server sends a server hello done message and begins to wait for
the client response.

Step B): The client sends the following messages:

— If the server has sent a certificate request, the client must send a
certificate or ano certificate message.

— If the server has sent a server key exchange message, the client sends a
client key exchange message based on the public key algorithm
determined with the hello messages.

— If the client has sent a certificate, the client verifies the server certificate
and sends a certificate verify message indicating the result.

The client then sends a finished message indicating the negotiation part is

completed. The client also sends a change cipher spec message to generate
shared secrets. It should be noted that this is not controlled by the handshake
protocol, the change cipher spec protocol manages this part of the operation.

Step [: The server sends a finished message indicating the negotiation part
is completed. The server then sends the change cipher spec message.

Step [: Finally, the session partners separately generate an encryption key, in
which they derive the keys to use in the encrypted session that follows from
the master key. The Handshake protocol changes the state to the connection
state. All data taken from the application layer is transmitted as special
messages to the other party.
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The SSL Record Protocol transfers application data using the encryption
algorithm and keys agreed upon during the handshake phase. As explained
above, symmetric encryption algorithms are used, because they provide much
better performance than asymmetric algorithms.

5.5.2 SSL considerations

As discussed, security functions such as SSL are needed to send sensitive data
safely if you connect your system to an insecure network such as the Internet.
On the other hand, using such security functions has performance impacts,
including utilizing additional CPU cycles and degrading Web server performance.
There is significant additional overhead in starting up an SSL session compared
with a normal HTTP connection. The protocol avoids some of this overhead by
allowing the client and server to retain session key information and to resume
that session without negotiating and authenticating a second time.

Furthermore, SSL does not satisfy every security requirement. While it protects
against eavesdropping and alteration of data, it cannot protect the server from an
attacker masquerading as a trusted user. For these security concerns, the risk
can be minimized by the use of access controls or firewalls.

To maintain SSL security, you have to manage the key carefully, especially when
using self-signed certificates, because the whole system environment is affected
by the security of the Certificate Authority's key database.

5.5.3 Where to use SSL

Typically, SSL is used for communications between a client machine and hosts
within a DMZ for the following reasons:

» Client authentication and authorization is to be performed within the DMZ
using the client’s password and digital certificate

» The data that is being transmitted must be encrypted (passwords, credit card
numbers, personal data, and so on)

In a similar manner, SSL can be used for communications between hosts in the

DMZ and hosts within the internal network for the following reasons:

» The data that is being transmitted must be encrypted for security purposes

» Client authentication and authorization is to be performed within the
enterprise internal network using the client’s password and digital certificate

Terminating and SSL session within the DMZ and performing client
authentication and authorization there has the advantage of removing the burden
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of SSL processing and authorization/authentication processing from back-end
application servers.

5.6 Authentication and authorization

Authentication is normally a prerequisite for authorization (unless everybody is
authorized to do something, such as autonomous FTP), but they are separate
and distinct concepts.

» Authentication establishes who you are.
» Authorization establishes what you are allowed to do.

5.6.1 User authentication
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Authentication is the process of reliably verifying the identity of someone (or
something). This is distinct from the assertion of identity (known as identification)
and from deciding what privileges accrue to that identity (authorization).
Authentication is the most difficult from the perspective of network security.
Classically, there are three different ways that you can authenticate yourself or a
computer to another computer system:

1. You can tell the computer something that you know; for example, a password.
This is the traditional password system.

2. You can “show” the computer something you have; for example, a digital
certificate, a card key, a smart card, one-time pads, a challenge-response list,
and so on.

3. You can let the computer measure something about you; for example, your
fingerprint, a retina scan, voiceprint analysis and so on.

Some systems combine these approaches. For example, a smart card that
requires the user to enter a personal identification number (PIN) to unlock it is a
combination of something you have (the card) and something you know (the
PIN). In theory, it is considered a good idea to combine at least two mechanisms,
because people can steal either one: the thing you have is susceptible to
ordinary theft, and the thing you know is compromised by sniffing if it passes over
the Internet; but it is rare for somebody to be able to get both at once. Automatic
teller machines use this combination; however, ATMs also demonstrate the flaw
in the theory: when you are authenticating (standing at the ATM), you reveal what
you have (your card) and what you know (your PIN) simultaneously, making
yourself vulnerable to a thief who watches you use the machine to capture your
PIN, then steals your card as you leave.
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In an e-business application server environment, a common approach to user
and server authentication is to implement SSL and digital certificates to “show
the computer something you have” while also using passwords to tell the
computer “something you know”.

5.6.2 User authorization

Authorization is verifying that the person (or machine) is really allowed to do what
it is requesting to do. For example, does the user have the right to invoke a
method on an EJB or access a particular HTML page, servlet or JavaServer
Pages (JSP)? Authorization is usually checked after user authentication.
Authorization is achieved by assigning access controls, such as read, write, or
delete, for user IDs or group names to the objects (EJBs, HTML pages, servlets,
and so on) being accessed. These controls, along with the authorized users or
groups, can be maintained in an access control list (ACL) associated with each
object.

For example, assume a Web server has authenticated user COMPU23. Now it
needs to decide whether to let COMPU23 do something, for instance read a
particular HTML document stored on that computer. The ACL for that HTML file
specifies who is allowed to use the file and in what way (for example, read, write,
execute, delete). Once you prove (via authentication) that you are COMPU23,
you are allowed access to any resource that lists COMPU23 in its ACL.

Maintaining ACLs on every object to be controlled can quickly become
prohibitively expensive. For example, imagine an object that all IBM employees
are allowed to see. The ACL associated with that file would be very large.
Furthermore, there might be many objects that should be accessible to all IBM
employees and a few objects that should be accessible to only a few. The person
maintaining the ACLs for all those objects would be very busy adding and
deleting entries for each of the ACLs and remembering which objects specific
employees have access to.

A common solution for this level of authorization is to introduce the concept of
groups. Instead of specifying all the individuals on every file, have a separate file
called something like IBMEmployees, and have the ACL for each object
(intended for that group) have an entry IBMEmployees.

However, there still could be some inefficiency. There might be objects (files,
servlets, HTML pages, and so on) on several different Web servers, all intended
to be accessed by all the employees at IBM. If the system managers of the
various systems talked to one another, they would realize they were duplicating
effort, since every one of them had to maintain a file listing all individuals in the
IBM corporation. There are two possible methods of eliminating this duplication
of effort.
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» The first one involves storing the file IBMEmployees at some central location,
and having every system query the central location when deciding whether to
grant a given user access to a resource whose ACL lists IBMEmployees.

» The second method is to include information about what groups an individual
belongs to inside the individual’s digital certificate. So COMPU23’s certificate
would specify that he was a member of IBMEmployees, and any other groups
that he was a member of (such as Engineers or Programmers).

What are the trade-offs between these two approaches? In the first approach,
evaluation of an ACL (that is, finding out if a particular individual should be
granted access to a resource that lists IBMEmployees in its ACL) requires
sending a message to the central location.

The second approach has issues as well. Security policies may mandate the
invention of hundreds or thousands of groups (employees who have been hired
less than a year ago, employees who have special disabilities, employees who
are working on a specific project, and so on). In that case, an individual’s digital
certificate can get very large. In addition, maintaining and distributing a digital
certificate for each individual that accurately represents that person’s group
status becomes much more cumbersome.

The approach we take with the Runtime pattern that follows is to implement a
central location that maintains security policy user access control lists.

5.7 Authenticating proxy
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The Tivoli Access Manager plug-in for WebSphere Edge Server V2 is an
authentication and authorization plug-in for the Edge Server Caching Proxy
component. The plug-in provides an “edge of network” authentication and
authorization point for all users wishing to access resources within a domain
secured by Tivoli Access Manager .

The Tivoli Access Manager plug-in performs user authentication based on HTTP
Authenticate headers in a reverse proxy configuration. In a Tivoli Access
Manager domain, where the Tivoli Access Manager plug-in is installed as part of
a reverse proxy, no other content or application server in the domain can perform
its own user authentication. Users authenticated through the Tivoli Access
Manager plug-in can only access content inside the Tivoli Access Manager
domain.
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5.7.1 Runtime pattern variation 8: Authenticating proxy

In this Runtime pattern a proxy server layer is implemented in front of all content
server nodes to provide security services at the edge of your network. A plug-in,
the Tivoli Access Manager plug-in, is used to authenticate and authorize
requests to the site. This reduces the amount of security processing load from
the application server nodes, freeing resources to do application processing
work.
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Figure 5-22 Runtime pattern 8- Authenticating Proxy

Benefits:
Runtime pattern 8 offers the following benefits:

» It reduces the load on application server nodes.
» Scalability is improved by shifting load to the edge of the network.
» Centralized security management can be achieved.

Disadvantages:
This Runtime pattern has some disadvantages:

» Additional resources are needed.
» Complex planning and installation requires more lead time.

» A broad range of in-depth security product knowledge is required.
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Runtime
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Common installation and
configuration guidelines

This chapter provides a short guide to the installation of the WebSphere Edge
Server features used in the Runtime patterns of this book. We recommend that
you familiarize yourself with the product documentation, as we do not cover all
aspects of customizing all features to your environment and policies.
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6.1 Common installation guidelines

More detailed product installation information can be found in the following
publications:

>

WebSphere Edge Server for Multiplatforms Getting Started Version 2,
SC09-4566

WebSphere Edge Server for Multiplatforms Network Dispatcher
Administration Guide Version 2, GC31-8496

IBM WebSphere Edge Server: New Features and Functions in Version 2,
SG24-6511.

6.1.1 General guidelines

1.

Verify that you have enough disk space available.

2. Log on as root/Administrator.

3. If you are accessing a Unix server remotely, export the display variable with

your local machines IP address:
export DISPLAY=192.168.10.104:0

Insert the WebSphere Edge Server Product CD into the server's CD ROM
drive.

On AIX and Linux, mount the CD. For AIX the command is:
mount -rv cdrfs /dev/cd0 /mnt

Change directory to the CD and start the setup/install program.

6.1.2 Load Balancer
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1.

Start the setup.exe or install.sh program. The welcome window shown in
Figure 6-1 will be displayed.
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Install5 hield Wizard x|
WebSphere Edge Server 2.0 Product Setup
“Welcome to the WebSphere Edge Server 2.0 Praduct
Setup Program.
It iz strongly recommended that pou exit all Windows
programs before rnning this Setup program.
< Back | MHext > I Cancel
Figure 6-1 Welcome window
2. Click Next to start the installation.
InstallS hield Wizard x|

Software License Agreement

Y

Please read the following License Agreement. Press the PAGE DOWHN key to see the rest of
the agreement.

| ntemational Program License Sgreement 3

Part 1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE LISING THE PROGRAM.
|BM WILL LICENSE THE PROGRAM TO 0L OKLY IFYOU FIRST ACCEPT THE
TERMS OF THIS AGREEMEMNT. BY USING THE PROGRAM ¥OU AGREE TO THESE
TERMS. IF¥OU DO NOT AGREE TO THE TERMS OF THIS AGREEMEMNT.

=l
Do wau accept all the terms of the preceding Licenze Agreement? |f you chooze Mo, Setup
will close. Tainstall\webSphere Edge Server. you must accept this agreemeant.

|mstallShield

< Back Yes Mo

Figure 6-2 Software License Agreement

3. Accept the Software Licence Agreement by clicking Yes in the window shown
in Figure 6-2.
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I the component list, select the items that you want to install; clear the items that pou do not want to
install.

A graved box with a check indicates that only part of the component will be installed. To select all
components, click Select ALL.
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’ien_LlS Zl|Engish =
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Space Required on Dinive C: 10403 k, Total Space Required on ALL Drives: 10403 K,
Space dvailable on Drive T 2097151 K
|nztallShield

Help | ¢ Back | Mext » | Cancel |

Figure 6-3 Component selection window

4. Select the Network Dispatcher component in the Component Selection
window. The default selection will install the Load Balancer Runtime and
Administrative component, Metric Server and Documentation. To change the
selection, click Change Subcomponents (see Figure 6-3). When you return
to this window, click Next to proceed.
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Subcomponent Selection
I the subcomponent list, select the items that pou want to install; clear the items that pou do not want to

install.
A graved box with a check indicates that only part of the component will be installed. To select all

components, click Select ALL.

Thig inztalls the Dizpatcher program
] &xdministration files, executables, messages. help
Licenss 1K files, and sample files.
[wf] b etric: Server BRI K
Current Language:
’ien_LlS Zl|Engish =
Select ALL | Chatge Subcomponents. . |
Folder for Currently Selected Option;
’VE:\F'rogram Filest/Bsedastnd Ehange Folder.. | Mare Dptians... |
Space Required on Dinive C: 10403 k, Total Space Required on ALL Drives: 10403 K,
Space dvailable on Drive T 2097151 K
|nztallShield

Help | (1] I Cancel |

Figure 6-4 Subcomponent selection window

5. At the very least, you will require the Runtime component and License.
Typically, the Metric Server component is installed on back-end server
machines in a Site Selector environment, or load balanced Load Balancers in
a Wide Area Network Dispatcher or Site Selector environment. After you have

made your selections, click OK.
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Installation Confirmation

Installation Selection Summary

|+

‘webSphere Edge Server 2.0 Installation Settings Summary

Components:

Metwark Dispatcher

Installation Path: C:\Program Files\ BM\edgeind
Installation Language: en_US -

Subcompaonents:

Runtime
Administration
Licenze - [Required) =l

|rstallShield
< Back | Finish I Cancel |

Figure 6-5 Selection summary window

6. The window shown in Figure 6-5 displays a summary of the selected
components to install. If no changes are required, click Finish to start the
installation process.

InstallShield Wizard

Setup Status

Setup iz performing the requested operations.

Inztalling:

10055

Installing: Metwork Dispatcher 4.0

|mstallShield

Cancel

Figure 6-6 Installation status window
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7. The status window shown in Figure 6-6 highlights the progress of the
installation. You may cancel the installation by clicking the Cancel button at
any time.

InstallS hield Wizard

Setup Complete

Setup has finished copying files to wour computer.

Befare you can use the program, you rust restart Windows or
wour compber,

¥ “es, | want to view the Feadie File. (RECOMMENDED)
¥ “es, | wank to restart my computer now.

Click Finizh to complete Setup,

< Back | Finish I Cance|

Figure 6-7 Installation completion window

8. Once the install process has finished, you may view the Readme file and (on
Windows) immediately reboot your server.

6.1.3 Caching Proxy

1. Start the setup.exe or install.sh program. The welcome window shown in
Figure 6-1 will be displayed.

2. Click Next to start the installation.

3. Accept the Software Licence Agreement by clicking Yes in the window shown
in Figure 6-2.
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I the component list, select the items that you want to install; clear the items that pou do not want to
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Figure 6-8 Component selection window

4. In the Component selection window, select the Caching Proxy checkbox.
This will automatically select the Application Service at the Edge and Content
Distribution checkboxes too. For a simple Caching Proxy, deselect those
items. Click Next to proceed.
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Installation Confirmation

Installation Selection Summary

‘webSphere Edge Server 2.0 Installation Settings Summary

Components:

Caching Prosy

Installation Path: C:\Frogram Filzs\ B \edgeicp
Installation Language: en_US

Subcomponemts:

Caching Prowsy Baze Server]
WT/2000 Service
|

< Back | Finish I Cancel |

Figure 6-9 Component selection summary window

|rztallShisld

5. The window shown in Figure 6-9 displays a summary of the selected
components to install. If no changes are required, click Finish to start the

installation process.

InstallShield Wizard
Setup Status

Setup iz performing the requested operations.

Inztalling:
C:AProgram Filesh B Yedgeticutlibbicudt1 81 Il

70%

" k! Installing: Global Secunty Kit ¥a 5.0 [Caching Prosy - Caching Prosy [Base Server]]

|mstallShield

Cancel

Figure 6-10 Installation status window
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6. The status window shown in Figure 6-10 highlights the progress of the
installation.

InstallS hield Wizard

Setup Complete

Setup has finished copying files to your compter.

Before you can use the program, you must restart Windows or
pour computer.

[ “fes. | want ta view the Readie File. (RECOMMENDED)
[ “es, | want to restart my computer now.

Click Finizh to complete Setup.

< Back | Finish I Cance|

Figure 6-11 Installation completion window

7. Once the install process has finished, you may view the Readme file and (on
Windows) immediately reboot your server.
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@ Accessonies
@ Adriristrative Tools
(2} Adobe Aarobat 4.0
@ Ja:
@ Netecape Communicator

@ MNorton Antiius Corparate Edition
@ Real

@ Startup

(5 wne

(3 wirzip

e Internet Explarer

@ Jawva Plug-in Control Panel

I‘S.f] Outlook Express

Documentation ¥ o ovion: C
Files\IBM\edgehadmin\platf;

5 Software

Metscape Smartlpdate
% Metscape Mavigatar
% Windows Update

3 wirzip
E Programs
Favorites
ﬁ Documents:
@ Settings
@ Search
Q Help

zj Run

@ Log O Administrator. ..
@ Shit Do

[ifhstan || ] 3) AR @RS D% @I F) || G sakD
Figure 6-12 Start Caching Proxy configuration

*+ v v v v v vRBlv v ¥

|edascpainl8hup...| @E(ﬂiﬂ 11-49 A

8. To start the configuration of the Caching Proxy on Windows 2000, go to
Start -> Program -> IBM WebSphere -> Edge Server -> Caching Proxy ->
Configuration Wizard (see Figure 6-12). This will display the Caching Proxy
Configuration Wizard window shown in Figure 6-13.
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[l Caching Proxy Wizard

Edge Server Caching Proxy
Configuration Wizard

Welcome to the caching proxy configuration wizard.
This program will assistyou in producing an initial
configuration for an installed proxy node.

< Back

Cancel

Figure 6-13 Caching Proxy Wizard window

9. To start the Configuration Wizard, click Next.
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[ Caching Proxy Wizard

Step 1 of 5 - Select Proxy Behavior

The behavior defines whether the prosy will be outgoing (forward) or incoming (reverse] with
rezpect bo nebwork flow.

Figure 6-14 Step 1 - Select Proxy type

10.1In this book, we always use the Caching Proxy as a reverse proxy. Select
Reverse Proxy as shown in Figure 6-14 and click Next.
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[ Caching Proxy Wizard

Step 2 of 5 - Select Proxy Port

The prosy port is uzed to defing which netwark port the prosy will isten on for incoming intermet
requests.

Figure 6-15 Step 2 - Port selection

11.Select the port on which the proxy will be accessed. If there is an HTTP
server running on the Caching Proxy machine that listens on port 80, you
must select a different port for the Caching Proxy to listen on. Click Next.
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[ Caching Proxy Wizard

Step 3 of 5 - Select Target Webserver

I & reverse prosy configuration, the target webserver indicates which network. address should
received the requests.

http: //fakehost 81

Figure 6-16 Step 3 - Define the target server

12.Define the target back-end server that the Caching Proxy will access. Click
Next to proceed.
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[ Caching Proxy Wizard

Step 4 of 5 - Define Proxy Administrator
Enter the user id and pazsword for the caching prosy administrator.

wezadmin

Figure 6-17 Step 4 - Define administrator account

13.Define a user name and password to administer the Caching Proxy through
the Web-based Configuration and Administration forms. Click Next.
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Il Caching Proxy Wizard

Step 5 of 5 - Complete the Configuration
Werify that all the selected options are accurate.

Yiou entered the following data:

Froqy Type: Reverse

Port Mumber: B0

Target *»eb Server http://fakehost:81
Adrministrator User: wgesadmin

< Back Firizh Cancel

Figure 6-18 Step 5 - Summary

14.The window shown in Figure 6-18 presents a summary of your definitions. If
they are as you wish, click Finish. Otherwise, you may go back and adjust the
settings. The configuration will only take a moment to complete.

Note: In a reverse proxy configuration, the Configuration Wizard will enter the
Proxy statement as the very first mapping rule. If you want to access the
Caching Proxy Configuration and Administration forms from a browser to
configure the Caching Proxy, you must move this statement by manually
editing the ibmproxy.conf file on the Caching Proxy machine. Refer to Chapter
18, Build a reverse caching proxy network, in WebSphere Edge Server for
Multiplatforms Getting Started Version 2, SC09-4566, or Chapter 4,
Configuring the basic proxy functions in WebSphere Edge Server for
Multiplatforms Administration Guide Version 2, GC09-4567 for more
information.
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6.1.4 Proxy CBR

1. Start the setup.exe or install.sh program. The welcome window shown in
Figure 6-1 will be displayed.

Click Next to start the installation.

Accept the Software Licence Agreement by clicking Yes in the window shown
in Figure 6-2.

Component Selection

I the component list, select the items that you want to install; clear the items that pou do not want to
install.

A graved box with a check indicates that only part of the component will be installed. To select all
components, click Select ALL.

MNetwork Dispatcher Aq | Select this option ta install Metwork
Caching Prosy 11065 K B!spa:c:l;er. The Netwtork o

[ | Application Service at the Edge ok Izpatcher component enables an
] Content Distribution aK Edage Server to load balance a

W Dacumentation 091 £ cluster of servers.

" Current Language:

en_US ~|[English =

Select ALL | | Chahge Subcomponents. .. I
Folder for Currently Selected Option;
’VE:\F'rogram Files\/EMedaetnd Ehange Folder.. | More Options... |
Space Required on Dinive C: B1E93 K Total Space Required on ALL Drives: B1E93 K
Space dvailable on Drive T 2097151 K
|nztallShield

Help | ¢ Back | Mext » | Cancel |

Figure 6-19 Component selection window

4. Select the Load Balancer and the Caching Proxy components. You will not
need the Application Service at the Edge and the Content Distribution
components. Click Next to start the installation.
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Installation Confirmation

Inztallation Selection Summary

‘w'ebSphere Edge Server 2.0 Installation Settings Summarny

Components:

Metwark Dispatcher

Installation Path: C:\Frogram Filess|BM\edoeind
Installation Language: en_ LS

Subcomponents:

Runtime
Administration
License - [Required) =l

|mstallShield
< Back | Finish I Cancel |

Figure 6-20 Component selection summary

5. This window shows you the selected components. Click Finish to start the

installation.

InstallShield Wizard
Setup Status

Setup iz performing the requested operations.

Inztalling:
C:AProgram Filesh|BMYedgetadmin'platiormiruntimewizplocalize. dll

60%a

" }! Installing: Global Securnity Kit W5 5.0 [Caching Proxy - Caching Prosy (Base Server))

|mstallShield

Cancel

Figure 6-21 Installation status window

6. The status window shows the progress of the installation.
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InstallS hield Wizard

Setup Complete

Setup haz finizhed coping files bo vour computer.

Before you can use the program, you must restart Windows or
wour cornputer.

V¥ “es, | want to view the FeadMe File, (RECOMMENDED)
¥ ‘ez, | wank ko restart my computar now,

Click Finizh to complete Setup.

¢ Back | Finizh I Carzel |

Figure 6-22 Installation completion window

7. Once the install process has finished, you may view the Readme file and (on
Windows) immediately reboot your server.

6.1.5 DB2 Client

1. Start the db2setup program:
./db2setup

This will result in the screen in Figure 6-23 being displayed.
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Figure 6-23 db2setup screen

2. As shown in Figure 6-23, select DB2 Administration Client, move the curser
to OK and press the Enter key.
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Figure 6-24 DB2 instance creation window

3. On the Create DB2 Services screen, select Create a DB2 Instance, move
the cursor to OK and press the Enter key.
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Figure 6-25 Instance details

4. The next screen (shown in Figure 6-25) provides default settings for the new
instance. If you accept the defaults, the password will be set to ibmdb2. When
finished, move the cursor to OK and pressthe Enter key.
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Figure 6-26 Confirm start of installation

5. To start the installation, press Enter.

6. The following screens show the progress of the installation and the
components that are being installed.
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Figure 6-27 Installing DB2Client

Figure 6-28 Installing Code page support
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Figure 6-29 Installation completed successfully

6.1.6 Application Server

We only show the actual installation of WebSphere Application Server on AlX
here. For detailed information on other platforms and the preparation tasks
involved, see the WebSphere V4.0 Advanced Edition Handbook; SG24-6176.

1. Insert the CD into the CD drive on your server.

2. Mount the drive with the following command:
mount -rv cdrfs /dev/cd0 /mnt

3. Change directory to the AIX directory on the CD-ROM
cd /mnt/aix

4. Start the install script:
./install.sh

The WebSphere Application Server welcome panel will be displayed as
shown in Figure 6-30.
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welcome to the |EM WebSphere Application Server Setup
program. This program will install 1EM WebSphere
Application Server on Your computer,

Click Cancel to quit Setup. Click Next to continue with
Setup.

WARMNING: This program is protected by copyright law and
international treaties. Unauthorized reproduction or
distribution of this program, or any portion of it, may result
insevere civil and criminal penalties, and will be prosecuted
to the maximum extent possible under law.

Mext = Cancel

Figure 6-30 WebSphere installation welcome window

5. Click Next to start the installation.

The installer has determined
that vour system may not have
all operating s¥stem patches
required to safely run
webSphere, If higher versions

@ of the required patches are
found, they are listed for
convenience, Lower or absent
patch versions listed below
should be installed or upgraded
before continuing,

All packages appear to be of proper versions =
bos.rte.net 4.3.3.2 (Higher version was found - 4.3.3.50)
bos.nettcp.client 4.3.3.28 (Higher version was found - 4.3.3.51)
X11.base.rte 4.3.3.25 (Higher version was found - 4.3.3.50)
X11.motif lib 4.3.3.26 (Higher version was found - 4.3.3.50}
X11.base.lib 4.3.3.26 (Higher version was found - 4.3.3.50}
bos.adt.prof 4.3.3.28 (Higher version was found - 4.3.3.54)

Ok

Figure 6-31 Prerequisite checker window

6. If your maintenance level does not meet the requirements, you might be
prompted by the prereq checker. Install the missing PTFs and start the
installation again. If you exceed the preregs, click OK to proceed.
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®Typical Installation

|F Custom Installation

Click the tupe of Setup vou prefer and click Mext

Everything vou need to support
production—level, highly scalable
applications intended to run on
servers from single—node
configurations to complex multi-
node configurations; includes BM
HTTP server, |[EM DBZ, DK 1.3.0.

Choose to install specific
components of the total install
package; specify the use of other
supported databases and Wweb
servers,

< Back Mext = Cancel

Figure 6-32 Installation type window

7. Select Custom for the installation type.

Setup will install the components selected,

|I78eruer

W &dmin
Wsamples

W wleb sarver Flugins
u

W application assembly and Deplovment tools
W IBM HTTP Server 1.3.19

r Description

Installs the application server runtime for hosting
applications, and an administrative server for

< Back Mext = Cancel

Figure 6-33 Component selection window
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8. Select the following components to be installed:

Server

Admin

Application Assembly and Deployment tools
IBM HTTP Server

WebServer Plug-ins

Setup will install the
components selected,

W IEM HTTP Server Plugin
M Apache Plugin
MIFlanat 4.1 Plugin

M Doming Plugin

< Back | Mext = Cancel

Figure 6-34 Plug-in selection window

9. As shown in Figure 6-34, we selected the IBM HTTP Server plug-in.
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|BM webSphere application Server advanced Edition uses a database
repository to store information. Indicate the twpe of the database vou
wolld like to use, along with the location, username, and password

for the database.

Database Twpe: DEZ W Remote

EERINEE /home /db2instl Browse

Database Password:

< Back | Mext = I Cancel

Figure 6-35 Database details

10.Enter the database details. In our example, they are:
— Database Type: DB2
— Database name: test_env
— DB Home: /home/db2instl
— DB User: db2admin
— DB User password: db2admin’s password
— Select the box for Remote (Database Server)
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r Destination Directory
‘webSphere spplication Server Destination Directory

fusr/websphere fappserver Browse...

Space Required: 112.2 MB Space Available: 68421 MB

IHS Destination Directory

Space Required: 14.3 MB Space Available: 68421 MEB

< Back Next » Cancel

Figure 6-36 Directory path window

11.Enter the directory path where WebSphere Application Server will be
installed. You cannot change the path of IBM HTTP Server.

Options selected for install are listed below:

< Back Install Cancel

Figure 6-37 Installation summary window

12.The Installation summary window shows the chosen settings. Click Install to
start the copying of the files.
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Installing IHS

Figure 6-38 Component progress window

13.The progress window shows the status of the components installation.

Copwing Files..

server/common/lib/databeans.jar

25%

Figure 6-39 File copying progress window

14. After the components installation, files are copied.

Setup has finished installing on vour computer,
Setup can launch the Read Me file, Choose the
aptions vou want below, Click Finish to complete
Setup.

W vas, | want to view the ReadMe File,

r.'

Y

Finish

Figure 6-40 Installation complete window

15. After successful installation, you will be prompted by the Setup Complete
window. Click Finish to close it.
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sy We
Application Server

e do I Start?

Sphere Application Server
ive Server

ative Console

Figure 6-41 WebSphere auto start window

16.Do not start WebSphere Application Server yet. Close the auto start window.

Figure 6-42 The admin.config file
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17.Go to the WebSphere bin directory. On our installation, the path is:
/usr/websphere/appserver/bin

View the admin.config file with your favorite editor, or do a cat or more on it.
Make sure that the path to the db2java.zip file points to the javai12 directory.

Figure 6-43 The admin.config file

18.If this instance of WebSphere Application Server will connect to a database
where you have already performed configurations, change the property that
forces WebSphere to recreate the database tables to false:

com.ibm.ejs.sm.adminServer.createTables=false

19.Now start the admin server. If you send it to the background by adding the &

character, the prompt will return and you will be able to carry on in the same
shell:

./startupServer.sh &

164  Patterns for the Edge of Network



Figure 6-44 Tail output of the tracefile

20.Follow the startup of the admin server by looking at the logfile named
tracefile:

tail -f ../logs/tracefile
21.Wait until the following message appears.Then exit from tail with Control + C:

admin-server open for e-business

6.2 Common configuration guidelines

The following sections document additional configuration requirements to
support Load Balancer configurations.

6.2.1 Aliasing a loopback adapter

On Windows
The MS Loopback adapter is not installed by default on Windows. You may have
to install it first.

1. Select Start -> Settings -> Control Panel -> Add/Remove Hardware.
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2. Install the MS Loopback adapter

To configure an alias to the loopback adapter, perform the following steps:

1. Select Start -> Settings -> Network and Dial Up connections and select
the connection for the loopback adapter.

By windows Update
3 wirZip
Pragramms
Favorites

ﬁ Documents

(=% 3 Cortrol Panel

%) Search E Make Mew Connection

@ Help (5] Printers Jke =

zj Run.. Iﬂ Taskbar & Start Menu... = Local Area Connection - Ethernet

@ Lag Off Administrator... =4 Local Area Connectian - Token Ring

@ Shut Down...

(s || A BB E 8 DG B (¥ || Biscrsnshopro | frane 142Pn

Figure 6-45 Select the Local Area Connection for the loopback adapter
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Local Area Connection Status ' 2] x|

General
~ Connection
Status: Connected
Diwratior: 15 dayps 03: 22,02
Speed: 10.0 kMbps
— Activity
e :
Sent —— =1 —— Heceived
L
Packets: o | 0
Froperties I Dizable |

Cloze |

Figure 6-46 Local Area Connection Window

2. Click the Properties button.

Local Area Connection Properties . 2] x|

General I Sharing |

Connect using:

I B2 Microsoft Loopback Adapter

Components checked are used by this connection:

Client for Microzoft Metworks
File and Frinter Sharing for Microsoft Networks
W NetBEUI Protacal

3 [ntemet Prol
Install.. | Urinztall Froperties
— Description

Transmizsion Control Protocol/|ntermet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[~ Show icon in taskbar when conmected

Ok | Catcel

Figure 6-47 LAN Properties window
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3. In the Local Area Network Properties window shown in Figure 6-47, select
Internet Protocol TCP/IP and click Properties.

Internet Protocol [TCP/IP] Propertie E ﬂﬂ

General

*f'ou can get |P zettings assigned automatically if your network. supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtain an IP address automatically

% |z the following IP address:

IP address: 192 0168 . 10 . 13
Subnet mask: 285 255 0285 . 0
Default gateway: . . .

~

% |ze the following DNS server addresses:

Frefened DMS server: . . .
Alternate DNS server: . . .

Advanced...
()3 | Cancel |

Figure 6-48 TCP/IP Properties window

4. In the TCP/IP Properties window shown in Figure 6-48, specify the cluster’s
IP address and the associated subnet mask. If you have already specified

another address here, click Advanced. Otherwise, click OK and proceed with
Step 8 on page 170.
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Advanced TCP/IP Settings

IP Settings | oS | Wi | Options |

~IP addresze:
IP address | Subnet maszk,
1921681013 255.255.255.0
sdd. | Edi. Remove |
— Default g. i
Gateway | Metric |
add. | Edi Remave
Interface metric: I‘I

()3 I Cancel

Figure 6-49 Advanced TCP/IP properties

5. In the Advanced TCP/IP properties window, click Add in the IP Address area.

TCP/IP Address 7| x|
IP address: | 192 . 188, 10 . &0
Subnet mask; | 255. 255 . 255 . 0

Add Cancel |

Figure 6-50 Add TCP/IP address

6. Enter the IP address of your cluster and the associated subnet mask. Click

OK to proceed.
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Advanced TCP/IP Settings ed [

IP Settings | oS | Wi | Options |

~IP addresze:
IP address | Subnet maszk,
1921681013 255.255.255.0
192.168.10.60 255.255.255.0
Add.. Edit.. Remove |
— Default g. i
Gateway | Metric |
add. | Edi Remave
Interface metric: I‘I

()3 Cancel

Figure 6-51 Added alias

7. Now the new alias IP address appears in the IP address field. Click OK
through all the open windows to save the settings.

8. On Windows, an alias to the loopback adapter will produce an incorrect entry
in the routing table. The wrong route will point to the local network through the
cluster address as an interface. If you have multiple aliases, the first in the list
will be used for the incorrect entry. Delete this route with the route delete
command. In our environment, the incorrect route was:

192.168.10.0 255.255.255.0 192.168.10.13 192.168.10.13
The command to delete the route is:
route delete 192.168.10.0 MASK 255.255.255.0 192.168.10.13
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[#] Select Command Prompt - 0] x|
K theroute print
Ihterface List
085l soopoooooonoooooooooonpogoo MS TCP Loopback interface
01000003 . ..00 60 94 56 ab df ...... IEM Token-Ring PCI Family Adapter
2000004 ,..02 00 4c 4f 4f 50 ...... MS LoopBack Driver
Whotive Routes:
MNetwork Destination Netmask Gateway Interface Metric
0.0.0.0 .0, 9.24.104.1 192.1658.10.18 1
127.0.0.0 1 1
3 1]
5 A0, 1
192.1658.10.13 1
192.1&58.10.18 1
152.1658.10.60 1
192.1&58.10. 255 1
1592.1658.10.255 1
2z24.0.0.0 1
224.0.0.0 0. 1
265,265,266 255 . 255 1
Default Gateway: 5.24.104.1
Fersistent Routes:
Mone
K:heroute delete 132.165.10.0 MASK 255.255.255.0 192.16%.10.13
K:heroute print
Ihterface List
085l soopoooooonoooooooooonpogoo MS TCP Loopback interface
01000003 . ..00 60 94 56 ab df ...... IEM Token-Ring PCI Family Adapter
2000004 ,..02 00 4c 4f 4f S0 ...... M5 LoopEBack Driver
Whotive Routes:
HNetwork Destination MNetmask Gateway Interface Metric
0.0.0.0 0.0.0.0 9.24.104.1 192.1658.10.18 1
1z7.0.0.0 2E5.0.0.0 1z7.0.0.1 1z7.0.0.1 1
192.168.10.0 255.255.255.0 192.1658.10.15 192.1658.10.18 1
152.1658.10,12 2EL.2EL. 255, 2E5E 1z27.0.0.1 1z27.0.0.1 1
192.168.10.18 255.255.255.255 127.0.0.1 127.0.0.1 1
152.165.10,.60 255.255.255,255 127.0.0.1 1z27.0.0.1 1
192.168.10.255 255.255.255,255 192.1658.10.13 192.168.10.13 1
152.165.10,255 255,255,255, 2558 192,1658.10.18 1592.165.10,18 1
224.0.0.0 224.0.0.0 192.1658.10.13 192.168.10.13 1
2z24.0.0.0 224.0.0.0 192.165.10.18 192.1658.10.18 1
255.255.255.255 265.255.255.255 192.1658.10.158 192.168.10.18 1
Default Gateway: 9.24.104.1
Fersistent Routes:
None
SERSY =

Figure 6-52 Incorrect routes in Windows and their deletion
9. Figure 6-52 shows the incorrect route and the deletion of it.

On AIX

On AlX, adding an alias is done using a simple command, the ifconfig
command.

Syntax:

ifconfig <interface> <action> <address>

The loopback adapter is named 100. The command to add an alias of
192.168.10.70 to the loopback adapter is:

ifconfig To0 alias 192.168.10.70
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To delete the same alias, you enter:
ifconfig 100 delete 192.168.10.70

To show the current settings for all interfaces, enter:

ifconfig -a

Figure 6-53 Ifconfig command on AIX

Figure 6-53 shows the use of the ifconfig command on AlX.
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Test environment example

The following example defines a very flexible environment that can be used for
application development and testing. Once functional testing on the developer’s
workstations has been successful, the next stage is to test entire units, also for
affinity, multithreading and fail-over matters that require a full scale environment.
Because of the way this example is set up, it provides the full range of servers to
each developer while still sharing the expensive resources. The developer
spaces are fully independent so they will not interfere with each other. An
application can be deployed and exported by a developer without the need to
understand the whole environment. Those few objects that need to be modified
can be changed at deployment time without impacting the original application
archive.
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7.1 Scenario description

174

This scenario is based on 2.3.2, “Basic Runtime pattern” on page 29. We
deployed the sample Enterprise Application which is delivered with WebSphere
Application Server (sampleApp.ear). Each of the above mentioned workspaces

contains a ServerGroup with two clones, one virtual host, one database and a
DataSource pointing to it.

A single Application Server clone resides on each of the two Application Server
nodes. Access goes through two load balanced HTTP servers and the

WebSphere plug-ins, which in turn balance between the Application Server
Clones (see Figure 7-1).

The virtual host configured for each workspace allows deployment of

applications with the same context root for each of them without interfering with
others.

Outside world DMZ

— iR

Internal network

)

)74

{ Public Key |
L Infrastructure | HA Load
******** / — Balancer ( )

ﬁ | ® Web =
- - H :l:/ Application g
Domain Name | N i.% Server | ™ o
SEEE = HA Load — |E

8[| Balancer —_— = Database
o Web g
(5 Application |-—] @
Server
—
| Developer
Developer 2
1
Presentation H Application

Stand-alone Single Channel

Figure 7-1 Runtime topology of the example test environment

Figure 7-2 shows the architecture of the environment.
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r ~
NODE 1 Application Server 1
HTTP Server 1 S
Admin Server WA.S
HTTP Deamon Repository
WAS Plugin Developer 1 [ Module 1]
Clone 1
Plugin-cfg.xml
Developer
D per 1 Glonell | | Developer2 A
vHost Clone 2 Clone 1 Module 2
Developer 2 Clone1 P
vHost Clone 2
Integration Clone1 N | | Integration | Module1 \
| 1
vHost Clone 2 \ Clone Module 2 Developer
B
. \\ \ / N
A\ N[ ]
r ~
Load NODE 2 Application Server 2
EElEnEeT HTTP|Server 2 Integration
WAS
Admin Server
HTTP Deamon
WAS Plugin Developer 1 [ Module 1]
Clone 2
Plugin-cfg.xml
o | [ Gone7 Pogaer® szl
d Clone 2 Module 2
Developer 2 Clone 1
vHost Clone 2 f/
Integration Clone 1 1\ Integration | Module 1
VHost Clone2 T | Clone 2 Module 2 |
| v

Figure 7-2 Detailed architecture

7.1.1 Overview

We will configure the environment for three different workspaces. Each has its
own virtual host, application database and DataSource Object. The following
tables show the naming and node functionalities.

Naming

Note that the virtual hosts are name-based virtual hosts. They are all based on a
single IP address. This makes it very easy to extend. There is no need for an
additional IP address when a new workspace is defined. And even more

important, the load balancer configuration never needs to be changed. Simply
add a new definition to DNS or the hosts files.
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Table 7-1 Naming of user specific configuration items

User Virtual Host Database Data Source IP Address

int int_vhost int_db int_DS 192.168.10.60
dev1 devi_vhost devi_db devi_DS 192.168.10.60
dev2 dev2_vhost dev2_db dev2_DS 192.168.10.60

Node functionalities

The following table lists the specifics for the machines used in this scenario. See
Figure 7-3 for additional information.

Table 7-2 Machines used in the test environment scenario

Host Name

IP Address

OS and Software

Service

23VNX85

192.168.10.14

Windows 2000
WebSphere Edge
Server V2.0

Load Balancer

RS60008

192.168.10.27

AlX 4.3.3

IBM WebSphere
Application Server
V4.0.3

IBM HTTP Server
V1.3.19

Web Application
Server

RS600035

192.168.10.29

AIX 4.3.3

IBM WebSphere
Application Server
V4.0.3

IBM HTTP Server
V1.3.19

Web Application
Server

M23VNX64

9.24.105.112

Windows 2000
IBM DB2 V7.2

Database Server

The entire scenario can be configured with four nodes:

» One load balancer

» Two Web Application Servers

» One Database Server node

For a testing environment, a standalone (not highly available) load balancer is
perfectly acceptable. The databases could probably also be created on an
existing database server.
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The cluster address used for load balancing is 192.168.10.50.

Internet DMZ —— Intranet

rs600035

Web
Application |

, Server \
192.168.10.29

lo0
m23vnx85 192.168.10.50 \ m23vnx64
™ Primary < - DB
Load Balancer Server
192.168.10.14 ’/ 9.24.105.112
rs60008 /
tro
192.168.10.50 Web -1
Application
Server
- 192.168.10.27
lo0
192.168.10.50

Figure 7-3 Node functionalities

7.1.2 Traffic flow

We will follow a request for a page on one of the virtual hosts, for example:
http://devl_vhost/webapp/examples/showCfg

Please refer to Figure 7-4 for details.

1. The hostname in a client request is resolved to the IP address 192.168.10.50.
This cluster address is aliased to the interface of the load balancer machine,
so the load balancer will answer to the ARP broadcast and receive the
request.

2. The load balancer then looks in its connection table to determine the least
loaded server in the cluster. In our scenario, we use the MAC forwarding
method. It does not read the header of the request. It changes the MAC
address of the packet to the one of the target servers and sends the packet on
its way. The source and destination IP addresses remain unchanged.

3. The owner of this MAC address is one of our Web Application Servers. But in
order to accept the packet, it has to own the IP address as well. How does this
work without producing an IP address conflict? The address is aliased to the
loopback adapter, which does not respond to ARP broadcasts.
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4. The HTTP daemon on the Web Application Server receives the request and
lets the WebSphere plug-in examine the header. If it finds a match with a
hostname/URI combination in its configuration file, and there is one or more
clones (JVM) associated with it, the plug-in chooses one.

5. Each clone in turn has its own HTTP daemon which receives the packet. The
application root determines which of the Web Containers served by this
daemon owns the URI.

6. The application root /webapp/examples is owned by the Web Container
Examples. This Web Container receives the request and forwards it to the
Servlet Engine.

7. Finally, the Servlet Engine calls the required servlet or JSP to execute the
request. In our example, it is the showCfg servlet.

8. The response is sent back to the WebSphere plug-in. It remembers the
original source IP address and sends the response directly to the client.

Application
Data
IR I
N
Lot -~ R
. - i
- .
A - ‘I /
4 1
‘a Application  \//
HA Server ‘N intranet
Protocol M /
Firewall !
Domain
Internet Firewall

Figure 7-4  Traffic flow
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7.2 Configuration description

The following sections detail the configuration requirements for the software in
each of the nodes in this scenario.

7.2.1 Databases

The instructions in this section are DB2 specific. If you work with a different
database, consult your product documentation.

Create a database for each developer
On the database server node, log on as the database administrator. Recall
that our database server resides on a Windows 2000 machine. The DB
administrator is db2admin. Open a command line prompt window by clicking
Start -> Programs -> IBM DB2 -> Command Line Processor.

[#/DB2 CLP - DBZCLP.BAT DBZ.EXE

{c? Copyright IBM Corporation 1993.2801
Command Line Processor for DB2 SDK 7.2.8

You can issue databhaze manager commands and SQL statements from the command
prompt. For example:

db2 => connect to sample

dbh2 => bind sample.bnd

For general help, type: 7.

For command help. type: ? command. where command can he

the first feuw keywords of a database manager command. For example:
7 CATALOG DHTHBHSE for help on the CATALOG DATABASE command

? CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode. type QUIT at the command prompt Outside
interactive mode. all commands must bhe prefixed with
To list the current command option settings. type LIST COHHHND OPTIONS .

For more detailed help. refer to the Online Reference Manual.

dh2 =»> create db devl_db

DB2BABAL The CREATE DATABASE command completed successfully.

dh2 =» create db dev2_db

DBE2BBBAI The CREATE DATABASE command completed successfully.

dh2 =»> create db int_db

DB2BABAL The CREATE DATABASE command completed successfully.

db2 => update db cfg for devi_db using applheapsz 256

DB26BBAI The UPDATE DATABASE CONFIGURATION command completed successfully.
DB218A261 For most configuration parameters, all applications must disconnect
from this datahase before the changes hecome effective.

db2 => update db cfg for devZ_db uzing applheapsz 256

DB26ABAI The UPDATE DATABASE CONFIGURATIOM command completed successfully.
DB21A261 For most configuration parameters, all applications must disconnect
from this datahase before the changes hecome effective.

dbh2 => update db cfg for int_db using applheaps=z 256

DB2AABAL The UPDATE DATABASE CONFIGURATION command completed successfullwy.
DB21@261 For most configuration parameters,. all applications must disconnect
from this databhase before the changez hecome effective.

dh2 =3

Figure 7-5 Creating the databases
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2. Create a database for each developer with the following command:
create db <dbname>

In the example shown in Figure 7-5, we created databases named dev1_db,
dev2_db and int_db.

3. After the databases have been created, set the application heap size to
256 MB with this command:

update db cfg for <dbname> using applheapsz 256

Catalog the new databases on each DB Client node

The following commands must be executed on the respective Web Application
Server machines.

Eeverewe ]

Figure 7-6 Cataloguing the node and databases

Add node and database catalog entries. The syntax of the catalog command is:

catalog db <DB Name> as <DB Alias> at node <DB Server Name>

For example, to catalog the dev2_db database, the command would look like
this:

catalog db dev2_db as dev2_db at node rains

See Figure 7-6 for details.
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Figure 7-7 Edit the /etc/services file

Add two entries to the services file in the /etc directory:
» db2cDB2 50000/tcp

db2cDB2 is the services name which is bound to a remote host when it is
cataloged. The letter ¢ in the middle indicates that this is a connection port.
DB? after it indicates the instance name. If the client has a catalog entry to a
Unix DB2 Server, there would probably be another entry with the name
db2cDB2inst1.

» db2iDB2 50001/tcp

This entry defines the interrupt port (indicated by the letter i in the middle).
DB? after it is for the instance name. If the client had a catalog entry to a Unix
DB2 Server, there would probably be another entry with the name
db2iDB2inst1.
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$ db2 connect to test_env user dbZadmin
Enter current password for dbZadmin:

Database Connection Information
DB2/NT 7.2.0

DB2ADMIN
TEST_ENV

Database server
SQL authorization ID
Local database alias

$ db2 connect to int_db user db2admin
Enter current password for dbZadmin:

Database Connection Information

DB2/NT 7.2.0
DB2ADMIN
INT_DB

Database server
SQL authorization ID
Local database alias

$ db2 connect to devl_db user db2admin
Enter current password for db2admin:

Database Connection Information
DB2/NT 7.2.0

DB2ADMIN
DEV1_DB

Database server
SQL authorization ID
Local database alias

$ db2 connect to dev2_db user dbZadmin
Enter current password for db2admin:

Database Connection Information
Database server DB2/NT ¢.2.0
SQL authorization ID DB2ADMIN
Local database alias = DEV2_DB

$ db2 connect reset
DB20000I The SQL command completed successfully.

$ 1

Figure 7-8 Testing the connections

Log on as the local DB2 instance owner (or any user that has the DB2 binaries in
its PATH) and verify the connection to the remote Database Server, as shown in
Figure 7-8.

Create separate INC Table for each SampleApp

To create the INC table used by the Increment EJB, log on to the application
database:

db2 connect to int_db user db2admin
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Once you are connected, issue the following SQL statement to create the table:
CREATE TABLE DB2ADMIN.INC ("PRIMARYKEY" VARCHAR (64) NOT NULL, "THEVALUE"
INTEGER, PRIMARY KEY (PRIMARYKEY)) DATA CAPTURE NONE  IN USERSPACE1

Repeat this for each developer’s database.

7.2.2 WebSphere Application Server
If you are accessing the WebSphere nodes remotely, export the DISPLAY
variable with the IP address of your local machine:
export DISPLAY=192.168.10.105:0

Alias the loopback adapter

The first step in preparing a member of a cluster is to alias the cluster address to
the content server’s loopback adapter. In our example, the cluster address is
192.168.10.50. See 6.2.1, “Aliasing a loopback adapter” on page 165 for details.

rs60008: 7 >ifconfig -a
en0: flags=4e080862<{BROADCAST , NOTRAILERS, RUNNING, SIMPLEX ,MULTICAST, GROUPRT,64BIT,6 PSEG>
inet 9.24.105.59 netmask Oxfffffef0 broadcast 9.24.105.255
tro: flags=eBa0043<UP,BROADCAST , RUNNING,ALLCAST ,MULTICAST,.GROUPRT, 64BIT>
inet 192.168.10.27 netmask Oxffffff00 broadcast 192.168.10.255
lo0: flags=e08084b<UP,BROADCAST, LOOPBACK, RUNNING, SIMPLEX,MULTICAST, GROUPRT,64BIT?>
inet 127.0.0.1 netmask OxffOOOBOO broadcast 127.255.255.255
ineté ::1/0
rsbee08:/ >ifconfig loB alias 192.168.10.50 4—
rs60008: 7 >ifconfig -a
end: flags=4e080862<BROADCAST , NOTRAILERS, RUNNING, SIMPLEX ,MULTICAST, GROUPRT,64BIT,PSEG>
inet 9.24.105.59 netmask Oxfffffed0 broadcast 9.24.105.255
tro: flags=e0a0043<UP,BROADCAST, RUNNING,ALLCAST ,MULTICAST,GROUPRT 6 64BIT>
inet 192.168.10.27 netmask Oxffffff00 broadcast 192.168.10.255
lo0: flags=e08084b<UP,BROADCAST, LOOPBACK, RUNNING, SIMPLEX,MULTICAST, GROUPRT,64BIT>
inet 127.0.0.1 netmask Oxff0O0000 broadcast 127.255.255.255

inet 192.168.10.50 netmask OxffffffO0 broadcast 192.168.10.255

rs600US=

Figure 7-9 Aliasing the loopback interface

Configure the virtual hosts in the WebSphere domain
1. Change to WebSphere’s binary directory and start the Admin Console.

cd /usr/websphere/appserver/bin
./adminclient.sh &
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Console Yiew Tools Help

@lo @2 | x®| ¥

= g webSphere Administrative Domain ;EI. Marme | Aliazes
= 2155 default_host [*8&0, #9080]
(2 Server Groups :
= B2 Nodes
[ § rs60008
= B2 Application Servers
@/ Default Server
[ Generic Servers
= § rs600035
= B2 Application Servers
&7 Default Server | [General [[Advanced |
2 Generic Servers i
=l B2 Enterprise Applications

Name: “default_host

1 rs60008_sampleApp Aliases
1 rs600035_sampleApp :
= B3 Resources : “Host Aliases | Add

[ JDBC Providers : *30
(2 JavaMail Sessions i =080
3 URL Providers
(3 )2C Resource Adapters
2 JMS Providers

[«

Type|  Time | Event Message Source | Options.
Details...

1

Figure 7-10 Default Host after WebSphere installation

You will see that the default host has two aliases configured. Both have a
wildcard (asterisk) in the place of the hostname (see Figure 7-10). If we want
to use multiple virtual hosts, we must change this to a defined hostname
(usually the name of the system). Otherwise, the wildcard interferes with the
other virtual hosts. If you do not intend to keep the Default Server, you may
also delete it.

2. Change the asterisks to the hostname of your system (see Figure 7-11).
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Console Yiew Tools Help
elo @2 |xa| W
= 58 webSphere Administrative Domain i Name | Aliases
= default_host [rs60008:80, rsR0008:9080, rs60...
2 Server Groups
= B2 Nodes
£ rs60008
= B2 Application Servers
@1 Default Server
[ Generic Servers
E [ rs600035
= B2 Applicatian Servers

&) Default Server General [Advanced |
[ Generic Servers .
=l B2 Enterprise Applicatians Name; #default_host

™ rs60008_sampleApp

Aliases
™ rs600035_sampleApp
E (2 Resources “Hast Aliases | Add

3 JDEC Providers rEE0008: 80

(2 JavaMail Sessions rsGO008 9080

Remove

3 URL Providers rEE00035 80

2 J2C Resaurce Adapters r5600035:9080 ~
3 JMS Providers —

Type| Time | Event Message | Source | Options.
E  5/31j02 7. Command "default_host Modifyartributes" running .. o g

E 3/31j02 7.... Command "default_host. ModifyAttributes” completed... Details...

E 5/31702 7. ADMR2301L Web Server Plugin Config. The adminis... com.ibm.ejs.sm.beans Virtua... ’T

{

Figure 7-11 Added hostnames to the default host

3. Click Apply to save the changes.
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Console Yiew Tools Help

elo @2 | x&| ¥

= % webSphere Administrative Damain
=

[ server Grog_ New..
= & Nodes Find...
£ [ rs60008
= E2 Application Servers
&/ Default Server
2 Generic Servers
[ rs600035
= E2 Application Servers
@) Default Server
2 Generic Servers
=l E2 Enterprise Applications
™ rsG0008_sampleApp
™ rs600035_sampleApp
= 3 Resources
(2 JDEBC Providers
(2 JavaMail Sessions
£ URL Providers
2 J2C Resource Adapters
B2 JMS Providers

Aliases

i MName
= default_hast

[rs60008:80, rsR0008:9080, rs60...

General [Advanced |

Name: 7default_host

Aliases

“Host Aliases
rs60008:80
15600089080
rse00035:80
rs6 00035:9080

-

Type|  Time |

Ewvent Message

E 5/31702 7. Command "default_host ModifyAttributes” running ...
E 3/31/02 7.... Command "default_host Modifyattributes” completed..
E 5/31702 7. ADMR23011: Web Server Flugin Config. The adminis...

S l - options...

com.ibr.ejs. sm beans. Virtua. .

{

Figure 7-12 Create a new virtual host

4. Right-click the Virtual Host object in the left pane and select New (Virtual
Host). Refer to Figure 7-12 and Figure 7-13.

General |Advanced |
Name: int—vhost

Aliases

“Haost Aliases
int-vhost |

| OK | | Cancel

Help

Figure 7-13 Create new virtual host
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5. Repeat these steps for each developer for which you want to create a testing
space. In our scenario, there are three virtual hosts: (see Figure 7-13).

— int_vhost
— dev1_vhost
— dev2_vhost

Consale ¥iew Toals Help

o @2 |x&|
= 9 webSphere Administrative Damain 2 SERSES I Aliases
[=3virtual Hosts} £ int_vhost [int_vhost]
7 Server Groups w1 devl vhost [devl_vhost]
= 2 Nodes A dev2_vhast [devZ_vhost]
El @ rs60008 :

£ Application Servers
2 Generic Servers

E & rs600035
£ Application Servers
2 Generic Servers

| [ General [Advanced |

Name: @int_vhost

2 Enterprise Applications. :
1 Resources : Aliases:
“Host Aliases ‘ Add
int_vhost
Remove =
Help

TEFE Time Event Message Source 3
. O M SeTvYerarouy, sart LUgIIIUIELEu TCLESETUITY. | Options...
G 5/31/02 8:0... ADGUL1077I: Plugin regeneration completed successfully on... Details..

E  5/31/02 8:0... ADGULO77I: Plugin regeneration completed successfully on...
s Clear

G 5/31/02 2:0... Command "rsé00035 export” running ...
E  5/31/02 3:0... Command "rsé00035 export" completed successfully

Figure 7-14 Admin Console view after creation of three virtual hosts

Figure 7-14 displays the results of defining three virtual hosts.
Create ServerGroups

In this section, we create a ServerGroup for each workspace. Each ServerGroup
will have two clones assigned to it: one on each Web Application Server node.
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Consale ¥iew Tools Help

El @ rs6000  Find...
1 AppIltation Servers

elo @2 |xd| &
= 5§ webSphere Administrative Damain : Name | Has been started | Start time
3 virtual Hosts : @ int_ServerGroup True May 31, 2002 8:03:40...
RS rver Grogusa: e— [ dev1 ServerGroup  True May 31, 2002 7:54:32...
= £2 Nodes New.. F% dev2_ServerGroup  True May 31, 2002 7:56:00...

(2 Generic Servers

Web Container Service
Session Manager Service
Trace Service

Ohbject Level Trace Service

Devfavrannen Menitarinn Cottinnre

= @ rs600035 2| | Transactian I’JVM Settings f/5ervi(es r/custom |
B3 Application Servers : General [ Advanced [ File |
[0 Generic Servers :
2 Enterprise Applications : Service ‘ Edit Properties...
[ Resources : E|E Container Service

-

Tﬁge Time Event Message I Source
UL GO T SETVETGrOUp. S1art LOrpIeten SUCCEssTuny.

5731702 8:0... ADGULG77I: Plugin regeneration completed successfully on..
5/31/02 8:0... ADGULO77I: Plugin regeneration completed successfully on..
5731702 9:0... Command "rs6Q0035 export” running ...

5/31/02 9:0.. Command "rs6 00035 export" completed successfully

| clear

Figure 7-15 Right-click ServerGroup

1. Right-click the ServerGroup object and select New (ServerGroup).

Transaction | JvM Settings | Services | Custom |
General I Advanced " File |
Server Group name: <"|int_Ser\.rerGroup ) |
> 4
Environment: | Environment... |
warking directary: [ |
Node startup state: | Last state - |
Maximum startup attempts: |2 |attempts
Module visibility: |Module o |
| OK | | Cancel | | Help

Figure 7-16 Create new ServerGroup

2. Fill in the name of the ServerGroup. In our case, it is int_ServerGroup. Click

OK to create the ServerGroup.
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3. Repeat these steps for each developer. In our scenario, they are:
— int_ServerGroup
— dev1_ServerGroup
— dev2_ServerGroup

Consale Yiew Tools Help

elo @ |xa&| ¥
[ g webSphere Administrative Domain i Name | Has been started | Start time
2 vinual Hosts i int_SenverGroup True May 21, 2002 8:03:40...
[=R= J devl_ServerGroup  JTrue May 31, 2002 7:54:32
%—ﬂ int_ServerGraup : 7 dev2_serverGroup J/ True May 31, 2002 7:56:00...
F devl_ServerGraup e
B dev2_serverGroup

= B3 Nodes
= ) rs60008 5
B2 Application Servers General I Advanced [~ File |
21 Generic Servers : -
B & rs600035 i Service | Edit Properties.. | 2
£ Application Servers | [FI8 Cortainer Service

£ Generic Servers il [web Container Service
3 Enterprise Applications §5 Session Manager Service
2 Resounces : Trace Service

T Ti Event 3 i
—%‘m&%mmw?&ﬁumeu eSSy, l — l «||_ Options...
E  5/31/02 8:0... ADGUL1077I: Plugin regeneration completed successfully on Details.

E  5/31/02 §:0... ADGUL1077I: Plugin regeneration completed successfully on...
. Clear

G 5/31/02 9:0... Command "rs600035 export” running ...
E  5/31/02 9:0... Command "rs600035 export” completed successfully

Figure 7-17 The newly created ServerGroups

Figure 11-17 shows the ServerGroups we created.

Create clones to the ServerGroups

Now we will create two clones to each of the ServerGroups: one on each
WebSphere Application Server node.
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Console Yiew Tools Help

@loe2 | xd| ©

= 58 webSphere Administrative Domain
B2 Virtual Hosts
= B2 Server Groups
L
[ devl_Ser Find...
@ dev2_Ser,  Start
= B2 Nodes
= rs60008
= E2 Appli
@) De
B Geney Remove
=l rs60003]  Ppropenties

Force Stop

Name

[ Application Servers
(2 Installed EJE Modules
2 Installed Web Modules

Transaction rJVM Settings rServices rCuslom |
General [ Advanced " File |

Serice | Edit Poperties.. |

E|B Container Service

= 8 Applic e v
@] DeraurceTver

Web Container Service
Lession Manager Service

B2 Generic Servers
=l E2 Enterprise Applications
™ rs60008_sampleApp
™ rs600035_sampleApp
=l B2 Resources
(2 JDEC Providers
(2 JavaMail Sessions
2 URL Providers

Trace Service

Object Level Trace Service
Performance Monitoring Settings
Object Request Broker

Event M

Source

Time
=) IO AONR S SO LT WED SETVET FIU .
B 5/31/02 7. Command "ServerGroupHome. create(Server Croups)...
E 5/31/02 7.... Command "ServerGroupHome. create(Server Croups)...
E 5/31j02 7. Comrmand "ServerGroupHorme create(Server Croups)...
B 5/31/02 7. Command "ServerGroupHome. create(Server Croups)...

essage

Figure 7-18 Right-click a ServerGroup

1. Right-click the ServerGroups you created and select New -> Clone (see

Figure 7-18).

Select a node for the new clone.
rs6 0008 is the local node.

Name: ilint_Clone 1]

Nade to install server on: ﬁ| rSGO00E

e |

| Create || Cancel |

Figure 7-19 Naming of the new Clone

2. In the window that now appears, fill in the name of the new clone. Names of
clones must be unique. Also, select on which node the clone will be placed.

Then click Create.
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3. Repeat these steps for each developer. In our scenario, they are:
— int_Clone1, dev1_Clone1, dev2_Clone1 on node RS60008

and

— int_Clone2, dev1_Clone2, dev2_Clone2 on node RS600035

Console View Tools Help

¢loew|xe| ¢

@/ Default Server
@i int_Clane 1 (int_ServerGraup)
@ devl_Clonel (devl_ServerGroup)
@1 dev2_Clone1 (dev2_ServerGroup)

(2 Generic Servers

E § rs600035
= E2 Application Servers

@/ Default Server
@1 int_Clone2 {int_ServerGroup)
@ devl Clone2 (devl_ServerGroup)
@1 dev2_Clone2 (dev2_ServerGroup)

(2 Generic Servers

[=] B2 Enmterprise Applications
G M rea0nng laA

= % webSphere Administrative Domain : Narme | Has been started | Start time
£ virtual Hasts & im_ServerGroup  False -
=& devl ServerGroup False -
B int_ServerGroup dew2_ServerGroup False --
@) dev1_SarverGraup
= 22 Nodes
= 3 rs60008 Transaction rj\fM Settings rSen.ri(es rCustom|
= E2 Application Servers General Advanced r File ‘

Service

Trace Service

EJB Container Seryice
\eb Container Service
Session Manager Service

Object Level Trace Service
Performance Monitoring Settings
Object Request Broker

| Edit Properties...

Help

Source

TBEe Tirme Event Messa%e |
. ELIOme COrTTpTeETeE s

E 5/31j02 7.... Command "dev2_ServerGroup.createClone" running ..

E 5/31j02 7. [Command "dev2_ServerCroup.createClone" completed su...

E  5/31j02 7.... ADMRZ30Ll: web Server Plugin Config. The administrativ... com.ibm.ejs.sm.beans.EIBServe...
E  5/31j02 7.... ADMRZ550L The port 3,084 is assigned to the clone "de...

com.ibm.ejs.sm.beans. Serverd. ..

| oeails. |

Details...

Figure 7-20 The new clones

Figure 11-20 shows the ServerGroups and the clones.

The clones we created in the last section have a wildcard hostname (asterisk)

and a port number following a sequence assigned to them. For better

organization and easier troubleshooting, we recommend that you apply some
sort of policy to them. Table 7-3 shows the port numbers we used.

Table 7-3 Port numbers of the clones

Node ServerGroup Clone Port
RS60008 int_ServerGroup int_Clone1 8101
RS600035 int_ServerGroup int_Clone2 8102
RS60008 dev1_ServerGroup | devi_Clone1 8111
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Node ServerGroup Clone Port
RS600035 dev1_ServerGroup | devi_Clone2 8112
RS60008 dev2_ServerGroup | dev2_Clone1 8121
RS600035 dev2_ServerGroup | dev2_Clone2 8122
Transport configuration of the new clones
Console View Tools Help
0@ 2 |x&|
= % webSphere Administrative Damain Al Narne
£ virtual Hosts
= E2 Server Groups
2 int_ServerGroup
@) dev1_ServerGraup
@ dev2_ServerGroup e
= B3 Nodes
El § rs60008 A services JCustom |
[ 22 Application Servers General Advanced " File |
int_Clone1 {int_ServerGroup]} Service ‘ Edit Praperties...
[oup) LD i [nlvatet

Q

@) deviClonel eyl server:
é devZ_Clone 1 {dev2_ServerGroup)
2 Generic Servers
El [ rs600035
=l E2 Application Servers
@1 Default Server
&1 int_Clone2 {int_serverGraup)
@i devl Clane2 {dev1 ServerGroup)
=7 dewv?_Clane2 (dev2?_ServerGroup)
B2 Generic Servers
= B2 Enterprise Applications

Trace Service

Wyeb Container Service
Secsion Manager service

Objec Level Trace Service
Perforrance Monitoring Settings
Object Request Broker

Help

E 3/3lj0z 7
B 3/31j02 7o
E 3/3lj0z 7
E 5/3lj0z 7

Command "devZ_ServerGroup.createClone" running ...
Command "dev2_ServerGroup.createClone" completed su. ..
ADMRZ3011 web Server Plugin Config. The administrativ. ..
ADMRZ25501 The port 9,084 is assigned tothe clone "de..

com.ibm.ejs.sm.beans EJBServe... |
com.ibm.ejs. sm.beans. ServerG. ..

~ommions. |

Figure 7-21 Select a clone

1. The next step is to configure a transport host and port for the clones. To do
this, select a clone in the left-hand pane. Then, in the right-hand pane, select
the Services tab. A list of services appears within this pane. Select Web
Container Service and click Edit Properties as shown in Figure 7-21.
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Transport Settings

pr——
(Generaq Transpart ’Servlet Caching |

HTTP transports:
Host [ Port | Add...
- 9083
Edit...
Remaove |
Maximum keep alives; Tilog cannections
Maximum requests per keep alive: 100 requests
Keep alive timeaut: Tilg secands
1;0 timeaut: Tilg secands
| oK | | Cancel | | Help

Figure 7-22 Web container properties

2. The properties window appears. First select the Transport tab. Then select
the HTTP transport entry and click Edit.

General [Advanced |

P

Transpont host:
Transpart port:
Cannection backlog:
[_] Enable SSL
Key file name:
Key file password:
Canfirm passward:
Key file format:
Trust file name:
Trust file passwaord:
Caonfirm passward:

Trust file format:

Q}swl

Enable client authentication

Security level: #

"Irssooos‘\ |
J |
T|5 11 connections

Use global S5L default configuration

il

|

i

1]

0OK | | Cancel | | Help

Figure 7-23 Web Container Transport properties

3. Fillin the the Transport host field. This is the node name on which the clone

resides.
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4. Check that the chosen Transport port is available. You are free to choose
any free port number.
5. Click OK to save your settings (see Figure 7-23).

((General | Transport [[Servlet Caching |
Transport Settings
HTTP transparts:
Host Port | Add...
rsa000s 8101
Edit...
Remove |
Maximum keep alives; Tilog cannections
Maximum requests per keep alive: %100 requests
Keep alive timeaut: Tilg secands
1;0 timeaut: Tilg secands
| oK | | Cancel | | Help |

Figure 7-24 Back to the clone properties window

6. The clones properties window now shows the host and port you specified.
Click OK to save the changes.
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Console View Tools Help

= E2 Nodes

e
=]
2
@

B
)
@
[}

£ virtual Hosts

= E2 Server Groups
2 int_ServerGroup
@) dev1_ServerGraup
@) dev2_ServerGroup

El § rse0008
[ 22 Application Servers

2 Generic Servers
El [ rs600035
=l E2 Application Servers

B2 Generic Servers

= B2 Enterprise Applications S
r‘| M reANNNSR loAnn

@ o e |xe| @
= % webSphere Administrative Damain Al Narne

General
Default Server

FTmnsamion rJVM Settings rServices rCuslom|

Advanced

" File |

de 1 Clonel (evl_ServerGr‘oup)
devZ_Clone 1 {dev2_ServerGroup)

Trace Service

Default Server
int_Clone?2 {int_ServerGraup)

E|B Container Service
Web Container Service
Session Manager Service

Objec Level Trace Service
Perforrance Monitoring Settings
Object Request Broker

dewvl Clone2 {dev1_ServerGroup)
devZ_Clone2 (dev2_ServerGroup)

S_Er\-'ICE ‘ Edit Properties...

5

N
Apply | [) Reset

Help |

E 5/3lj02 7.

E 3/3lj0z 7
E 3/3lj0z 7
E 5/3lj0z 7

59 Tlme Event Messa_ctqe

ADMRZ3011 Web Server Plugin Config. The admmlstratlv
ADMR25501 The port 9,084 is assigned tothe clone "de..
Command "int_Clone 1. Mod ifyAttributes" running ...

Command "int_Clone 1. Mod ifyAttrib utes" completed succe. ..

Source

com.ibm.ejs. sm.beans EJBEServe...

com.ibm.ejs.sm.beans. ServerG. ..

Figure 7-25

Back to the main window

7. Back in the main window, make sure you click Apply to save the changes.

Create new Data Sources
To allow the developers to test their applications without interfering with others,
we created a database for each of them. To access them, we need Data

Sources. Each Data Source will point to a separate database.
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Console View Tools Help

<

)
3

@) int_Clone 1 {int_ServerGraup)
@1 devl_Clonel {(devl ServerGroup)
{3 dev2_Clone 1 {dev2_ServerGroup)
B Generic Servers
= rs600035
= E2 Application Servers
& Default Server

Narme

| Database Name | Description

| IDBC Provider

u gl sampleData...

test_env

Example Data 5. Sample DB Driver

[‘General [Connection Poaling |

@/l int_Clone2 {int_ServerGroup)
@/ devl Clone2 {devl ServerGroup) Flease read the help for information on configuring data sources
@] dev2_Clone2 {dev2_ServerGroup) Name: #SampleDarasource
[ Generic Servers JINDI name:
[=] B2 Enterprise Applications ) |Jdbc}SampIeDataSource
3 rs60008_sampleApp Description: Example Data Source
1 rs600035_sampleApp
= B Resources Database name:
3 test_env
= B2 JDBC Providers i frst. -
£ 7§ Sample DB Driver IDEC pravider: #“Sample DB Driver
=gData Sopaey User ID: [dbzadmin
B JavaMail Sass = Password: [rrasammn =
E2 URL Provider ek =
[ J2C Resource Adapters Help
[ JMS Praviders -
T Ti Event M Si .
_éf'_le muﬁ_llme 8 Tor ES?EELEE TOMPTEEd SUCTE.. curee - Optians...
E 5/3Llj02 7.... Command "devl_Clone2. Modifyattributes" running ... Details.
E 5/31j02 7.... Command "devl_Clone2 Modifyattribures" completed suc ..
E 5/3L1j02 7.... Command "dev2_Clone2. Modifyattributes" running ... Clear
E 5/3Llj02 7.... Command "devZ_Clonez Modifyattribures" completed suc .. .

Figure 7-26 Open the Resources tree in the left-hand pane

1. In the Administration Console, go to the left-hand pane and click Resources
-> JDBC Providers -> Sample DB Driver -> Data Sources. Right-click Data
Sources and select New from the menu. See Figure 7-26.
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[‘General [Connection Poaling |

Please read the help for information on configuring data sources

Name: Hint_DS

INDI name: idbe/int_DS

Description: DataSource for Integration Testing

Database name: ‘Int_d b |
JDEC provider #“Sample DB Driver

User ID: [dbzadrmin |
Passwaord: ‘1:####1{1 |

Confirm password: [++reersr

ustam Properties

Narne \ WValue | add

| OK H Cancel || Help

Figure 7-27 Create Data Source

2.

Fill in the name, Java Naming and Directory Interface (JNDI) name,

description, DB name and DB user. In our example, these are:

— Name: int_DS

— JNDI name: jdbc/int_DS

— Description

— User ID: db2admin

— Password: db2admin password

3. Click OK to create the Data Source.

Repeat the steps for each developer. In our example, they are:
— dev1_DS, pointing to dev1_db, jdbc/devi_DS, db2admin
— dev2_DS, pointing to dev2_db, jdbc/dev2_DS, db2admin
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Console View Toaols Help

cleee|xa g

%

@) int_Clonel (int_ServerGraup)
&) devl Clonel {devl_ServerGroup)
@/ dev2_Clanel {dev2_ServerGroup)
2 Generic Servers
El § rse00035
= E2 Application Servers
@1 Default Server =
&7 int_Clone2 {int_ServerGroup)
@/ devl Clane2 {dev1 ServerGroup)
é devZ_Clone? ({dev2_ServerGroup)
2 Generic Servers
=] E2 Enterprise Applications
o rs60008_sampleApp
™ rs600035_sampleApp
= E2 Resources

2 | Narne |Database Narne| Description

| JDBC Provider |

A& SampleD... test_ernv

e devlDs devl db
A dev2_DS  dev2_db

Example Data Source Sarnple DB Driver

Developer 1 Data S..
Developer 2 Data 5.

Sample DB Driver
Samnple DB Driver

Name;
JNDI name:

Description:

[ General [Connection Poaling |

Please read the help for information on configuring dara sources

Fint_D3

lidbcjintDs

Integration Datasource

B 5/31j02 7 Cormrmand "DarasSource create” running

E 543102 7.... Command "DataSource.create” running

Type Time Ewent Meszage
_éL‘WUﬁ_Immmumpmmu TCCES STy

B 5/31/02 7 Command "DataSource create” completed successfully

E 5431702 7.... Command "DataSource.create" completed successfully.

Database name: [int_db

=l B2 JDBC Providers ) -

] & Sample DB Driver IDBC provider: #Sample DB Driver

= User ID: [dbzadmin

(2 JavaMail Sessions Passward: |nmmnm =
B3 URL Providers =

2 J2C Resource Adapters Help
E3 JMS Providers -

I Source

options...

Figure 7-28 The new Data Sources

Figure 7-28 shows the Data Sources after completion.

Installation of the same application for each developer
To test the created environments, we now install the same application for each
developer’s ServerGroup. We choose the sampleApp application that is provided

with each WebSphere installation.

Patterns for the Edge of Network




Console View Tools Help

ele @ w|xm®|

= 9§ wabSphare Administrative Damain
£ vintual Hosts

= B2 Server Groups

@) int_ServerGroup

3 devl ServerGroup
@) dev2_ServerGroup

= B2 Nodes

[ rs60008

B rs600035

== rnterprise Application;

: Narne | Node
12 rs60008_sampleApp 1560008

[ rs600035_sampleApp rs600035

[‘General "User/Role Mappings | RunAs Mappings |

Enterprise Application name: iy ;50008 _sampledpp

M rs60008_sampleA Install Enterprise Application

1 rs600035_sampled  pog
= B2 Resources

= £ JDBC Providers
=1 @ Sample DE Driver
£ Data Sources
@3 JavaMail Sessions
B3 URL Providers
2 J2C Resource Adapters
E3 JMS Providers

Help

Type Time Event Message | Source
_éL‘WUﬂ_Immmmumwuau TTCESSTUTY

B 5/31j02 7 Cormrmand "Darasource create” running

B 5/31/02 7 Command "DataSource create” completed successfully
E 5/31/02 7.... Command "DataSource.create” running ...

E 5/31/02 7.... Command "DataSource create” completed successfully.

ommns
— Clear

|

Figure 7-29 Installing an Enterprise Application

1. In the left-hand pane, right-click Enterprise Applications and select Install

Enterprise Application.

Specifying the Application ar Module

name

Specify the application(EAR file) or module( AR or WAR file) that you want to
install. If you install a stand-alone module, you must specify a new application

]

Browse far file on node:

i@ Install Application (".ear)
Path:

Application name:

1 Install stand-alane module {".war, ".jar)

"l rs600025 -]

" finstallableApps/sampledpp. ear|  Browsa..
.

[int_Sampleapp |

"

L

Help

Figure 7-30 Specify the application to be installed
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2. Browse to the directory where the application *.ear file is located and select it.
We chose the sampleApp application which is located in the WebSphere
installableApps directory. Specify a display name for it. This name has no
influence on the application’s runtime behavior but has to be unique within the
WebSphere domain. It is only used in the Administrative console and for the
directory which will be created in the WebSphere installedApps directory. We
chose the name int_SampleApp (see Figure 7-30).

3. Click Next through the next few windows. These allow you to view and alter
user mappings, security settings, JNDI mappings and so on. These settings
are normally dealt with by the developer that packages the application. So, in
most cases, you can click through them.

Specifying the Default Datasource for EJB Modules
Specify the default data source for the EJB Module containing CMP beans.

B Select 2 module in the list below and click the Select Datasource button to select a
ﬂ default data source for that module.

E|B Module [ INDI Name Select Datasaurce...
Increment Bean | ar jdbecisampleDatasSource

Datasources:

SampleDataSource
devl DS

int_D5

devz_DS

Userld: [dbzadmin |

Passward: |a—n—a—a—a—n— |

Help < Confirm Password: [rreeeees |

| OK || Cancel |

Figure 7-31 Select default Data Source for the CMP EJB module

4. When you arrive at the Specify Default DataSource window, click Select
DataSource to change the Data Source to the one you created for this
developer. Fill in database user ID and password. Click OK to save the
changes. Refer to Figure 7-31.
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Specifying the Default Datasource for EJB Modules
Specify the default data source for the EJB Module containing CMP beans.

B Select 2 module in the list below and click the Select Datasource button to select a
ﬂ default data source for that module.

E|B Module [ INDI Name Select Datasaurce...
Increment Bean | ar jdbefint_DS

Help | < Back || Next = | Cancel

Figure 7-32 The changed default Data Source

5. Figure 7-32 shows the JNDI name of the selected Data Source.

Specifying Data Sources for Individual CMP Beans
Specify an optional data source for each CMP bean. Mapping a specific data
source to a CMP bean will override the default data source for the module
containing the Enterprise bean.

B Select 2 CMP Bean in the list below and click the Select Datasource button to select a
ﬂ specific data source for that Enterprise bean.

CM... Module [ INDI Name Select Datasaurce...
Inc  Increment Bean |ar jdbc/SampleDataSource

Help | < Back || Next = | Cancel

Figure 7-33 Select Data Source for individual CMB Beans

6. The next window (Figure 7-33) shows all CMP Beans. You can select a
distinct Data Source for each CMB Bean. Click Select Datasource and select
the datasource we created for this developer.
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Selecting Vintual Hosts for Web Modules
Specify the virtual host where you want to install the Web modules contained in
wour application. Web modules can be installed on the same virtual host or
dispersed among several hosts.

Select 2 Web module from list below and click the Select Wirtual Host button to select
ﬂ the wirtual host for that module.

Web Module [ virtual Host Select Virtual Host...
Default Application default_host
Examples Application default_host

Help | < Back || Next = | Cancel

Figure 7-34 Selecting a virtual host for Web Modules

7. In the window shown in Figure 7-34, you can select a virtual host for each
Web module of the application. Click Select Virtual Host to change the
default setting.

Selecting Vintual Hosts for Web Modules
Specify the virtual host where you want to install the Web modules contained in
wour application. Web modules can be installed on the same virtual host or
dispersed among several hosts.

Select 2 Web module from list below and click the Select Wirtual Host button to select
ﬂ the wirtual host for that module.

Web Module i 113l Hoost Select virtual Hast...

Default Application int_vhost
Examples Application int_vhost

Help | < Back || Next = | Cancel

Figure 7-35 Changed Virtual Hosts for Web modules
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8. We changed all Web modules to the int_vhost virtual host. Click Next to
proceed.

Selecting Application Servers
Specify the application server where you want to install modules contained in
your application. Modules can be installed on the same server or dispersed
armong several servers.

% Select a module in the list below and click the Select Server button to select the
ﬁ application server on which to install the module.

Module [ Application Server | Select Server...

BeenThere EJB |ar
Increment Bean |ar
Default Application
Examples Application

Application Server

Default Server(rs60008) | OK
Cancel

Server Groupe
belp =
int_ServerGroup

devl_ServerGroup
dev2_ServerGroup

Figure 7-36 Selecting Application Servers for all modules

9. In this window, an Application Server or a ServerGroup must be selected for
each module. We selected the int_ServerGroup for all modules.
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Selecting Application Servers

Specify the application server where you want to install modules contained in
your application. Modules can be installed on the same server or dispersed
armong several servers.

% Select a module in the list below and click the Select Server button to select the
ﬂ application server on which to install the module.

Module [ Application Server | Select Server...
BeenThere EJB Jar int_ServerGroup
Increment Bean |ar int_ServerGroup
Default Application int_ServerGroup
Examples Application int_ServerGroup

Help | < Back || Next = Cancel

Figure 7-37 The selected Application Servers

10.Figure 7-37 shows the selected Application Servers for each module. Click
Next to proceed.

Completing the Application Installation Wizard
Confirm the information for installing the application or module.

ﬂ The application or module will be installed with the settings you provided. To make
1_@ changes to these settings, click Back. To install the application, click Finish.

This application will be installed on the following nodes with the install directory
setting for each node as:

rsa 0008 Jusrjwebspherefappserverfinstalled Apps/Integration_SampleApp . ear

of which rs60008 is the local node. This wizard will automatically create the install
directory for this local node after finishing the install task.

Help

Figure 7-38 Possible regeneration of code

11.Now, all necessary information is gathered to install the application. Click
Finish to proceed.
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E Application code necessary for installation has already besn generated. Regenerate code now?

Yes E

Figure 7-39 Code regeneration

12.You will be asked wether you want to regenerate your code. If you do so,
additional panels, not shown here, will appear.

13.The application is now being installed and deployed. The *.ear file will be
expanded to the WebSphere installedApps directory on the node you chose
from the original *.ear archive. If you plan to run this application on multiple
nodes, you will need to distribute the created directory to all the other nodes.

Commmand "Enterpriseapp . install" completed
successtully.

| ok |

Figure 7-40 Completion of application installation

14.1f the installation was successful, the completion window appears. Click OK to
confirm.
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Consale ¥Yiew Tools Help

@loe2|xd| W

= g} webSphere Administrative Domain

[ virtual Hasts

[l B2 Server Groups
3 imt_ServerGroup
9 devl_ServerGraup
) dev2_SserverGroup

= B2 Nodes
@ rs60008

[ rs600035
= &= Emer rise Application:
™ int_SampleApp
1 devi_SampleApp
1 devZ_sampleApp
B2 Resources

/ O int_SampleApp
|0 devl SampleApp
\|T1 dev2_SampleApp

Node

rs6 00035
rsg 00035
rs600035

‘| [ General [User/Rola

[ Runas

Enterprise Application name: 7 int_SampleApp

Ewent Message

Source

4]

Figure 7-41 The same application installed into three distinct environments

15.Repeat these steps for each developer environment. In our example, the

applications are:

— IntegrationSampleApp

— devi_SampleApp
— dev2_SampleApp
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Console view Tools Help

ale® -

B @ WehbSphere Administrative Damain
£ virtual Hosts
= B2 Server Groups
2 int_ServerGroup
& devi_serverGraup
& dev2_ServerGroup

Name

)20 Application Servers
(2 Generic Sarvers

= E2 Nodes

@

§ rs6000
= B2 Enterprise|  Stap

1 rs6000
3 rs6000
[ 2 int_San
™ devl & Recannect

M devz_% Stop for restart
[=} B2 Resources|  Ping

= &1 JDEC P Trace...

Mode name: @ -;000%

Force Stop
Restart

= & sam
i)
B JavaM Remaove

[ URL Prg  Properties

2 J2C Resource Adapters
FI\ IR Providare

EE Tlme Event Message

E  5/31/02 7... ADMRZ3OLIL Web Server Plugin Config. The admlmstratw cam.ibm.gjs.sm beans Modulek..
E 5/31/02 7.... Command "Enterprisedpp.install” completed successfully.

E 5/31/02 7.... Command "EJSSphere.refresh” running ...

E 5/31/02 7.... Command "E|SSphere.refresh" completed successfully.

Figure 7-42 Regenerate plug-in config files

16.Each time you install or uninstall an application, the plug-in information must
be updated. Regenerate the plug-in configuration files for the WebServer
plug-in on each node. Right-click the node and select Regen Webserver
Plugin.

Figure 7-43 Restart of IBM HTTP Server

17.After the plug-in config regeneration, you need to restart the Web Server on
each node.
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Figure 7-44 installedApps directory

18.Figure 7-44 shows the WebSphere installedApps directory after the
installation of all three applications.

19.The last step is to distribute these directories to all Websphere nodes that will
serve this application. The easiest way is to create a *.tar archive, FTP it to
the other nodes and un-tar it there.

7.2.3 Load balancer node

The last step is to configure the load balancer node to balance the requests
between the members of the cluster. The cluster IP address is 192.168.10.50.

1. Start the Network Dispatcher GUI and connect to the host by right-clicking the
Dispatcher item and selecting Connect to Host. Once you are connected,
start the Executor. The Executor will show the server’s IP address when it has
started. Now right-click the Executor item and select Add Cluster. See
Figure 7-45.
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@ Network Dispatcher

File Manager
=-25 Network Dispatcher =
-5 Dispatcher E Manager Status

- Host: m23wnx85.itso.ralibm, — - - ;
- Current Statistice | Configuration Semngsl L|sts|
B Executoganas Statu

Ananoaa

Cluster...

Add C
o Metric port 10004
b
Log file name: manager.log
Off

..... #3% Content Based Routing
..... 4% Mailbox Locator
.32 site Selector

..... 52 cisco Consultant

Binary logging:

] v | 4]

Fort SUB I has been removed from cluster TYLTES 1022
Advisor 'ping' has been started on port 80 of cluster 192 168.10.22.

-
A 4

Figure 7-45 Add a cluster

- Add a cluster x|
Cluster address:
l1az188.10.50
Frimary host for the cluster:
[taz.168.10.14 1=

Configure this cluste
ou should configure the clusterto enable
load halancing, unless this is the high
availahility standby machine.

0] I Cancel | Help |

Figure 7-46 Specify the cluster address

In the Add a cluster window, specify the IP address of the cluster. Leave the
primary host as it is suggested. Select the Configure this cluster? box and

click OK.

2.
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& Configure cluster address i ﬂ

Interface name: (optional)

Metmask: (optional)

|
QK I Cancel | Help |

Figure 7-47 Configure the cluster

3. If you leave the Interface and Netmask fields blank, the first interface will be
chosen.

& Network Dispatcher : - 10| x|
File Executor: 192.162.10.14
=-25 Network Dispatcher -]
.32 Dispatcher E Manager Status
E| B Host: m23wnx85.itso.ralibm.com

: Current Statistics | Configuration Settings | Lists
- B4 Executor: 192.168.10.14 g ve| !

Statu
: 192.168.10.24 _
£ 102.168.10.23 DTS 0 10004
: 102.168.10.22 Lo 1D et manager.log
: 192.168.10.13 EMTERY IEETE of

1 192.168.10.25

" AN ASH AN EN —

Add Port...
[ High Avaitah BERAEAES
Remove Cluster
[E38-"- Manager| P
stern Metric
..... %4 Content Based Rou i .
) Rermave Systerm Metric
..... 54 Mailbox Locator
32 cite Selector Configure Cluster Address...
iy Unconfigure Cluster Address
..... 5.4 Cisco Consultant

]l |
Fort SUBI has been removed from cluster TYL T8 .T0.22.

Advisor 'ping' has been started on port 80 of cluster 192 168.10.22.

Cluster 192.168.10.50 has been added.

-
A 4

Figure 7-48 Add a port to the cluster

4. The next step is to add a port number to the cluster. Right-click the cluster
item you created and select Add Port.
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2 Add a port Ed

Port nurmber:

|1
Forwarding rmethod:
|MAC Based Forwarding |

QK I Cancel | Help |

Figure 7-49 Specify the port

5. Specify the port number. In our case, we chose port 80. Leave the forwarding
method at MAC Based forwarding. Refer to 4.2.2, “Media Access Control
(MAC) forwarding” on page 65 for a review of MAC forwarding.

- Network Dispatcher i =] 3]
File Executor 192.168.10.14
- 35 Network Dispatcher = =
-5 Dispatcher E Manager Status
=] o st: m23vwnxBa.itso.ralibm.co Current Statistics | Configuration Seﬁingsl Listsl
- Executor: 192.168.10.14 Staty
o Cluster: 192.168.10.24 _
o Cluster: 192.168.10.23 Metric port 10004
o Cluster: 192.168.10.22 Log file name: manager.log
% Cluster: 192.168.10.13 Binary logging: or
@ Cluster: 192.168.10.25
Add Server...
Add Rule ]
G- Manager Remaove Part
----- 436 Content Based ROV [ o7 eniin b |
----- #% Mailbox Locator |
2P Citn Coalnntnr h
Kl | I | _>|_I
POrTE0EU has heen femaved rom clUster 192.168.T0.22. 4
Advisar ping' has been started on port 80 of cluster 192.168.10.22, —
Cluster 192.168.10.50 has been added. <

Figure 7-50 Add a server to the port

6. Now we add the load balanced back-end application servers to the port.
Right-click the port item you created and select Add Server.
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& Add a server x|

Server:

itS-Test1
Server address:
[192.168.10.27

[ MNetwork router address:

Inia

[ o |

Cancel | Help |

Figure 7-51 Server data

7. Specify a server name in the Add a server window. It can be the hostname of
the server or any display name. We chose to use descriptive names. If you do
S0, you have to specify the IP address of the server. Otherwise, the GUI will fill
it in for you. Leave the Network router box unchecked and do not fill in an

address in the bottom text field.

@ Network Dispatcher

File Server:WAS-Test1

=10 x|

[=1- 3§€ Network Dispatcher

|»

E:’ Dispatcher

= Host: m23mxses.itso.ralibm.com

5.4 Executor: 192.168.10.14
(-5 Cluster: 192.168.10.24
o5 Cluster: 192.168.10.23
=5 Cluster: 192.168.10.22
=14 Cluster: 192.168.10.13
.63 Cluster: 192.168.10.25
E| J:J Cluster: 192.168.10.50

=-¥& Port: 80

-

Server: WAS-Test-1

.5 Server: WAS-Test.2
2 High Avaitability
=] E Manager
.[BP Advisor: Hitp 192.168.10.24:3080
EP Advisor: Http 192.168.10.23:80
.2 advisor: Ping 192.168.10.13:80
@ Advisor: Ping 192.168.10.22:80
.#85 Content Based Routing
4 Mailbox Locator

§ Server Status: 192.168.10.27

| v

 Current Stafistics

Configuration Settings | Lists |

taty
Server:
Server address:
Part number:
Cluster address:
Quiesced status:

WAS-Test-1
192.168.10.27
a0
192.168.10.50
no

Connections by state
KBytes transferred per second:
Tatal connections
Active connections:
FIred connections:
Completed connections:

oo ooo

.37 Site Selector a

Fort BUHU has been rermoved trom cluster 192168 1022
Advisor 'ping' has been started on port 80 of cluster 192 168.10.22
Cluster 192.168.10.50 has been added

-
» 1

Figure 7-52 Server status

8. In Figure 7-52, you can see our cluster containing port 80 and two servers. If
you have not done so yet, right-click the Executor item and select Start

Manager.
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9. To have more accurate measurements to distribute the load between the
servers, we start an advisor to monitor the servers in the cluster.

@ Network Dispatcher

File Server: \WAS-Test1

=10 x|

=138 Network Dispatcher
E§§§ Dispatcher
- Host: m23wmxes.itso.ralibm.com
-4 Executor: 192.168.10.14
@ Cluster: 192.168.10.24
1 192.168.10.23
-4 Cluster: 192.168.10.22
2 192.168.10.13
@ Cluster: 192.168.10.25
3 ol Cluster: 102.168.10.50
=-¥& Port: 80

erver: WAS-Test-1

.58 Server: WiS Test 2
[ High Avaitability
; Manatg
e, ¥
- EPaa

Start ar
Stop Manager
Restart Manager

@Ad Start Binary Logging 0
- P ad Stap Binary Logging. |0
4% Content Base g iooco Server..

3% Mailbox Loca
.
.38 Site Selector

Wrouiesse Semwer:

@ Server Status: 192.168.10.27

Current Statistics | Configuration Settings | Lists |

tatu
Server: WAS-Test1
Server address: 192.168.10.27
Port number: a0
Cluster address: 192.168.10.50
Guiesced status: no
Connections by state
KBytes transferred per second 0
Total connections: 0
Active connections: ]
Flted conneclions: ]
Completed connections: 0

<

Hart HUHU has been removed trom cluster THATHE. 1022

Cluster 192.168.10.50 has been added.

Advisor 'ping' has heen started on port 80 of cluster 192 1681022

-
» 1

Figure 7-53 Start advisor

10.Right-click the Manager item and select Start Advisor.

& Metwork Dispatcher

Advisor name

X

|Http
Port nurmber:

[

je0
Laog file name:{optional)

|Content-Server.log

Ok | Cancel | Help |

Figure 7-54 Specify advisor properties

11.Select the HTTP Advisor from the pull-down menu and specify the cluster's
port number. Optionally, specify a name for the log file.
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-& Metwork Dispatcher =10l x|

File Advisor: Hitp 192.168.10.50:80

(135 Network Dispatcher

2% Dispatcher @ Advisor Status: Http:80 %
%) Host: m23wmx85.itso.ral.ibm.com
Executor: 192.168.10.14

Current Statistics | Configuration Settings I

% Cluster: 192.168.10.25 tets
& Cluster: 192.168.10.24 AUVISOF naME: D
& Cluster: 192.168.10.23 Portnumber: 80
o Cluster: 192.168.10.22 Log file name: Test_Emvironmentog
-} Cluster: 192.168.10.50 arver
=% Port: 80 o Cluster Server Load N\
£B Server: WAS-Test-1 192 168 1050 WWAS-Test1 3 \
. £B Server: WAS.Test.2 192 168 10,50 WAS-Tast-2 18
- Cluster: 192.168.10.13 -’
=1 High Awvailability
EIE Manager

@ Advisor: Ping 192.168.10.13:80
@ Advisor: Ping 192.168.10.22:80
@ Advisor: Http 192.168.10.24:8080
@ Advisor: Http 192.168.10.23:80

5% Content Based Routing
8§& Mailbox Locator
371 site Selector

Reftesh Statistics

SerervIAS- | 852 Was added 10 PO 445 oT cIUSter 11681080,
Advisor 'ssl'has been started on port 443 of cluster 192.168.10.50.
Port 443 has heen removed from cluster 192.168.10.50.

Lelle

Figure 7-55 Aadvisor statistics

12.After a moment, the advisor will show statistics for each of the clusters’
server.

ommand Prompt 0] =|
IC:hZ»ipconfig fall j
Windows 2000 IP Configuration
Host Name . . . . . . . . . . . . o M23VNX85
Primary DNS Suffix . . . . . . . =
Node Type . . . . . . - . -« - - - = Hybrid
IP Routing Enabled. . . . . . . . : No
WINS Proxy Enmabled. . . . . . . . : No
DNS Suffix Search List. . . . . . : itso.ral.ibm.com
ibm. com

Moken Ring adapter Local Area Connection - Token Ring:

itso.ral.ibm.com

IBM PCI Token-Ring Adapter
00-04-AC-57-EA-F4

No

192.168.10.14
255.255.255.0

192.168.10.2

192.168.10.12

Connection-specific DNS Suffix
Description . . .
Physical Address.
DHCP Enabled. . .
IP Address. . .
Subnet Mask . .
Default Gateway
DHS Serwvers . .

(SR
J o

Figure 7-56 Output of ipconfig
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13.1f you run an ipconfig /all command from the Windows command line, you
might wonder why there is not an alias shown for the cluster address. In
Windows, it is a special case. The aliases are not really added as an IP
address, but added to the ARP table instead. On all Unix and Linux platforms,
the ifconfig command will show the alias on the interfaces.

= | Command Prompt 0] =|

IC:Z»arp -a j

Interface: 192.168.10.14 on Interface Ox1000003

Internet Address Physical Address Type

192.168.10.4 00-60-94-56-e1-55 dynamic
192.168.10.13 00-04-ac-57-ea-f4 static
192.168.10.14 00-04-ac-57-ea-f4 static
192.168.10.15 00-60-94-56-e3-07 dynamic
192.168.10.18 00-60-94-56-ab-df dynamic
192.168.10.20 00-06-29-b3-d4-47 dynamic
192.168.10.22 00-04-ac-57-ea-f4 static
192.168.10.23 00-04-ac-57-ea-f4 static
192.168.10. 24 00-04-ac-57-ea-f4 static
192.168.10.25 00-04-ac-57-ea-f4 static

192.168.10.27 00-20-35-7c-6d-T6 dynamic
L_of

oo 20 Jc = dacpama -

00-04-ac-57-ea-f4

static

192.168.10.104 00-06-29-b3-20-ae dynami c
192.168.10.105 00-06-29-b3-20-ae dynami c
IC =%

4 | o

Figure 7-57 ARP table on Windows

Note: In Windows, the cluster IP address is not aliased to the physical
interface, but added as an entry in the ARP table. Therefore, you cannot ping
the cluster address from the dispatcher machine itself!

7.2.4 Testing the environment

With the tests we conducted, we wanted to prove two things. First, that it is
possible to have the same application installed multiple times in the same
environment. Second, that these different instances are independent and do not
interfere. Also, we want to show that affinity works within each environment. To
test this, we use the showCfg, HitCount and BeenThere servlets of the sample
application. This will show that name-based virtual hosts are a very simple
technique, yet one that works very well for this purpose.

The environment of developer 1

1. First, we tested the environment of dev1. We opened a browser and pointed
to the int_vhost. We entered the following address:

http://devl_vhost/webapp/examples/showCfg
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File Edit View Go Communicator
Back Forgard  Reload Home Search Metscape Print Security Shop

5 Wt' Bookmarks ,& Location: Elt,t,p:,-"_,-"devl_vhostfwehapp,-’examplesfshowcfg {| ﬁ' ‘What’s Related

5| WehMail 4 Calendar ¢ Radio 4 People 4 Vellow Pages 4 Download [ Channels

IBM WebSphere Web Container Configuration

Bervlet Specification Level 22

Supported Transports |

Name Properties

i Transport host: rs60008
Transport port: 8111

Transport mode: http

Installed Web Modules

idefanlt_app war

iexaraples war

WebSphere Application Server Version Info

Produet Mame IBM WebSphere Application Server i
fp‘mﬂnﬂ' Editinn AR

i | |

Figure 7-58 ShowCfg servlet of dev1_vhost

5% 0ih 9P D) \;é||

2. Figure 7-58 shows the output of the showCfg servlet.
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File Edit Wiew Go Communicator Help

<« w A & 2 & L:iriii@é

Back Forward  Reload Home Search  MNetscape Print SeCurity shop 5

"~ Bookmarks Az Location: fattp : //devl_vhost/webapp fexamples/shovtig ;| 507 What's Related

5| 4 WebMail ¢ Calendar ¢ Radio 4 People ¢ Yellow Pages ¢ Download (04 Channels

IBM WehSphere Web Container Configuration

iBervlet Specification Level 22

Supported Transports |

Name Properties

'Tra.nsp ort host: rsﬁﬂﬂﬂg
Transport port: 8112

= Transport mode: http

Installed Web Modules

default_app.wear

examples. war

WebSphere Application Server Version Info

iProduct Mame EIBM WebSphere Application Server l
Pradnct Edition AR

| | ;

S8 Ui 9P &2 \};ll

Figure 7-59 The reloaded showCfg serviet

3.

Figure 7-59 shows that on the second request, the clone on the other node
was selected for execution.

Next, we entered the address for the HitCount bean page.

http://int_vhost-webapp/examples/HitCount

The server devl_vhost

wishes to set a cookie that will be sent only back to itself
The name and value of the cookie are:
JSESSIONID=00004L 34 QR KDY FIZS51W JARIKRY toj3pd 73

Do you wish to allow the cookie to be set?

Ok | Cancell

Figure 7-60 Cookie request

5. A cookie was sent to the client and showed it was coming from a clone with

the ID toj3p479.
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http: //devl_vhost/wehapp /examples /HitCount | &=

Figure 7-61 The HitCount servlet page

6. After accepting the cookie, we received the HitCount page. We incremented
the session instance variable until the counter showed 3.
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Figure 7-62 The HitCount page, requesting an EJB increment

7. As the next step, we incremented the Enterprise Java Bean Counter. This is a
CMP EJB and this counter is persistent into the INC table of the database.

The environment of developer 2

To test whether the environments are really independent, we did not close the
browser window. So the cookie we received is still active!
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File Edit Wiew Go Communicator Help

<« w A & 2 & L:iriii@é

Back Forward  Reload Home Search  MNetscape Print SeCurity shop 5

"~ Bookmarks Az Location: fattp : //dev2_vhostwebapp fexamples/shovtig ;| 507 What's Related

5| 4 WebMail ¢ Calendar ¢ Radio 4 People ¢ Yellow Pages ¢ Download (04 Channels

IBM WehSphere Web Container Configuration =

iBervlet Specification Level 22

Supported Transports |

= Transport host: rs600035
= Transport port; 8122
= Transport mode: http

Name Properties

Installed Web Modules

idefault_app wrar

lexarmples. war

WebSphere Application Server Version Info

EP‘m duet Mame EIBM WebSphere Application Server l

Pradnct Edition All-'<'

] | ;

Figure 7-63 The showCfg servlet of the dev2 environment

S8 Ui 9P &2 \};ll

1. Now we checked the environment of developer 2, on dev2_vhost. To start, we
requested the showCfg servlet again. The port number 8122 proves that it
was executed on Clone 2 of the developer 2 environment.
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File Edit Wiew Go Communicator Help

<« w A & 2 & L:iriii@é

Back Forward  Reload Home Search  MNetscape Print SeCurity shop 5

"~ Bookmarks Az Location: fattp : //dev2_vhostwebapp fexamples/shovtig ;| 507 What's Related
5| 4 WebMail ¢ Calendar ¢ Radio 4 People ¢ Yellow Pages ¢ Download (04 Channels

IBM WehSphere Web Container Configuration

iBervlet Specification Level 22

Supported Transports |

Name Properties

= Tramsport host: rs60008
= Transport port: 8121

= Transport mode: http

"M

Installed Web Modules

idefault_app wrar

lexarmples. war

WebSphere Application Server Version Info

EP‘m duet Mame EIBM WebSphere Application Server l

Pradnct Edition All-'<'

| | ;

Figure 7-64 The second request of dev2_host's showCfg servlet

S8 Ui 9P &2 \};ll

2. A reload shows that the dev2 environment is also balancing the requests.

3. Next, we chose to go to the HitCount page of dev2_host.

The server devZ_whost

wishes to set a cookie that will be sent only back to itself
The name and value of the cookie are:
JSESSIONID=0000GYGX1 JEUWHIBFSBSOREY YO Q:t0j3ntal

Do you wish to allow the cookie to be set?

(0].4 | Cancell

Figure 7-65 A cookie from dev2_host

4. Another cookie was received, this time from a clone with the ID toj3nta9.

Chapter 7. Test environment example 221



http: //devi_vhost/webapp/examples HitCount¥source=. /| =

Figure 7-66 The HitCount page of dev2_host
5. On the HitCount page of dev2_host, we incremented to 19. The next page to

request was the BeenThere workload management page. We requested
three iterations.
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File Edit Wiew Go Communicator Help

<« w A & 2 & L:iriii@é

Back Forward  Reload Home Search  MNetscape Print SeCurity shop 5

mt' Bookmarks ‘& Location: thttp: //deve_vhost/webapp/examples BeenThere?counts= .{| @' What’s Related

5| 4 WebMail ¢ Calendar ¢ Radio 4 People ¢ Yellow Pages ¢ Download (04 Channels

BeenThere Workload Management Demonstration

Application Execution Results

 Itexation { Servlet Node | Servlet Server Name { Servlet PID : BeanNode : Bean Server Name { Bean PID

1 i rs600035 dev2_Clone2 i 20396 i rs600035 dev2_Clone2 i 20398
2 { o rs600035 dev2_Clone2 i 203%  rs800035 dev2_Clone2 {20398
3 i rs600035 dev2_Clone2 i 2039 © rsS00035 dev2_Clone2 i 20396

Application Execution Settings

Bean Iterations: |71

Show Bean Execution Statistics: ) Tre ™ False

Cutput Execntion Results to a File: |4 True (= False

Executel
=| | :

Figure 7-67 The BeenThere WLM demo page of dev2_host

3% Ui 9P B2 \z/"ll

6. As you can seg, it was always executed on the same clone, dev2_Clone2,
due to the cookie we received when requesting the HitCount page. This
shows that the cookie affinity works.

The integration environment

We performed the same tests on the int_vhost environment. We will not show the
additional screenshots and will provide a summary only. The showCfg servlet did
balance as expected. We incremented the session counter to 5 and the EJB
counter to 27. After receiving a cookie for the integration environment, all
BeenThere iterations were executed on the same clone.

Summary

The tests we conducted show clearly the we actually created three environments
which are fully independent, yet utilize one IP address only; therefore, all traffic
goes through one single cluster. After the tests, we queried the three tables
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where the EJB counter variable is stored; we show it in one single picture. One
was taken before the tests and one afterwards.

Figure 7-68 The three INC tables before the tests
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Figure 7-69 The three INC tables after the tests
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Sample ASP environment

This sample is based on 3.4.3, “Basic Runtime pattern variation 7: caching
proxy” on page 52. Though it provides the flexibility to serve identical applications
to different host names without interfering, this would be suitable for an
Application Service Provider (ASP) environment. It has complete high availability
and scalability. Resources can easily be added or shifted. It extends the example
Test Environment. To further enhance performance and scalability, a caching
proxy layer has been added.

To further improve performance and scalability, we will exploit the possibilities of
dynamic caching. This allows caching of the dynamic responses from servlet and
JSP calls. This is a technique that will dramatically improve response times for
dynamically generated content. At the same time, it improves scalability by
freeing resources on the application servers.

The configuration description will guide you not only in how to configure the
environment, but also in the configuration and deployment of the sample
applications. This will provide you with the possibility to recreate the scenario and
experiment with it to acquire confidence for your own project.

Security is not a major concern in this example. We placed all servers in the
DMZ. This would be acceptable for public applications with no sensitive data
involved. The weather forecast application we show here is an example where
security is not a major concern to the data.
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8.1 Scenario description

To demonstrate the capabilities of this configuration, we will deploy a sample
weather forecast application. It simulates an online weather forecast web site
where customers can get forecasts for their geographic area. We created two

virtual companies for which we will provide the hosting: www.cloud and
www.storm.

Outside world DMZ Internal network

| Public Key
|
(

Web
Application
Server

|

|

Infrastructure

‘ N \,L = Web
Domain Name'! Application
S pp
oserver (18| primay Sever | |™
R = Load ) DB
<] Balancer
P E‘ 9 (——) Server
“ °
/ .
y o

Standby Caching
Load Proxy
Balancer —
)

Caching
Proxy

-

—

Presentation H Application

: —( Domain Firewall

Stand-alone Single Channel

Figure 8-1 Example ASP environment physical topology

Figure 8-1 illustrates the physical configuration of the machines in this scenario.

Figure 8-2 illustrates more closely the logical configuration of machines in this
scenario.
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Figure 8-2 Example ASP environment logical topology

The two sets of HA Load Balancer shown in Figure 8-2 are actually the same HA
load balancer machines performing load balancing functions for two clusters: the
caching proxy cluster and the Web Application Server cluster.

8.1.1 Traffic flow

The following figure and numbered text are used to illustrate request and
response traffic flow through the load balancer, caching proxy and Web
Application Server machines. The highlighted numbers in the figure correspond
to the numbered items in the explanation that follows the figure. The numbers
within parenthesis in the figure are the port numbers used for communication
between the various machines.
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Port 50000

HA Load
Balancer |

(80)

Caching Proxy Cluster

Figure 8-3 Traffic flow

1. The virtual www addresses are all mapped to the same IP cluster address
and arrive at the load balancer node. The load balancer listens on port 80 for
incoming traffic. It uses the MAC forwarding method and does not examine
the contents of the request header or data.

2. The load balancer distributes the requests between the caching proxy nodes
without changing the IP address within the packet.

3. The selected caching proxy checks whether the request can be served from
cache. If it is in the cache, the response is sent directly back to the client. If it
has not been cached,the caching proxy forwards the requests to the content
servers. Depending on the hosthame contained in the request header, it
forwards the request (change the hosthame in the request header and the IP
address of the packet) to the virtual host address specified by the mapping
rule. Because these virtual host names are again mapped to a cluster IP
address on the Load Balancer node, they are sent there, but arrive at a
different cluster on port 81.

4. The packet does a second turn through the Load Balancer node. This time,
the load balancer sends the request to the Web Application Server nodes.
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5. The request header now contains the hostname the caching proxy put in. The
WebSphere plug-in on the Web Application Server decides, according to a
match of this hostname and the requested URI, to which ServerGroup the
request belongs and distributes the requests between the clones of this
ServerGroup. It changes the IP address of the packet to the one of the
transport host for this clone.The hostname in the header remains unchanged.
Because each clone on a given host has a unique port number, it will connect
to the right one and send the packet.

6. Each clone in turn has its own HTTP daemon, which receives the packet. The
Web Container that owns the application context root found in the URI will
receive the request.

7. The Web Container determines the right servlet instance to process the
request and forwards it for processing.

8. If needed, connections to the database are used to gather information.
9. The servlet response is given back to the HTTP daemon of the clone.

10.The clone’s HTTP daemon swaps the source and the destination IP
addresses of the packet and sends it back on its way. This is how any server
responds to a client.

11.The caching proxy receives the packet and remembers the original client IP
address. It puts this IP address as the destination and itself as the source IP
address of the packet and sends it back to the client.

Once these two clusters are set up, we can configure as many virtual host names
as we like and process them always through the same configuration without any
change. All we have to do to set up a new customer is to create a new virtual host
on the back-end servers, map them to the existing cluster IP address and add a
mapping rule on the proxy server nodes.
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8.1.2 Scalability

Primary
Load
Balancer

Standby
Load
Balancer

Protocol Firewall

—

Application

Web

Proxy

Proxy Proxy
— —

/]
rver Server
Serve /
) )

Application 1 Application
Server / Server

( \ \ e )\
Caching ld Caching

— \ ———
Caching Caching

M\ ) S
) )
Web Web

1 Application

Web

)

Web Web
Application H Application
Server || Server

~———

- ~——
I — I ——
) )
Caching |[———1] Caching
Proxy Proxy
~—— —

Proxy

Domain Firewall

Figure 8-4 Scalability

Full scalability is provided at any level. Servers can be added to any cluster and
even whole clusters could be added to extend the configuration. Also, each

customer can be scaled to its needs by adding more clones to its ServerGroup or
even creating an additional ServerGroup for the customer.

8.1.3 Naming

232

Note that in this scenario, the virtual hosts again are name-based virtual hosts.
They are all based on a single IP address. This is very easy to extend. There is
no need for an additional IP address when a new customer is defined. And even

more importantly, the load balancer configuration never needs to be changed.

Simply add a new definition to DNS or the hosts files.
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Table 8-1 Naming of company specific configuration items

Item

cloud

storm

Internet virtual host

www.cloud

www.storm

Cluster IP address

192.168.10.60

192.168.10.60

Back-end virtual host

cloudhost

stormhost

Cluster IP address

192.168.10.70

192.168.10.70

8.1.4 Node functionalities

Table 8-2 Machines used in the test environment scenario

Host Name IP Address OS and Software | Service

23VNX85 192.168.10.14 Windows 2000 Primary
WebSphere Edge Load Balancer
Server V2.0

23VNX72 192.168.10.15 Windows 2000 Standby
WebSphere Edge Load Balancer
Server V2.0

M23BK63Z 192.168.10.18 WebSphere Edge Caching Proxy
Server V2.0

M23BK60H 192.168.10.4 WebSphere Edge Caching Proxy
Server V2.0

RS60008 192.168.10.27 AIX 4.3.3 Web Application
IBM WebSphere Server
Application Server
V4.0.3
IBM HTTP Server
VvV 1.3.19

RS600035 192.168.10.29 AIX 4.3.3 Web Application
IBM WebSphere Server
Application Server
V4.0.3
IBM HTTP Server
V1.3.19

M23VNX64 9.24.105.112 Windows 2000 Database Server
IBM DB2 V7.2

The whole scenario can be realized with seven nodes: two load balancers, two
caching proxy nodes, two Web Application Server nodes and one database
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server node. The databases could probably be created on an existing database
server.

8.2 Basic configuration description

Following are the basic configuration steps that were performed for the machines
used in this scenario (see Table 8-2).

8.2.1 Name resolution

In our sample ASP-environment, we configured the following mappings:

Example 8-1 Host mappings

# Sample hosts file for ASP-Environment SG24-6822-00

127.0.0.1 localhost

# Server Host Names

#=============================================================================
192.168.10.14 m23vnx85 # Primary Load Balancer

192.168.10.15 m23vnx72 # Standby Load Balancer

192.168.10.18 m23bk63z # Caching Proxy 1

192.168.10.4 m23bk60h # Caching Proxy 2

192.168.10.27  rs60008 # Content Server 1

192.168.10.29  rs600035 # Content Server 2

9.24.105.112 m23vnx64 # Backend Database Server

# virtual Host Names
#=============================================================================
192.168.10.60 www.cloud # Virtual www address for Customer 1 Cluster
192.168.10.60  www.storm # Virtual www address for Customer 2 Cluster
192.168.10.70  cloudhost # Virtual address for Content Server Cluster 1
192.168.10.70  stormhost # Virtual address for Content Server Cluster 2

8.2.2 DB Server
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1. Log on as the DB2 instance owner.
#> su - db2instl

2. Create the repository database for the WebSphere domain.
#> db2 create db asp-db
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3. Enlarge the application heap size.

#> db2 update db cfg for asp-db using applheapsz 256
4. Test the connection.

#> db2 connect to asp-db user db2instl

8.2.3 DB Client

1. On each WebSphere Application Server node, log on as the db instance
owner.

#> su - db2instl
2. Catalog the remote db server.

#> db2 catalog tcpip node rains remote m23vnx64 server 50000
3. Catalog the database.

#> db2 catalog db asp-db as asp-db at node rains
4. Restart the instance.

#> db2stop
#> db2start

5. Test the connection.
#> db2 connect to asp-db user db2instl

8.2.4 Application servers

The configuration of the Web Application Server nodes is the same as in the test
environment example (refer to 7.2.2, “WebSphere Application Server” on

page 183), using different names. We assume you have two application servers
installed, that you have connected to the repository database (asp-db as
described previously in 8.2.3, “DB Client”) and that the initial configuration has
been installed. You should have a Default Server on each node with the sample
applications installed and the basic resources, such as the JDBC driver, in place.
If the properties:

install.initial.config

and

com.ibm.ejs.sm.adminServer.createTables

were set to true in the <WAS_ROOT>/bin/admin.config file, this was automatically
done at startup time. Start the Administrative Console to begin the configuration.
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Create the virtual hosts
1. The first step is to uninstall the sample applications. Right-click the application
and select Remove. Repeat this for each application that has been installed.

2. Now right-click the virtual host default_host and select Remove.

3. Also remove the default_Server on each node. Now we have a clean domain
and are ready to start the new configuration.

4 WebSphere Advanced Administrative Console B ] B34

console Miew Tools Help

eloe? xa| ¥
=8 WebSphere Administrative Domain Mame Aliases

" &
B2 Server Gr

=+ Modes Find...
- B rs600

| B-0P reB00035
1"_'I Enterprise Applications
+-f3 Resources

Type Time | Event Message Source | Options. .

k|

Details...

i

Clear;

|

Figure 8-5 Create new virtual host

4. Right-click the Virtual Host item in the left-hand pane and select New as
shown in Figure 8-5.
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general | Advanced|
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*Host Aliases
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Add

Remove |

o |

Cancel |

Help

Figure 8-6 The first virtual host definition

5. Specify a name for the new virtual host. We chose to start with the cloudhost
definition. Add cloudhost:81 to the alias list. Note that we set it to listen to port
81, as we did for the Web servers.This alias is the virtual hosthame we will
later use to connect to the application server. Because we are using DNS for
the name resolution, we also added the fully qualified hostname as a second

entry. Click OK to create the virtual host.

=& Create VirtualHost - |E| il
general | advanced|
Mame: *lsturmHust
*Host Aliases Add
stormhost81] |
Remove
0K | Cancel | Help |

Figure 8-7 The second virtual host definition
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6. .Figure 8-7 shows the second virtual host we created for this environment, the
stormhost. Like the first one, it listens on port 81.

Create the ServerGroups
We will now create a ServerGroup for each customer: The Cloud-ServerGroup
and Storm-ServerGroup.

¥4 WebSphere Advanced Administrative Console 10l =|

Console  Wiew Tools Help

cloew|xe| ¢

=9 wiebSphere Administrative Domain MName Has been started Starttime
{0 Wirtual Hosts

Find...

[ rsB00035

{3 Enterprise Applications
-E2 Resources

Type Time Event Message Source | Options... |
Details... |
Clear |

]
T

Figure 8-8 Create a ServerGroup

1. In the left-hand pane, right-click the ServerGroup item and select New.
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i.'r Server Group Properties - |E||i|

General | Ad\ranced' Fi\e| Transactinnl i Bet‘tingsl BENiEESl Custnm'

Sener Graup name: *[Cloud-Senercraug|

Emvironment: | Ervironment |

Wiorking directory: |

Node startup state: |Last state I ]
Maxirmum startup attempts: |2 attempts «@&
Module visibility: |Madule ] =59

ok | cancel | Ha |
Figure 8-9 Specify ServerGroup properties

2. Specify the name of the new ServerGroup. We started with the
Cloud-ServerGroup. Click OK to create the ServerGroup.

'.’r Server Group Properties - Ellﬂ

General | Advanced| Fi\el Transacti0n| JyM Settings Serwcesl Cust0m|

Server Group name: *|storm-Serercroup

Environrment: ‘ Enviranrent... |

Working directary |

Mode startup state: [Last state ] =
Maximum startup attempts: |2 attemnpts 3
nadule visibility [Madule I |

ok | Cancel | Help |

Figure 8-10 Create the second ServerGroup

3. Repeat the procedure to create the Storm-ServerGroup.
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Create the clones
In this section, we create two clones to each ServerGroup we created previously.

=& WebSphere Advanced Administrative Console E |EI|1|
Console  Wiew Tools Help
e|loe2|xd w
EW@ WehSphere Administrative Domain Mame |
=2 virual Hosts = i’
BD Server Groups 2 Installed EJB Modules
Bl'] Find N Installed Weh Mndiles ;I
B9 storm-gerver ——
=2 Mades Start Transaction | .M Settings | Senices | Custam
o[- rsBO00SE Stop General Advanced File
- rsB00035 Force Stop i
& Enterprise Applic  pig Server Group name: *[Cloud-ServerGroup
+- :
-8 Resources Remuove Erwiranment: | Environment...
Properties Waorking directary: |
Ripple S
Clone... |l [Last state =
Apply | Eeset | Help |
Typel Time Event Message | Source | Options... |
E 611021, Command"ServerGroupHome.create(Serve... ;I
E 611021, Command "ServerGroupHome.create(Serve... Details... |
E 611021, Command"ServerGroupHome create(Serve.. Clear |
E 611021, Command"ServerGroupHome.create(Serve... _I

Figure 8-11 Create new clone

1. In the left-hand pane, right-click the ServerGroup item you want to add clones
to. Select New -> Clone.

g Create Clone 10l =|

Select a node for the new clone.
rsB0008 is the local node.

Marne: *[cloud-claned]

Mode to install server on: *|r350003 ;I

Create Cancel |

Figure 8-12 Specify clone properties

2. Enter the name of the clone. It can be any name, but it has to be unique within
this Websphere domain. Also select a node (from the drop-down list) on
which to create the clone.

3. Repeat this procedure for the three remaining clones we need.
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=& Create Clone

=10l x|

Select a node for the new clone.
rsB0008 is the local node.

Marme: *|cloud-Clonez

MNode to install server an: * &

Figure 8-13 Clone 2 of Cloud company

=& Create Clone

Select a node for the new clone.
rsB0008 is the local node.

Marne: *[storm-Clane1]

Mode to install server on: *|r350003

Figure 8-14 Clone 1 of Storm company

=& Create Clone

Create Cancel |
=lalx|
=
Create Cancel |
=lalx|

Select a node for the new clone.
rsB0008 is the local node.

Marme: *|storm-clone?

MNode to install server an: * &

Create

Cancel |

Figure 8-15 Clone 2 of Storm company
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“§ WebSphere Advanced Administrative Console : _Iof

Ix

Console View Tools Help

e|oew|xg|
-8 wehSphere Administrative Domain Mame
{3 Virtual Hosts (] :.I
f Server Groups £ Installed EJB Modules
Cloud-SenerGroup 7 Installed Wah Madinles d
1
Transaction | 1M Settings | Services Custom
General Advanced File
N
@) Cloud-Cloned (Cloud-ServerGroup) Server Group narme: *[storm-ServerGraup
Starm-Cloned (Storm-ServerGroup : i
= — L Enviranment: | Erwiranrnent...

Working directory: |

Application Servers
] Cloud-Clone? (Cloud-ServerGroup)

7 Storm-clone? (Storm-ServerGroup Fratania e A .
] Generic seners p nts: 2 attampts |

-7 Enterprise Applications . | i |

Mode starup state: |Last state

-8 Resources Help |
Type | Time | Event Message | Source | e |
E  BA0Z121. ADMRZI011:Weh Server Plugin Confin. The administrativ.. com.ibm.ejs.sm.beans EJBSery.. _‘l
E 61102121 Command "Storm-ServerGroup.createClone” running .. ﬂl
E  BA102121. Command "Storm-ServerGroup.createClone” completed = Clear |
E 6102121 ADMR3000I A duplicate custom service is found and rem... com.ibm.ejs.sm.beans EJBServ... j
e

Figure 8-16 Overview of the ServerGroups and clones created

4. Figure 8-16 gives an overview of the virtual hosts, ServerGroups and clones
we created so far.

Configure the clones

As in the test environment example, we must configure the clones to use the
correct hostnames and to use distinct ports.

Table 8-3 Ports used by the clones

Name Port Host
Cloud-Clone1 9081 RS60008
Cloud-Clone2 9082 RS600035
Storm-Clone1 9083 RS60008
Storm-Clone2 9084 RS600035

1. Select a clone in the left-hand pane. Then, in the right-hand pane, select the
Services tab. A list of services appears within this pane. Select Web
Container Service and click Edit Properties.
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fGeneraI rTransport rServIet Caching |

Transpart Settings

HTTP transparts:

Host [ Port ‘ Add...
- 9083
Remave |

Maximum keep alives: oy cannections
Maximum requests per keep alive: @100 requests
Keep alive timeaut: ilg seconds

1/0 timeout: ilg seconds

| OK | | Cancel | ‘ Help |

Figure 8-17 The Web container properties

2. The properties window shown in Figure 8-17 appears. First select the
Transport tab. Then select the HTTP transport entry and click Edit.

General [Advanced |

Transport hast: 560008

Transport port: fa101

Connection backlog: {511 canhections

[Z] Enable SSL Use global S5L default canfiguration
Key file name: g

Key file passwaord: @
Confirm password: @

Key file format: i

Trust file name: [

Trust file passwaord:
Caonfirm password:

Trust file format:

Enable client authentication

Security level: i =]

| OK | | Cancel | | Help ‘

Figure 8-18 Web Container Transport properties

3. Insert the Transport host. It is the node name on which the clone resides.
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4. Enter the port number to be used by this clone.
5. Click OK.

6. Click Apply to save the changes.

Install the weather application

"4 WebSphere Advanced Administrative Console

~=1ol ]

Console Miew Tools Help

ecloew|x&| %

-5 webSphere Administrative Domain MName MNode |
~E virtual Hosts
=82 Server Groups
F-9 Cloud-ServerGroup
’:ti Storm-ServerGroup
=8 Modes
-9 rsE0008
rs600035

[+-E2 Resources

Find...
Tip']el Time | Event Messagel | Source | Options... |
& B2, Command "Storm-SererGroup.createClone... —AI Details. |
E B2, ADMR3I000I A duplicate custom service is fo.. comuibmeejs.sm.beans. .
E BM1021. ADMRZ3011Web Server Plugin Config. The .. com.ibm.ejs.sm.beans... Clear |
E 611021, ADMR25501: The port 89,084 is assigned to th... com.ibm.ejs.smbeans.... «

Figure 8-19 Install Enterprise Application

1. Right-click the Enterprise Applications item in the left-hand pane and select

Install Enterprise Application as shown in Figure 8-19.

'.’r Open

Look in: I;linstallableAppS 'l | | ﬂl

Imsample.ear _4
& perfSendetapp.ear
& samplespp.ear
& ServletCacheMonitor.ear
& soapsamples.ear
& TradeSample.ear
- weeather.ear -

Filename:  weather.ear
Files oftype:  [JARSIMARSIEARS (war, ear,jan ~|  Cancel |

Figure 8-20 Browse for an Application file
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2.

In the Specify Application Module window, click Browse. Go to the directory

in which you placed the weather.ear file and select it. Click Open.

¥ Install Enterprise Application Wizard

Specifying the Application or Module

Specify the application(EAR file) or moduleiAR or WAR file) that you want to install.
Ifyou install a stand-alone module, you must specify a new application name.

i

Browse for file an node: “rsB0008 5

& Install Application *.ean

Path: ’la.fappsenrerfinstalIableAppsMeather.ear Browse... |

Application narme: [cloudveatherpp|

 Install stand-alone module Cawar, *jan

Fath q Browse. . |
Applicatio Harme: |
Caftex roatiorwel modla: l‘

Help | =Hack I et = I Eimish | Cancel |

Figure 8-21 Specify Application Module window

3.

Back in the Module window, specify a name for the application. We chose

CloudWeatherApp. Click Next to proceed.

Go through the next windows and accept the settings until the following
window appears.
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"|’| Install Enterprise Application Wizard

Selecting Virtual Hosts for Weh Modules
Specify the vitual host where you want to install the YWeb modules contained inyour
application. Web modules can be installed on the same virtual host or dispersed
among several hosts.

Select a Web module from list below and click the Select Virtual Host button to select the
%ﬂ wirtual host far that module.

Weh Module Yirtual Host
WeatherProj cloudHost

Help | <pack [ mex= | cwen | cancal |

Figure 8-22 Virtual Host selection window

5. Select the module in the list and click Select Virtual Host.
6. Choose the virtual host to be CloudHost.

"|’| Install Enterprise Application Wizard

Selecting Application Servers
Specify the application server where vou wantto install modules contained inyour
application. Modules can be installed on the same server or dispersed among
several servers.

E@ Select a module in the list below and click the Select Server button to selectthe application
ﬁ server onwhich to install the module.

Module Application Server

therProj

Help | = Back I Mewt = I Eiish Cancel

Figure 8-23 Application Server selection window
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7. Now you must define on which application server (or ServerGroup) the
module will run. Select the Cloud-ServerGroup as shown in Figure 8-23.

8. In the next window, you will see the directory where the application will be
installed. Click Finish to start the installation process.

Application code necessary foar installation has already been generated. Regenerate code how?

Yes ’E

Figure 8-24 Code regeneration window

9. Before it starts, another window appears and allows you to regenerate the
code. You do not need to regenerate the code. Click NO.

Command "EnterpriseApp.install" completed
successtully.

| oK |

Figure 8-25 Installation complete window

10.The application has now been installed.

11.Repeat the whole procedure for the Storm customer with the associated
virtual host and ServerGroup.

Install the cache monitor application

To check the contents of the local cache, we install an application that allows us
to look inside the WebSphere cache. This application is provided with
WebSphere Application Server and is copied to the installableApps directory
during the installation process.

1. Go back to the Admin Client and right-click the Enterprise Application item
in the left-hand pane. Select Install Enterprise Application.

2. Browse the installableApps directory.
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'.’r Open

& imsample.ear

& perfServietapp ear

& sampleApp.ear
! cheMaonitor.ear

& soapsamples.ear

&) TradeSample.ear

& weather ear =

Files oftype:  |JARSMWARSIEARS (war, ear,jan ¥|  Cancel |

Figure 8-26 Select the Cache Monitor Application

Laakin:

By -

Filename:  [ServietCachehtonitor.ear

3. Select the ServletCacheMonitor application and click Open.

& Install Enterprise Application Wizard

Specifying the Application or Module
Specify the application(EAR file) or modulelJAR or WAR file) that vou want to install.
Ifyou install a stand-alone module, you must specify a new application name.

i

Browse for file on node:

& Ingtall Application *.ean
Path:

Application name:

Fath:

Application marme:

© Ingtall stand-alone maodule (*war, *jan

Cantext roatforwet module: l’

*|rs60008 -l

’|nsta|labIeAppSISentletCacheMonitor.ear Browse.. |

|loudCacheMonitar

1 Browse... |

1

Help |

| Cancel |

= Hack I Mext = I Einish

Figure 8-27 Specify a name for the application

4. Specify a name for the application. We chose CloudCacheMonitor.
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i.’l Install Enterprise Application Wizard

Selecting Virtual Hosts for Weh Modules
Specify the vitual host where you want to install the YWeb modules contained inyour
application. Web modules can be installed on the same virtual host or dispersed
among several hosts.

Select a Web module from list below and click the Select Virtual Host button to select the
%ﬂ wirtual host far that module.

Weh Module Yirtual Host

cloudHost

12

Help | <pack [ mex= | foen | cancen

Figure 8-28 Select the virtual host

5. Click Next in all windows until you reach the window to select the virtual host

for the application. Select the CloudHost again. Click Next to proceed.

"|’| Install Enterprise Application Wizard

Selecting Application Servers
Specify the application server where you want to install maodules contained in ywaur
application. Modules can be installed on the same server ar dizpersed among
several servers.

% Select a module in the list below and click the Select Server button to selectthe application
ﬁ server on which to install the module.

Help | =Back I Next = I Einish Cancel

Figure 8-29 Select the application server for the application
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6. In the next window, select Cloud-ServerGroup to run the application on.
From here on out, it is the same process as before. You do not to regenerate
the code.

7. Repeat the same procedure for the Storm company with stormHost and
Storm-ServerGroup.

8. When you have finished all of this, the installedApps directory will contain four
new directories:

— CloudWeatherApp.ear
— CloudCacheMonitor.ear
— StormWeatherApp.ear
— StormCacheMonitor.ear

9. You must copy the directories to the second application server node. Use the
tar or zip program to pack both directories into an archive and send it via FTP
to the other node. Don’t forget to switch to binary mode to send an archive file
via FTP.

10.0n the target server, unpack the archive with the proper command.

i.’l WebSphere Advanced Administrative Console 7 |E||1|
Console ¥iew Tools Help

cloeou|xd| %

=9 webSphere Administrative Domain -~ MName
-2 Virtual Hosts )
=+ Server Groups [ Generic Servers

-9 Cloud-ServerGraup
- Storm-ServerGroup
=HE3 Modes

H E}D Find...

Stop

Force Stop
Restart
Eecaonnect
Stop for restart
Fing

General | JMS Providersl URL Providers | JOBC Praviders| J2C Adapters

Mode name: "|rsBDDDB

er Plugin

3 Clot Fermoyve

-1 Clot  Properties Analy | Reset | Help |
4 I T2 |
Ti?el Time | : !EventMessage : : | Source | Options... |
E 6302 757, W3VRO0231: Server Cloud-Clone1 open for e-husiness cam.ibmoaws.runtime.... —AI Dietails |
E 61302 7:57... SRVED Tl Transport hitp is listening on port 9,082, cam.ibm.zervlet.engin... =

EI Clear |

E 613002757

Figure 8-30 Plug-in configuration regeneration

WSWVRO0231: Server Cloud-Clone2 open far e-husiness cam.ibm.aws. runtime
DYMADD1 41: fwebapplexamplesishowCg is a cacheable URI 2
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11.Before you can connect to the application, you have to regenerate the
plugin-cfg.xml file. Right-click each node and select Regen Webserver
Plugin.

12.Restart the HTTP Servers on each node.
13.Your applications are now ready.

8.2.5 HTTP server

Virtual hosts

As long as all content is delivered by WebSphere Application Server through the
file servlet, you will not need to define any virtual hosts in the HTTP server’s
httpd.conf configuration file. All that needs to be done is to add a LISTEN
directive for port 81. The default path on AlX for the file is:

/ust/HTTPServer/conf/httpd.conf

Add the directive:
Listen 81

Alias the loopback adapter

Because we use the MAC forwarding method for load balancing, we must add
the content cluster address as an alias on both Web Application Servers’
loopback adapter. For details on this task see 6.2.1, “Aliasing a loopback
adapter” on page 165. The cluster address we used is:

192.168.10.70

8.2.6 Caching proxies

Alias the loopback adapter

Because we use the MAC forwarding method for load balancing, we must add
the proxy cluster address as an alias on both caching proxy nodes’ loopback
adapter. For details on this task, see 6.2.1, “Aliasing a loopback adapter” on
page 165. The cluster address we used is:

192.168.10.60

Proxy server configuration

We configured the caching proxy by editing the ibmproxy.conf file manually. We
edited or verified the following entries.
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Basic configuration
» ServerRoot C:\Progra™1\IBM\edge\cp\bin

» HostName m23bk63z.itso.ral.ibm.com

» Port 80

» AdminPort 8008

Mapping rules

To enable proxying to the content servers, we need to add mapping rules:
» proxy /* http://cloudhost:81/* www.cloud

» proxy /* http://stormhost:81/* www.storm

Cache behavior

The directives to configure the caching proxy for memory caching:

» Cache ON

» #CacheDev \\.\D: (Make sure this is commented out for memory caching)

» CacheMemory 64 M

8.2.7 Load balancers

The load balancer nodes will have two clusters configured. The first cluster
balances the request between the caching proxy nodes. The second cluster
receives the forwarded requests from the caching proxies and balances them to
the content servers. Refer to Figure 8-2 on page 229 and Figure 8-3 on page 230
for details.
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Create the caching proxy cluster
1. Start the Network Dispatcher admin GUI and connect to the host.

‘& Network Dispatcher 10| x|
File Executor: 1921631014

=32 Network Dispatcher =
=572 Dispatcher m Executor Status: 192.168.10.14 P
H ) - -
4 Host: m2hmx84.itso.ral.ibm.com .
B i current Statistics | Configuration Settings |
[ Executor: 192.168. - —
Br... ——————General packet
.= High Avaitahility -
Total received since started: 206846
- manager Sentto nonforwarding add 116595
entto nonforwarding address
.5 Content Based Routing . A gm' - ;
. 5% Mailbox Locator rocessed locally on this machine: I
32 cite Selector Sentto collocated server: 0
23 cisco Consultant Forwarded to any cluster: 72422
Mot addressed to active cluster/port: 10602
KBytes fransferred per second: 0
Connections per second: 0
T Packet errar | =
1| | v

Hatkup Infarmation successtully adted. =
Takeover command issued. =
Takeover command issued. 9

Figure 8-31 Add a cluster

2. Right-click the Executor item in the left-hand pane and select AddCluster.

& Add a cluster x|

Cluster address:

[192.168.10.60

Primary hast for the cluster:

[192.168.1014 -l
[~ Configure this cluster?

You should configure the cluster to enable
[oad balancing, unless this is the high
availahility standby machine.

0] I Cancel | Help |

Figure 8-32 Specify the cluster address

3. Fill in the Cluster address field. The load balancer host that you are
connected to will be shown as the primary host for the cluster. Do not select
the Configure this cluster? checkbox, as we will configure the load
balancers in high availability mode.
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& Network Dispatcher =10l %]

File Cluster 192.168.10.60

=28 Network Dispatcher

=] §3§ Dispatcher Qgﬁ Cluster Status: 152.168.10.60 ?v —

5. 4] Host: m23wmxes.itso.ralibm.com
Eed Current Statistics | Configuration Settings PrUpUl’ﬁUl’]Sl L\slsl
24 Executor: 192.168.10.14 .
SXTEEATATT
3 High Availabilty Add Port er address: 192.166.10.60
" Remove Cluster er alias on interface configured
-l Manager i Add System Metric eneral packet statisl
§§€ Comtent Based Routing Remove System Metric i
i on active connections: 0
?ﬁ""_a"h“ Locator Configure Cluster Address. o I .
g%y Site Selector Unconfigure Cluster Address onfinished connections
&E Cisco Consultant Firs received before SYNS: 0
ACKs received hefore SYNs: ]
RETs received before SYhs: 0
Total packets dropped 1]

|

Harkup Inarmation sUccessTully added.
Takeover command issued.
Takeover command issued.

Figure 8-33 Add port

i~
| “

4. Once the cluster is added, right-click its item in the left-hand pane and select

Add Port.
& Add a port |
Fart number:
o
Fomvarding method:
{MAC Based Forwarding =]
(0] 4 Cancel | Help |

Figure 8-34 Define the port number

5. Define the port number to be added to the cluster. We chose port 80, as this
will be the port accessed from the Internet, as shown in Figure 8-3 on
page 230. The proxy servers are within the same subnet, so we accept the
MAC forwarding method.
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& Metwork Dispatcher — X
] k D h [m]
File Port 80

=28 Network Dispatcher

=] §3§ Dispatcher

& & Port Status: 80 P

5. 4] Host: m23wmxes.itso.ralibm.com
Eed Current Statistics | Gonfiguration Setiings | Lists |
24 Executor: 192.168.10.14
TS tatu
. G-o Cluster: 192.168.10.60
: Cluster address: 192.168.10.60
. Paort numhber: a0
S R D Murmber of serers: i
Manager Remove Port Pp— e
o mETEVETER 0
4% ContentBased Rt [ o0 ) _ )
?ﬁ Mailbox Locator [T E— Maximurm serverweight: 10
P Site Selector —————————————— Total active connections: 0
gﬁ Cisco Consultant Connections per secand: a
KBytes transferred per second: 0
Mumhber of half open connections: nia

|

Harkup Inarmation sUccessTully added.
Takeover command issued.
Takeover command issued.

Figure 8-35 Add Server

i~
| “

6. When the port is added, right-click the Port item in the left-hand pane and
select Add Server.

o Add a server |

Semer;

[Caching-Prow-1
Server address:;
[taz.168.10.4

[T Metwark router address:

nia
0] I Cancel | Help |

Figure 8-36 Specify server name and address

7. Specify a name and the IP address for the server to be added. The name can
be a display name or the real host name. If you specify the real hostname, it
will find the IP address itself. Otherwisg, fill in the IP address. We chose to
use more descriptive names for our servers. Do not fill in a network router
address. This is only used if a remote load balancer is used in a WAN load
balancing topology.
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- Add a server |

Semer;

[Caching-Proxy-2
Server address:
[t9z168.10.18

[T Metwark router address:

nia

0] Cancel | Help |

Figure 8-37 Adding the second server

8. Repeat this procedure for all caching proxy servers that will join this cluster.

Enabling SSL connections

If you want to enable SSL connections, add a second port (443) to this cluster
and add the same servers to it. Your caching proxy servers would then need to
be configured for SSL. Load Balancer will then tunnel the request to the caching
proxy servers without decrypting it.

Create the Content Server cluster
In order to balance the content servers, we add a second load balanced cluster.
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& Network Dispatcher

File Port 80
=38 Network Dispatcher =
.34 Dispatcher Port Status: 80 T
5] Host: m23muss.itso.ralibm.com —
: Executor: 102, st Current Stat\sncs| Configuration Settings  Lists
G custer: 19m LISt SRR
=8 4 port: 80 Serer Wapport ‘Weight
: . 5B Server: Caching-Proxy-2 Caching-Prog-1 an a
@ Server: Caching-Proxy-1 Caching-Prox-2 a0 il
High Availability
Manager
.29 advisor: Ping 192.168.10.60:80
.45 Content Based Routing
§§§ Mailbox Locator
.38 Site Selector List af rul
&% cisco Consultant Rule name Rule priotity Rule type
Remave Refresh Statistics

Hackup Inarmaton successtully added.
Takeover command issued.
Takeover command issued.

e

Figure 8-38 Adding the second cluster

1. Again, right-click the Executor item and select Add Cluster.

& Add a cluster x|

Cluster address:

[192.168.10.70

Frimary hast far the cluster:

froz1es10.14 =l
[~ Configure this clustar?

You should configure the cluster to enable
load balancing, unless this is the high
availability standby machine.

Ok I Cancel | Help |

Figure 8-39 Specify the cluster address

2. Specify the cluster’s IP address and the primary host for it. Also, do not select

the Configure this cluster? check box.
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& Network Dispatcher -10] x|
File Executor: 182168.10.14

-2 Network Dispatcher
: i i . y
=37 Dispatcher Dispatcher on m23vnxg5.itso.ralibm.com ?v

= E Host: m23wmx85.itso.ral.ibm.com| =
Executor: 192.168.10.14 Gurrent Sitatistics | Configuration Setings |
% Cluster: 192.168.10.60 feity
5.X& port: 80 Port: 10099
@ Server: Proxy-Server.1 Executor Status: running
@ Server: Proxy-Server-2 Manager Status: running
&% Cluster: 192.16 5 cihagent Status nat runhing
A *ort.. _—
1 High Avaitability EE—— aded Configuration File: ASP-Environment.cig

- I Manager Add Systermn Metric
4 Content Based Routing Rermove System Metric
§§ Z‘:::::[;E?‘m Configure Gluster Address
e Unconfigure Cluster Address
.54 cisco Consultant

Refresh Statistics

HaECKUp INTOIMEton SUccesstully adued.
Takeaver cammand issued
Takeowver command issued

Figure 8-40 Adding a port to the second cluster

<l

3. Right-click the second cluster item and select Add Port.

& Add a port : |
Fart number:
[e1]
Fomvarding method:
{MAC Based Forwarding =]
(0] 4 Cancel | Help |

Figure 8-41 Specify the port number for the second cluster

4. This time, we do not want the cluster to be accessible from the Internet. For
this reason, we chose port 81. Again, we chose the MAC forwarding method.
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& Network Dispatcher =10l ]|

File Executor 1921681014

=25 Network Dispatcher

-5 Dispatcher Dispatcher oh m23vnx85.itso.ral.ibm.com ?v
ER & Host: m23wnx85.itso.ralibm.com| —
(1 14 Executor: 192.168.10.14 Current Statistics | configuration Settings |
. 5.4 Cluster: 192.168.10.60 (&t
=-%& Port: 80 Fort: 10099
B Server: Proxy-Server-1 Executor Status running
T8 Server: Proxy-Server-2 Manager Status: running
4 & Cluster: 192.168.10.70 Subagent Status: not rnning
Loaded Configuration File ASP-Environment cfg

Rermave Port
-5 (:m:nem Based ROUE 0 il oiSenice »
%gé :I::hox Locator Wonitor...
¥
%2 Cisco Consultant

Refresh Statistics |

Harkup (Marmation successriy added.
Takeover command issued.
Takeover command issued.

|l

Figure 8-42 Adding a server to the second cluster

5. Right-click the Port item of the second cluster to add a server.

o Add a server x|

Semer;

[Content-Server-1
Server address:
[taz168.10.27|

[T Metwark router address:

nia

(0] 4 Cancel | Help |

Figure 8-43 Adding the first server to port 81

6. This time, we added the WebSphere Application servers to the port.
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o Add a server |

Server:

[Content-Server-2
Sener address:
[1a2.168.10.29|

[~ Metwork router address:

fnia
Ik I Cancel | Help |

Figure 8-44 Adding the second server

7. Repeat this procedure for all content servers that will join this cluster.

Adding advisors to the clusters

Advisors enable the load balancer manager to monitor the servers in a cluster.
The response time to answer the request is the base for a number that is being
calculated. This number is known as the /oad. It will determine what percentage
of the overall load on a cluster is distributed to each server. Refer to 4.2.8,
“Advisors” on page 76 for more information.

1. If itis not running, start the manager from the executor’s context menu.
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-&- Network Dispatcher =10l x]

File Manager

) 3% Network Dispatcher B
557 Dispatcher ﬂ Manager Status P

= E’J Host: m23wmx84.itso.ralibm.com
=B Executor: 192.168.10.14
E @ Cluster: 192.168.10.60
. =Xz port:s0
5 Server: Proxy-Server-1
H @ Server: Proxy-Server-2
E| @ Cluster: 192.168.10.70
- Port: 81
5 Server: Content-Server-1
.58 Server: Content-Server-2
... =1 High Rvaitability

2% Content Ba Stop Manager
46 Mailbox Lo Restart Manager
-.3f1 Site Select gy Binaty Logging
5% Cisco Cons | Stap Hitany Laoging
Quiesce Server...
Unyuiesce Semver.

current Statistics | Configuration Settings | Lists |

tatu

Metric port
Log file narme:
Binary logging

10004
manager.log
Off

4

Hackup information successiully added.
Takeover command issued.
Takeover command issued.

=
i .

Figure 8-45 Adding an advisor to a cluster

2. Right-click the manager and select Start Advisor.

& Start an advigor

Advisar name:

[Ping
Cluster to advise on:{optianal)

[192.168.10.60
Port numhbet:

a0
Log file name:{optional)

[Prowe-Advisor.log]

0] Cancel | Help |

Figure 8-46 Specify an advisor

3. Select an advisor type from the advisor name drop-down list. Unfortunately,
the caching proxy advisor did not receive a valid response when the caching
proxy was running on port 80. On a different port, it works normally. So we
chose the HTTP advisor instead. Also specify the cluster to advise on, the
port number and, optionally, a name for the log file. A descriptive log file name
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is quite helpful. If you have ever taken a look at the logs directory, you are
familiar with the concept.

& Start an advizor x|

Advisor name:

[Htp ]
Cluster to advise on:{optional)
[192.168.10.70

Fort number:

a1

Log file name:{optional)
[Content-Advisor.log

04 Cancel | Help |

Figure 8-47 Starting the HTTP advisor

4. We repeated the procedure to add another advisor on our WebSphere
Application server cluster.
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& Network Dispatcher

(=

File Host m23vnx85.itso.ral.ibm.com

=-3¥ Network Dispatcher

F_I }{ Dispatcher
Host: m23mx85.itsoralil
= B4 Executor: 192.168.10.14 Current Statistics | Configuration Settings
-&% Cluster: 192.168.10.60 Statu
E\@ Port: 80 Part 10088
g Server: Proxy-Server-1 Executor Status: running
g Server: Proxy-Server-2 Manager Status running
[=-45¢ Cluster: 192.168.10.70 Subagent Status: nat running
B onn;m Loaded Configuration File: ASP-Envitonment cfg
B Server: Content-Server-1
B g Server: Content-Server-2
. |51 High Rvailability
1= Manager
2 @ Advisor: Ping 192.168.10.60:80
..2P advisor: Hitp 192.168.10.70:81
%5 Content Based Routing
.45 Mailbox Locator
Site Selector
}\ Cisco Consultant

r
3 Dispatcher on m23vnxzg5.itse.ral.ibm.com ?o

Reftesh Statistics |

ACVISOr PING has Been stared on port 85U of cluster TY2T6E.10.60.
Advisor hitp' has heen started on port 81 of cluster 192.168.10.70.

|

Figure 8-48 Overview

5. Figure 12-29 shows an overview of what we have configured so far.

Configure high availability
The next step is to configure high availability for the load balancer node.
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& Network Dispatcher
File  High Availability

ol x|

=35 Metwork Dispatcher

=57 Dispatcher
= Host: m2 =85 itsu.ralibm.com
=M Executor: 192.168.10.14
-4 Cluster: 192.168.10.60
- 5Kz port:a0
-5 Server: Proxy-Server-1
.S Server: Proxy-Server-2
- Cluster: 192.168.10.70
=X Port: 81
.5 Server: Content-Server-1
@ Server: Content-Server-2
B it ol
EIE Manager Retmove Heartheat,
@ Athisor:  agd Reach Target.

High Availability Status

2

Current Statistios | Lists|
tatu

State:

Sub-state:

Port number:
Role:

Recovery strategy:

nia
nia
nia
nia
nia

i[9 Advisor:

Remove Reach Target:..

. 545 Content Based Ry
§§§ Mailbox Locator

Add High Availahility Backup...
Remove BEackip

List of hearth

Source

Destination

¥ cisco Consultant =11 4] |
HeaCh INTOrmation successtuily deletad.
Heartbeat information successfully deleted.

.32 site Selector Fo— Il Address | State |I -
»
=

Figure 8-49 Adding the heartbeat

1. Right-click High availability and select Add Heartbeat.

& Add a heartbeat X

Address or hostname for this machine:
[taz.168.10.14

Destination address ar hostnarme:
[192.168.10.15]

[ ox |

Figure 8-50 Heartbeat window

Cancel | Help |

2. The backup load balancer is the destination address to add for the heartbeat.

264  Patterns for the Edge of Network



& Network Dispatcher S =10l %]

File High Availahility

Rl

E-3% Network Dispatcher Bl 5
-7 Dispatcher High Availability Status P
5] Host: m23muss.itso.ralibm.com

£ WY Executor: 192.168.10.14

5o Cluster: 192.168.10.60 Curtent Statistics | Lizts|
o ¥iportso tatu
@ Server: Proxy-Server-1 State: nia
i .5 Server: Proxy-Server-2 Sub-state: nia
E@ Cluster: 192.168.10.70 Part numhber: nia
=% Port: 81 Role nia
g Server: Content-Server-1 Recovery strategy: nfa
...E Server: Content-Server-2 Listof hearth
Add Heartbeat... Source | Destination |
EIE Manager oo st 1921661014 1921681015 [l
EP Advis: Add Reach Target.
B Aevie Tl e e et
4% Content Based B 441 ioh availability Backup.. P ———
245 Mailbox Locator £ e g - d
.32 site Selector r— i !! Adidress |I State |I .
.5 Cisco Consulta ~|| ] [»

Heach INfOrmaton successiully deleted.
Heartbeat information successfully deleted.
Hearthbeat 182.168.10.14't0 192.168.10.15" successfully added.

ol

Figure 8-51 Adding a reach target

3. Right-click High Availability and select Add Reach Target.

-2 Add a reach target : |

Reach address:

192 168.10.2]

(0] 4 Cancel | Help |

Figure 8-52 Specify a target address

4. A network router is good to use as the reach target. Fill in the IP address of a
target. It helps the load balancer to determine whether it has network access.

In the case of the heartbeat stopping, this helps to determine whether to take
over or not.
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& Network Dispatcher ol x|
File High Availability
e "
[=--g25 Network Dispatcher 5 =
-5 Dispatcher High Availability Status ?v

= Host: m2wnx85.itso.ralibm.com

51 K58 Executor: 192.168.10.14
540 Cluster: 192.168.10.60
. =¥ Port: B0
.5 Server: Proxy.Server-1
: .} Server: Proxy-Server-2
4o Cluster: 192.168.10.70

=-%3 Port: 81

- @ Server: Content-Server-1

Current Statistics | Lists |

Statu
State: nfa
Sub-state: hia
Part numhber: nfa
Raole hia
Recovery strategy: nia

Listof heartbeat

" Add Heartheat Source | Destination |
Remove Heartheat... R [192.168.10.15 |
Add Reach Target.
Remove Reach Target
.54% Content Based Rot -
§§§ Mailbox Locator ———————Listof reach target
H Rermnoyve Backig
3% Site Selector — | Address | State
2 Cisco© RS 182168102 reachale

|

Heach INfOrfnaton successiully deleted.
Heartbeat information successfully deleted.
Heartheat 182.168.10.14't0 192.168.10.15" successiully added.

=
| 4 |

Figure 8-53 Add high availability backup

5. Right-click High Availability and select Add High Availability Backup.

& Configure high availability

Fart number:

[33337
Role:

[Primary
Recovery strateoy:

{hanual

)24 Cancel |

Help |

=l

Figure 8-54 HA role definition

6. Specify a port number for the heartbeat. It can be any number smaller than

65536. Select the primary role for this load balancer node. If you want to be

able to issue takeover commands, chose the manual recovery strategy.
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& Network Dispatcher

= Host: m2wnx85.itso.ralibm.com
-4 Executor: 192.168.10.14
540 Cluster: 192.168.10.60
. =¥ Port: B0
.5 Server: Proxy-Server-1
: ..£]f Server: Proxy-Server-2
- Cluster: 192.168.10.70
=-%3 Port: 81
, @ Server: Content-Server-1
.5 Server: Content-Server-2

=2 Manager
..EP advisor: Ping 192.168.10.60:80
E¥ advisor: Http 102.168.10.70:81
545 Content Based Routing
§§€ Mailbox Locator
.38 site Selector
%ﬁ Cisco Consultant

ol x|
File High Availability
53 "
[=--g25 Network Dispatcher 5 ]
5-52 Dispatcher High Availability Status ?v

Current Statistics | Lists |

Statu
State: Listen
Sub-state: IMot Synchronized
Part numhber:
Raole Primary
Recovery strateqy: Manual
Listof heartbeat
Source | Destination |

1921681014

1821681015 |

List of reach target:

Address

| State |

192188102

|reachab|e | =

Heach INfOrfnaton successiully deleted.
Heartbeat information successfully deleted.

Heartheat 182.168.10.14't0 192.168.10.15" successiully added.

Figure 8-55 HA configured

7.

Figure 12-36 shows the configured high availability. Note that the state is
Listen and the sub-state is Not synchronized. This is because the backup load
balancer does not yet respond to the heartbeats.

Repeat the high availability steps on the backup load balancer node.
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‘& Network Dispatcher - 10] x|
File High Availability

=-3% Metwork Dispatcher

=5 Dispatcher

=1 Host: m2hmu8s.tso.ralibm.com
=K Executor: 192.168.10.14

- Cluster: 192.168.10.60

. & ¥ Port8o

.. E] Server: Proxy-Server-1

: £ Server: Proxy Server-2

= Cluster: 192.168.10.70
& & Port: 81

£H Server: Content-Server-1

High Availability Status

Current Statistics | Lists|

tatu:

State:

Sub-state

Port nurmber:
Role:

Recovery stratedy

Active
Synchronized
Frimary
Manual

g Server: Content-Server-2 List of hearth
= High wailabili Source Destination |
=B Manager 102.168.10.14 192 16E10.15 |
¥ dvisor: Ping 192.168.10.60:80
.29 advisor: Hitp 192.168.10.70:81
% Content Based Routing
s - .
.44 Mailbox Lacator List of reach targ
371 Site Selector Address ‘ State |
%2 Cisco Consultant 192168.10.2 reachable [[—]

Heach INformaton successtully deleted.
Heartbeat information successfully deleted.
Heartheat 182.168.10.14'to 192.168.10.15" successfully added.

Ll [le

Figure 8-56 High availability now synchronized

9. Figure 12-37 shows that after configuring the backup load balancer node,
they now are synchronized. This means that they are exchanging heartbeats
and with that, synchronizes backup’s connection table.

Edit the takeover scripts

The load balancers have the cluster’s IP addresses aliased to the network
interfaces. The primary load balancer has the cluster addresses aliased to the
physical token ring or ethernet interface, while the backup load balancer has the
cluster addresses aliased to the loopback adapter. To take over from one
machine to the other, these aliases must be changed. For this purpose, we need
to prepare takeover scripts. They are located in the load balancer’s binary
directory. There are four different scripts:

» goActive

Aliases the cluster addresses to the token ring or ethernet adapter and
deletes the ones on the loopback.

» goStandby

Aliases the cluster addresses to the loopback adapter and deletes the ones
on the token ring or ethernet adapter.
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» goldle

Aliases the cluster addresses to the token ring or ethernet adapter only.

» golnOp

Deletes the cluster addresses from both: the token ring or ethernet adapter
and the loopback adapter.

The following screen shots show you the edited scripts prepared for our

environment.

M goActive.cmd - Notepad -0 x|
File Edit Format Help

fem +--——————- + ]
rem | Modify CLUSTER, INTERFACE and WETMASK to match wyour environment. |

rem | |

rem | tro=first Token ring adapter, enc=first Ethernet adapter |

rem | |

rem | NETMASK must be the netmask of wyour LAN. |

rem | It may be hexadecimal or dotted-decimal notation. |

PR = e e e o +

rem

set CLUSTER1=152.1&35.10.&0

et CLUSTERZ=1322.1&%.10.70

set INTERFAZE=LrQ

Set METMASK=2L5L.255.255.0

rem

echo "Deleting Toopback aliasies)

call ndconfig 1o0 delete ®WCLUSTER1%

call ndconfig To0 delete ®WCLUSTERZH

rem

echo "Adding dewice aliasies)"

call ndconfig WINTERFACE? alias #CLUSTERL® netmask HNETMASK

call ndconfig ®WINTERFACEX alias #CLUSTERZH netmask HNETMAZEKN —
Figure 8-57 goActive.cmd

& goStandby_cmd - Notepad -0 x|
File Edit Format Help

L e + =]
rem | Modify CLUSTER, INTERFACE and WETMASK to match wyour environment. |

rem | |

rem | tro=first Token ring adapter, enc=first Ethernet adapter |

rem | |

rem | NETMASK must be the netmask of wyour LAN. |

rem | It may be hexadecimal or dotted-decimal notation. |

PR = e e e e +

rem

set CLUSTER1=152.1&35.10.&0

et CLUSTERZ=1322.1&%.10.70

set INTERFAZE=LrQ

Set METMASK=2L5L.255.255.0

rem

echo "Deleting the dewice aliasi(es)"

call ndconfig %INTERFACE delete %CLUSTERLH

call ndconfig %INTERFACE delete %CLUSTERZH

rem

echo "Adding loopback alias(es)"

call ndconfig 1o0 alias #CLUSTERL% netmask SNETMASKX

call ndconfig To0 alias %CLUSTERZH netmask HNETMASKH

Figure 8-58 goStandby.cmd

Chapter 8. Sample ASP environment 269



&) goldie.cmd - Notepad : -0 x|
File Edit Format Help

I e e + =]
rem | Modify CLUSTER, INTERFACE and METMASK to match your enwironment. |
rem | |
rem | tro=first Token ring adapter, eno=first Ethernet adapter |
rem | |
rem | NETMASK must be the netmask of wyour LAN. |
rem | It may be hexadecimal or dotted-decimal notation. |
PR = e e e e +
rem

et CLUSTER1=132.1&%.10.&0

set CLUSTERZ=122.1&5.10.70

set INTERFAZE=tro

Set METMASK=2L5L.255.255.0

rem

echo 'Adding cluster alias(es)"

call ndconfig MINTERFACE alias ®CLUSTERL® netmask HNETMASK

call ndconfig BINTERFACE alias ®CLUSTERZ® netmask HNETMASKX
Figure 8-59 goldle.cmd

&) golnDp.cmd - Notepad : -0 x|
File Edit Format Help

I e e + =]
rem | Modify CLUSTER, INTERFACE and NWETMASK to match wyour enwvironment. |
rem | |
rem | tro=first Token ring adapter, enc=first Ethernet adapter |
rem | |
rem | HETMASK must be the netmask of wour LAN. |
rem | It may be hexadecimal aor dotted-decimal notatiaon. |
PR = e e e e +
rem

et CLUSTER1=132.1&%.10.&0

set CLUSTERZ=122.1&5.10.70

set INTERFAZE=tro

rem

echo "Remowing device(s)"

call ndconfig 1o0 delete ®WCLUSTER1%

call ndconfig To0 delete ®WCLUSTERZH

rem

echo "Remowing Toopback aliasies])"

call ndconfig #INTERFACE delete #CLUSTERLH

call ndconfig ®INTERFACE% delete #CLUSTERZH

Figure 8-60 golnOp.cmd

Test high availability

The following procedure shows how to verify that the takeover works correctly.
On Windows 2000, the ipconfig command will not show the aliases because on
Windows 2000, they are not actually added to the interface. Instead, a static
entry in the ARP (Address Resolution Protocol) table is added. The MS
Loopback Adapter does not need to be installed. On Unix platforms, a normal
alias on 100 is used.
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= | Command Prompt i =101 x|

-l
_:woarp -a
Interface: 192.168.10.14 on Interface Ox1000003 ]
Internet Address Physical address Type
192.168.10. 2 O0-06-29-b3-20-ae dyrnamic
192.168.10.4 O0-60-94-56-e1-55 d}fr‘lamjc

. .10, 00-04-ac-57-ea-T4 static
19 1k, 10,15 [T T L dy nami C
192.162.10.18 O0-A0-91-55-ah-df dy rnamic
192, 162,10, 20 O0-06-29-b3-d4-47 dyrnamic
192, 168,10, 27 O0-20-35-7c-ad-Ta d}fr‘lamji:

. .10, 00-04-ac-57-ea-T4
192.163.10. 70 O0-0d4-ac-57-ea-T4 static

C‘ :l‘\} | f

Figure 8-61 ARP table on the primary load balancer (192.168.10.14)

10.0pen a command window on the primary load balancer machine and issue
an arp -a command. The two cluster addresses are shown as static entries.
Note that those and the non-forwarding address of the load balancer are the
only static entries in the ARP table. See Figure 8-61 for details.
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“ | Command Prompt

=10] x|

192.168.10. 29
192.168.10. 60
192.168.10. 70

IC:ihoarp -a

00-70-35-7C-83-52
00-B0-94-56-83-07
00-B0-94-56-23-07

Interface: 192.168.10.15 on Interface Ow1000003

dy namic =]
static
static

Jd

Internet Address Phy=sical Address Type

192.168.10.4 OO -20-94-55-1-55 dy rnamic
192.168.10.12 O0-0f-29-16-ad-az2 dy rnamic
192, 168,10, 14 O0-04-ac-57-e3-T: gy am] c
192, 168.10,15 Q0-50-94-5p-g3-07 static

D00 -g0-94-58-ab- ¥Hamlc
00-06-29-h3-dd-47 dyrnamic
O0-20-35-Fc-ad-TA dyrnamic
O0-20-35-Fc-33-52 dyrnamic

Figure 8-62 ARP table on the backup load balancer (192.168.10.15)

11.Go to the backup load balancer and go through the same procedure. This
should only show the non-forwarding address as a static entry.

Patterns for the Edge of Network




& Network Dispatcher O] =]
File Executor: 1921681015
-25€ Network Dispatcher =

5.3 Dispatcher . High Availabllity Status T

B "o] Host: m23wnx72.itsoralibm.com
B Executor: 192.168.10.15
% Cluster: 192.168.10.60 Current Statistics | Lists |
Cluster: 192.168.10.70 | Sl
. State Active
- 58 Manager acolyeaiteat ate Synchronized
. Remove Heartheat... .
9 ndvisc umber: 33333
Add Reach Target.
LB advisc Backun
% Content Basea R Rermove Reach Target... e —

e n_ Ao Hioh Availafility Backup.. -

??g M_allhux Locator Remove Backup List of hearth

-, Site Selector Source Destination

3% Cisco Consultant 1681015 192.168.10.14

List of reach target:
Address State
1921681012 reachahle
Refresh Statistics
Cluster 14947607 0ES has been removed. =
Takeover command issued. i
-

Figure 8-63 Takeover

12.0n the backup load balancer (192.168.10.15), right-click High availability

and select Takeover.
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=, Command Prompt - O] x|
192.168. 10,29 O0-20-35-7c-83-52 dy narmi c :J

192,168, 10,60 O0-04-ac-57-ea-t4 static
192.168,10. 70 O0-04-ac-57-ea-t4 static
I_:hoarp -a
il
Interface: 192.168.10.14 on Interface Ox1000003
Internet Address Fhysical Address Type
192.168,10. 2 O0-06-29-h3-20-ae dyrnami c
19- 1R8 10,4 DL I L T e dynamic
(192.168.10.14 Q0 -0d-ac=57-ea-td static )
192.168,10.15 O0-a0-94-55-e3-0r dynamm c
192.168,10. 18 O0-60-94-5a-abh-df dynami c
192.168,10. 20 O0-06-29-h3-d4-47 dynami c
192.168,10. 27 O0-20-35-Fc-6ad-Ta dynami o
192.168,10. 29 Oo-20-35-7Cc-83-52 dynami c

C* :l‘\;v_ | ﬂj

Figure 8-64 ARP table on former primary, now standby load balancer(192.168.10.14)

13.Back at the former primary load balancer (192.168.10.14), check the arp table
again. After a moment, the cluster entries are gone (see Figure 8-64).

¢, | Command Prompt i - O] x|

_:hsarp -a :l
Interface: 192.168.10.15% on Interface Q1000003
Internet Address Physical Address Ty pe
192.168.10.4 O0-a0-94-56-21-55 dy nam
192.168.10.12 O0-06-29-16-Ad-az dy nami c
192 1a2 10,14 Q0 -0d-—a--67—ma-F4 dynamic
192,168, 10,18 O0-60-94-56-ab-df dy nam
192.168.10. 20 O0-0f-29-h3-dd-47 dy nami c
192.168.10. 27 O0-20-35-Fc-Ad-TA dy nami c
197 1aR 10 A9 On—an-36 - -—_H3_E6 dwnamic
GEE.lEE.lD.ED 00-60-94-56-3-07 stat'ic)
9z, 168,10, 70 00-60-94-5g-a3-07F static
SR
4| | 3

Figure 8-65 ARP table on former standby, now primary load balancer (192.168.10.15)
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14.0n the former standby, now primary load balancer (192.168.10.15), the
cluster addresses show up at this point. Although this process takes a
moment, no packets will be lost. During this time, they are queued and sent to
the primary load balancer after the takeover process has finished.

15.Both of these processes are the result of the takeover scripts being
automatically invoked.

* | Command Prompt =10 %]

_:woarp -a :l
Interface: 192.168.10.14 on Interface Ow1000003
Internet Address Physical Address Type
192.168.10. 2 O0-06-29-b3-20-ae dy namic
192.168.10.4 O0-p0-94-56-e1-55 dy namic
192 16@E. 10,1 OO-0h-F20-1A-—Fd-—a dy amic
( 192.1882.10.14 00-04-ac-57-ea—f4 static )
192 b, 10,15 Ul —pl) =94 -4 ph—aai-Uys iy Fanm C
192,168, 10,18 00-60-94-5a-ab-df dy nami c
192,168, 10, 20 00-06-29-h3-d4-47 dy nani c
192, 168,10, 27 00-20-35-7Fc-6d-fa dy nami c
192 1@8 10 79 Oo-—A0-35 _7F-—H3_E5: dy amic
192, 168,10, 60 00-04-ac-57-ea-t4 static
192, 168.10. 70 00-04-ac-57-ea-t4 static
R -
1| | b

Figure 8-66 ARP query on the again primary load balancer (192.168.10.14)

16.Now perform the takeover again from the backup machine to check that all
scripts work correctly. The clusters should change back to the new primary
load balancer (192.168.10.14) again. See Figure 8-66 and Figure 8-67.
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= | Command Prompt - O] x|

_:woarp -a :l
Interface: 192.168.10.15% an Interface Ox1000003

Internet Address Physical Address Type

192.168.10.4 O0-p0-94-56-e1-55 dy namic
192.168.10.12 O0-06-29-16-6d-a2 dy namic
192.168.10.14 O0-04-ac-57-ea-t4 dy rami c
192, 168.10,15 O0-p0-94-5h-—e3-07 static
192,168, 10,18 00-60-94-5a-ab-df dy mami c
192, 168,10, 20 00-06-29-b3-d4-47 dy nami c
192, 168,10, 27 00-20-35-7c-6d-fa dy nani c
192, 168,10, 29 Q0-20-35-7c-23-52 dy nami c

IZ i

-
1| | .

Figure 8-67 ARP query on the again standby load balancer (192.168.10.15)

8.3 Configure WebSphere Application Server for local
dynacache

For a brief review of dynamic caching, see “Dynamic caching” on page 84.

8.3.1 Web Application Servers
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To configure WebSphere Application Server for caching of dynamically
generated responses from servlet or JSP calls, you have to configure two
elements.

1. Enable servlet caching on an application server (JVM) or a ServerGroup.
Refer to Enable servlet caching below.

2. Define which servlet or JSP results are cachable. Refer to “Define cachable
servlets and JSPs” on page 278.

Enable servlet caching
There are two ways to enable servlet caching.

» One way is to rename the sample properties file for the dynacache feature:
$WAS_ROOT/properties/dynacache.sample.xml
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to

$WAS_ROOT/properties/dynacache.xml

The dynacache.xml file contains the definition of the servlet cache. Without the
comments, the file looks like Example 8-2:

Example 8-2 dynacache.xml

<?xml version="1.0"?>

<!DOCTYPE cacheUnit SYSTEM "dynacache.dtd">

<cacheUnit>

<cache size="1000" priority="1" />

</cacheUnit>

It defines the possible number of cache entries.

'S

The other way to enable servlet caching is via the GUL.

1. Go to the WebSphere Application Server Admin Console.

2. In the left-hand pane, select an Application Server or a ServerGroup.

w

appears within this pane.

N

Then, in the right-hand pane, select the Services tab. A list of services

. Select Web Container Service and click Edit Properties.

g Web Container Service

General' Transpolk Semlet Caching J
[+ Enable Serviet Caching J=%f

=101

Cache size: [1oo0

entries 49

Default priority. [1

External cache groups: =<9

Group kame

o

Add...

Edit... |
Remove I

Cancel

Ok |

| Help

Figure 8-68 Servlet Caching tab

5. Select the Servlet Caching tab and the Enable Servlet Caching box.
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6. Click OK to close this window.

7. Click Apply to save the changes.

8. Repeat this procedure with each Application Server or ServerGroup that

9.

should use dynacache.
Restart the Application Servers or ServerGroups.

Define cachable servlets and JSPs

Here again, we have two possible ways to define the cachable servlets and
JSPs: using a file, or when packaging the application.

Using a file for simple dynamic responses
The file is servletcache.xml.

1.

If this file exists:
$WAS_ROOQT/properties/servietcache.xml

WebSphere Application Server reads the definitions of the cachable servlets
and JSPs from this file.

A sample file, servletcache.sample.xml, is provided and can be used as a
template. To cache the showCfg servlet of the samples application for 100
seconds, it would look like this:

Example 8-3 Simple servietcache.xml

<?xml version="1.0" ?>
<IDOCTYPE serviletCache SYSTEM "servletcache.dtd">
<servletCache>

<servlet>

<timeout seconds="100"/>
<path uri="/webapp/examples/showCfg"/>

</servlet>

</servietCache>

3. Edit the file and save it as servletcache.xml.

Using a file for dynamic query responses

You can also cache the responses of queries sent to a servlet (for example
WeatherDisplay.jsp?city=Miami). Here you can specify which parameters
should be used to generate the cache ID. With this configuration,
servletcache.xml looks like this:
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Example 8-4 Query servietcache.xml

<?xml version="1.0" ?>
<IDOCTYPE serviletCache SYSTEM "servletcache.dtd">
<servletCache>
<servlet>
<timeout seconds="100"/>
<path uri="/webapp/examples/showCfg"/>
</serviet>
<servlet>
<timeout seconds="60"/>
<path uri="/WeatherProj/WeatherDisplay.jsp"/>
<request>

<attribute id="forecast" method="getCity" data_id="city"

required="true" />
</request>
</servlet>
</servletCache>

To enable programmatic invalidation of cache entries, we need to include the
servlet that invalidates the entries but prevent it from being cached. The final

servletcache.xml file is shown in Example 8-5.

Example 8-5 Extended query servietcache.xml

<?xml version="1.0" ?>
<IDOCTYPE serviletCache SYSTEM "servletcache.dtd">
<servletCache>
<servlet>
<timeout seconds="1800"/>
<path uri="/webapp/examples/ping"/>
</servlet>
<servlet>
<timeout seconds="100"/>
<path uri="/webapp/examples/showCfg"/>
</serviet>
<servlet>
<timeout seconds="60"/>
<path uri="/WeatherProj/WeatherDisplay.jsp"/>
<request>

<attribute id="forecast" method="getCity" data_id="city"

required="true" />
</request>
</serviet>
<servlet>
<invalidateonly/>
<path uri="/WeatherProj/weather"/>
<request>

<parameter id="update_city" invalidate="city" />
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</request>
</servlet>
</serviletCache>

Packaging the application

The other method to define cachable servlets and JSPs is to define the servlets
as dynamically cachable when packaging the application. For example, the AAT
(Application Assembly Tool) allows you to include the dynacache configuration
for the servlets you chose to be cached. This configuration is written to the
properties file ibm-web-ext.xmi. In Figure 8-69, you can see where this
configuration is entered.

File Edit ¥iew MWindow Help

=% Application Assembly Tool

=10l ]

“eather

4% EJB Modules
4% wieh Modules
=-&% weatherPro]

- Weh Components
H-f1 Security Constraints
----- 0 Context Parameters
----- £ EJB References
----- £ Environment Entries
----- O Error Pages
----- 1 MIME WMappings
----- O Resource References
----- O Security Roles
----- £ Servlet Mapping
----- 3 Tag Libraries
----- 0 welcome Files

£ MIME Filters

0 JSP Attributes

3 File Serving Attributes
& Invoker Attributes

 E-PR Files

¢ Application Clients
T Security Roles
|

b BE|4 BB X ea s

% Application Assembler - C:userpersonaliPersonalEducation|TSO'Book'Artwork 'Chapter 12\Application-Serversiinstal... |9 [5]

=3 Assembly Property Extensions

3 Servlet Caching Configuratio

Caching group name |
£ WieatherDisplay)SP
2 wieatherDisplayServlet
[ WeatherlpdateServlet
ID Generation | Advanced

Cynamic caching can be usedto improve servlet and JSP performance by serving )
requests from an in-memory cache. Cache entries contain the servlet's output, results
the serviet's execution, and metadata.

Caching group name: I‘v'\(eatherUpdateServlet
Priority: 1
Timeout: |D second(s)
V! Invalidate anly
Caching group membhbers:
Serlets/ISPs | Add .

‘WeatherlUpdateServlet

4|

o

AHplY

Figure 8-69 Application Assembly Tool

If you use this method, there will be no servletcache.xml file. This configuration
file ibm-web-ext.xmi is contained within the application’s *.ear file.
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8.4 Testing local dynacache

1. Start the ServerGroup you want to test.
2. Start the samples application.
3. Start the ServletCacheMonitor application.

-E{-ﬁi Metscape: IBM WebSphere Web Container Configuration

File Edit ¥iew Go Communicator

=10l x|

Help

Q&\aﬁad@@

Eack Forgard  Reload Home Search Metscape Frint Security Shop

v W" Bookmarks ‘& Location: Iﬂlttp:,-",-"www. clowd/webapp fexamples fshowCfg

/| @7 What's Related

v & WebMail ¢ Contact ¢ People # Yellow Pages 4 Download [ Channels

IBM WebSphere Web Container Configuration

A

|Servlet Specification Level

[22

Supported Transports

Name

= Transport host: *
= Transport port: 2082
= Transport mode: http

Properties

Installed Web Modules

servletcache. war

default app.wwar

examples.war

WeatherProjwar

=
o | |

=

e T P EY) N2

Figure 8-70 The showCfg serviet response

4. Open a browser and connect to the page as shown

http://<www.cloud>/webapp/examples/showCfg

in Figure 8-70:
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=
1D: 4438
Time: GfBJ02 11:46 AM
Type: AUDIT
Nade: rs600035
Server DMZ-Clone2
Thread ID: 2510751
Source: com.ibm.servlet dynacache. ServletCacheConfig

DYNAQQL4l: jwebapp/examples/ping is 2 cacheable URI

Figure 8-71 Caching message

A message is issued when a cachable servlet is called the first time.
Load the page several times.
Open a second browser window and connect to the Cache Monitor:
http://<www.cloud>/servletcache/

8. Click Contents.
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-E{-ﬁi MNetscape: WebSphere Dynamic Servlet Cache

=10l x|

File Edit ¥iew Go Communicator Help
Eack Forgard  Reload Home Search Metscape Frint Security

ion Server

WebSphere Applic

WebSphere Dynamic Cache Statistics Contents

Current Cache Contents

Template Cache ID

(sec)

o WebMail ¢ Contact ¢ People ¢ Yellow Pages 4 Download [ Channels

Timeout

Policies Clear Cache

100

Fuebapp/examples/showCie | Avebapp/examples/showCie

= | |

H e Y P EY) L

Figure 8-72 Servlet cache contents

9. The content list shows the cached showCfg servlet. See Figure 8-72.

10.Click Statistics to see the number of cache hits.
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iy ] |

Help

-# Netscape: WebSphere Dynamic Servlet Cache

File Edit “iew Go Communicator

TEd o A @ . w3 &

Back Forward  Reload Home Search Metscape Frint Security

& WebMail ¢ Contact ¢ People ¢ Yellow Pages ¢ Download [ Channels

WebSphere Applicati
websphere Dynanic Cache Statistics Contents Policies Clear Cache

cache is empty

= | | T e e R |

Figure 8-73 Cleared cache

11.After the timeout, the showCfg response is cleared from the cache.

-#r Netscape: Weather Forecast Application ;Iglll
Help

File Edit ¥iew Go Communicator

9 ¢ A @ a2 @ 3 N

Eack Forgard  Reload Home Search Metscape Frint Sec
w§ " Bookmarks A Location: [kttp: / /. cloud/VeatherProj/ f| @7 What's Related

i WebMail ¢ Contact ¢ People ¢ Yellow Pages ¢ Download [ Channels

Weather Forecast Application

Check Forecast

Change Forecast

o [0

Figure 8-74 The weather application
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12.Now go to the weather application, as shown in Figure 8-74.
http://<www.cloud>/WeatherProj/index.html
13.Select Check Forecast.

i Netscape:

Thttp: /fwew. cloud /WeatherProj/ 7| €5

Figure 8-75 Weather forecast application

14.Select a city for the forecast. We chose Boise (see Figure 8-75).
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i} Netscape: WebSphere Dynamic Servlet Cache =10 =]

File Edit View Go Communicator Help
i@ - A g - =1 =
3 EBack Forsard Reload Home Search Metscape Frint Sacurity

i g webMail ¢ Contact ¢ People ¢ Vellow Pages ¢ Download (4 Channels

WebSphere Application Server

Statistics Contents Policies Clear Cache

Current Cache Contents

Timeout | Data Prior

Template Cache ID (Ererel) IDs

S eatherProj/DisplayWeather | /WeatherProj/DisplayWeather? city=Boise | 60

= ]
= | | i e Va6 EE] N2

Figure 8-76 Cached query response

15.The servlet cache monitor shows the cached query response with the
specified parameters.

286  Patterns for the Edge of Network



-4 Netscape: WebSphere Dynamic Servlet Cache i —10o] x|

File Edit View Go Communicator Help

¥ » A & . @ s & E

Back Fomyvard Reload Home Search HMetscape Print Security

p ¢ Webhail ¢ Contact ¢ People ¢ Yellow Pages ¢ Download % Channels

ication Server

Stalistics Contents Policies

cache is empty

[ | |
Figure 8-77 Servlet Cache Monitor

16.After the specified timeout, the entry is cleared from the cache.

8.5 Configure external dynacache

To enable the Caching Proxies to cache dynamic content, we need to install the
dynacache subcomponent on the caching proxy machines. We also must
configure the Caching Proxies and the Web Application Server nodes. We will
add more information to the cachable servlet’s definitions in the file

servletcache.xml. Also, the local dynacache must be enabled on the Application
Server nodes.

8.5.1 Caching proxy servers

On the caching proxy machines, we must install the dynacache subcomponent
and configure some directives. These directives are configured by editing the
ibmproxy.conf file.

1. Install dynamic caching support on the caching proxy servers. Dynamic
caching support must be selected when the caching proxy is installed on the
machine. Dynamic caching is a subcomponent of the Application Service at
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the Edge component of WebSphere Edge Server V2. See Figure 6-8 on
page 138 for details.

2. Edit the file ibmproxy.conf and change the proxy statements to proxyWAS
statements.

proxyWAS /* http://cloudhost:81/* www.cloud
proxyWAS /* http://stormhost:81/* www.storm

3. Add the CacheQueries directives. Be careful to be specific enough to ensure
that only the query results from servlets and JSPs you specified on the
WebSphere Application Server node are cached!

CacheQueries ALLWAYS http://cloudost:81/WeatherProj/*
CacheQueries ALLWAYS http://stormost:81/WeatherProj/*

4. Add the ExternalCacheManager directive. Specify a name and global timeout
for dynamic cache entries.

ExternalCacheManager WAS-DynaManager 10 minutes
5. Find the line:
# ===== JSP Plug-in =====
and uncomment the line following it. It is the service directive:

Service /WES_External_Adapter C:\Progra™1\IBM\edge\cp\1ib\plugins\
dynacache\dyna_plugin.d11:exec_dynacmd

Note: The line above should read as one single line.
6. Restart the caching proxy.

8.5.2 Web Application Servers

288

Copy dynacache archives

Make the dynacache archives supplied with the caching proxy available to
WebSphere Application Server.

Copy the wses_*.jar files from a Caching Proxy node to the $WAS_ROOT/lib
directories on each Web Application Server node. The jar files are found in the
following directory:

Unix: /opt/ibm/edge/asate/lib
Windows: C:\Progra~1\IBM\edge\asate\lib

Configure WebSphere for an External Cache Group

Once again, there are two possible ways to complete this task. You may use the
GUI (see below), or you may edit an *.xml file (see “Using the XML config file” on
page 291).
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Using the GUI
Open the WebSphere Administrative Console.

Select an Application Server or a ServerGroup in the left-hand pane.
Select the Web Container Service in the right hand pane.

Click Edit.

Select the Servlet Caching tab.

Click Add an External Cache Group.

I e

*_ External Cache Groups =10l x|

Cache group name: |WAS-DynaManager |
Members:
(Hosthame) [ad. . | Add

http://m23bké 3z 80 http: /2 3bka0h:80 |

| OK || Cancel || Help

Figure 8-78 External Cache Group properties

7. In the Hostname field, enter caching proxy nodes in the format:
<protocol>://<hostname>:<port>

Separate multiple proxy servers with a semicolon. Refer to Figure 8-78.
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External Cache Groups

WaS-DynakManager
Ll

pro.ibrn.websphere. edge. dynacache WreAdapter

Figure 8-79 Dynacache adapter

8. In the Adapter Bean Name field enter:
com.ibm.websphere.edge.dynacache.WteAdapter

9. Click OK to save the configuration.

Web Container Service

Figure 8-80 The new External Cache Group
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10.Click OK and make sure to click Apply to save the changes.
Using the XML config file
1. On the Web Application Servers, create the following directory path:
Unix: /opt/ibm/edge/asate/conf
Windows: C:\Program Files\IBM\edge\asate\conf

2. Copy the file dynaedge-cfg.xml from the same directory on the caching proxy
nodes to the new directories on the Web Application Server nodes.

3. Specify the External Cache Group and add the Proxy Server nodes as
members to it. You can see our two Caching Proxies in Example 8-6.

Example 8-6 dynaedge-cfg.xml

<?xml version="1.0"?>
<IDOCTYPE EdgeServerCfg [

<IELEMENT EdgeServerCfg (EdgeServer* | MasterCDS* | ConnectionProperties?)>
<IELEMENT EdgeServer EMPTY>
<IATTLIST EdgeServer

endpointCDATA #REQUIRED

user CDATA #IMPLIED

userPasswdCDATA #IMPLIED

invalidation-url1CDATA #IMPLIED

URI-type(relative | absolute) "relative"

<!ELEMENT MasterCDS EMPTY>
<!ATTLIST MasterCDS
endpoint CDATA #REQUIRED
domain-nameCDATA #IMPLIED

<!ELEMENT ConnectionProperties EMPTY>

<!ATTLIST ConnectionProperties
timeOQut CDATA #REQUIRED
certFileCDATA #IMPLIED
certPasswdCDATA #IMPLIED
certFileTypeCDATA #IMPLIED

1>

<EdgeServer(Cfg>
<EdgeServer
endpoint = "http://m23bk63z:8080"
user = "wsesadmin"
userPasswd = "wsesadmin"
invalidation-url = "/WES_External_Adapter"
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URI-type= "absolute"

/>

<EdgeServer

endpoint = "http://m23bk60h:8080"

user = "wsesadmin"

userPasswd = "wsesadmin"

invalidation-url = "/WES_External_Adapter"

URI-type= "absolute"

/>

<ConnectionProperties timeout = "60" />
</EdgeServerCfg>

Modify the definitions for the cachable servlets and JSPs
When an External Cache Group comes into play, the mechanism to invalidate the
cached servlets and JSPs again must be involved. The Java archives copied
from the caching proxy node provide the classes to do this job. We only have to
define the classes in the servletcache.xml file. In each definition of a cachable
servlet or JSP, we add two objects. One object specifies the class of the
Metadatagenerator. The other object specifies the name of the External Cache
Group.

Simple serviet definition
Examine the changed servletcache.xml. Compare Example 8-7 with
Example 8-3 on page 278.

Example 8-7 Simple servlet definition

<?xml version="1.0" ?>
<!DOCTYPE servletCache SYSTEM "servletcache.dtd">
<servletCache>
<servlet>
<timeout seconds="1800"/>
<metadatagenerator
class="com. ibm.websphere.edge.dynacache.WteMetaDataGeneratorImpl"/>
<externalcache id="WAS-DynaManager"/>
<path uri="/webapp/examples/ping"/>
</serviet>
</servletCache>

Query results definition

The cache ID of query results is always generated using all available parameters.
Therefore, you cannot specify them in the servlet definitions. The only
exemptions are for invalidateonly statements. The servletcache.xml for
external caching of the WeatherDisplay.jsp would have entries as shown in
Example 8-8.
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Example 8-8 Query Response definition

<?xml version="1.0" ?>
<IDOCTYPE serviletCache SYSTEM "servletcache.dtd">
<servletCache>
<servlet>
<timeout seconds="100"/>
<path uri="/webapp/examples/showCfg"/>
<metadatagenerator
class="com.ibm.websphere.edge.dynacache.WteMetaDataGeneratorImpl"/>
<externalcache id="WAS-DynaManager"/>
</serviet>
<servlet>
<timeout seconds="60"/>
<path uri="/WeatherProj/WeatherDisplay.jsp"/>
<metadatagenerator
class="com. ibm.websphere.edge.dynacache.WteMetaDataGeneratorImpl"/>
<externalcache id="WAS-DynaManager"/>
</serviet>
</servletCache>

As you can see, there is no difference in the definition of simple or query results
servlets and JSPs.

8.6 Testing external dynacache

1. Start both ServerGroups through the Admin Console by either selecting a
ServerGroup and clicking the start icon, or right-clicking the ServerGroup and
selecting Start. There will be an error message in the messages pane which
is not really an error. Click Details to see the message. It is shown in

Figure 8-81.
"4 Event Details 10l =|
I 1820
Time: B/13102 10:29 AW
Type: ERROR
MNode: rsB0008
Server: Cloud-Clonet

Thread ID:  55020d50

Source: cam.ibm.zemvlet.dynacache. Cachellnitimpl
DYMALDDT 71 Joined group YWAS-DynaManager ﬂ

Figure 8-81 Worong error message
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2. Open a browser and go to the /webapp/examples/showCfg servlet.
3. Open a new Browser window and connect to the servlet cache monitor:

http://www.cloud/servietcache/

#: Netscape: WebSphere Dynamic Servlet Cache 0] =|
File Edit ¥iew Go Communicator Help
<« » 2 & = + & B
§ Back  Forward  Reload Home Search  Metscape Print Security Shop
v %" Eookmarks ‘& Location: If:http:,-",-"www. company/servlietcache s {| @' What's Related
i WebMail # Calendar 4 Radio # People ¢ Yellow Pages ¢ Download [ Channels

WebSphere Application Server

WebSphere Dynamic Cache Statistics Contents Policies Clear Cache

Cache Size

Used Entries 0

Cache Hits 2

Cache Misses 1

LRU Evictions 0

Explicit Removals | 1

Drefanlt Priority

& | | i

Figure 8-82 Cache monitor shows one cache miss and one entry

ERCTCRE|

Load the showCfg servlet several times.

Open one more browser window and connect to the caching proxy:
http://www.cloud/wses/Frntpage.html

Log on to the Administration Forms.

Select Server Activity Monitor.

Select Proxy Access Statistics.

294  Patterns for the Edge of Network



 Netscape: Edge Seiver Caching Proxy
File Edit Wiew Go Communicatar

< w A &4 a & & 4

Back  Fonward  Reload Home  Search Netscape Print  Security  Shop Stop

7| g ookmarks & Location: [lxttp //m23bk63z: 8008 /adnin-bin vebexec/Eraneset. htnl

/| @37 whats Related

# WebMail ¢ Calendar ¢ Radio #” People ¢ Yellow Pages o Download -4 Channels

Edge Server Caching Proxy

Introduction

b Proxy Configuration Ready..
» Cache Configuration
» Server Configuration

¥ Server Activity Monitor
Activity Statistics

Recent proxy transactions for server m23bk63z

Network statistics 162.168.10.29 - - [08/Jun/2002:11:51:10 +0500] "GET /webapp/examples/shouCfg HITP/1.0" 200 5465
Access Statistics 152.168.10.29 - - [08/Jun/2002:11:51:11 +0500] "GET /webapp/exzamples/showCfg HTTR/1.0" 200 5467
Proxy Access statistid 192.168.10.29 - - [08/Jun/2002:11:51:11 +0500] "GET /webapp/ezamples/ HTTP/1.0" 200 934
¥V ACCess 192.168.10.29 - — [0B/Jun/2002:11:51:15 +0500] "GET /webapp/ezamples/ping HTTP/1.0" 200 B5
Cache Statistics 192.168.10.29 - - [08/TJun/2002:11:51:15 +0500] "GET /webapp/examples/ping HTTE/1.0" 200 85
Cache Refresh Summarl 11162.168.10.29 - - [08/Jun/2002:11:51:15 +0500] "GET /webapp/ezamples/ping HTTP/L.0" 200 85
Event Statistics p —
» Plug—in Configuration (9‘2.165.1D.29 - - [0B/Jun/2002:12:24:42 +0500] "GET /servletcache/header.html HTTP/1.0" 200 Zlm
I‘lBZ.lBE.lD.ZB - — [08/Jun/2002:12:24:43 +0500] "GET /servletcache/banner-style.css HTTR/1.0" 304 |
N52.168.10.29 - — [08/Jun/2002:12:25:00 +0500] "GET /webapp/ezamples/ HTTP/1.0" 200 934
- — S e o 2
g ——— - 65
- — [0B/Jun/2002:12:26:16 +0500] "GET /webapp/examples/showCfg HTTE/1.0" 200
- — [0B/Jun/2002:12:26:17 +0500] "GET /webapp/examples/showCfg HTTE/L.0" 200
- - [0B/Jun/2002:12:26:17 +0500] "GET /webapp/examples/showcfg HTTE/1.0" 200
- - [0B/Jun/2002:12:26:18 +0500] "GET /webapp/examples/showCfg HTTP/1.0" 200
- — [08/Jun/2002:12:26:18 +0500] "GET /webapp/ezamples/showCfg HTTP/1.0" 200
- — [0B8/Jun/2002:12:26:33 +0500] "GET /webapp/examples/showCfg HTTE/L.0" 200
- = [08/Jun/2002:12:26:33 +0500] "GET /webapp/examples/showCfg HTTE/1.0" Z00
- — [08/Jun/2002:12:26:33 +0500] "GET /webapp/examples/showCfg HTTE/1.0" 200
#* Blue entries are cache hits, the rest are misses
il [ =]
= [ I H s Sl &P (@ N2

Figure 8-83 Proxy Access Log

9. The Proxy Access Statistics show that the showCfg servlet was called once

only and then served from cache (blue entries).

10.To test the weather application, connect to the following URL.

http://www.cloud/WeatherProj/index.html
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etscape: Weather Forecast Application

Thttp: /fwww. cloud/WeatherProj/ /| &5

Weather Forecast Application
Check Forecast

Change Forecast

Figure 8-84 The weather application

11.Select Check Forecast.

Figure 8-85 City selection

12.Select a city for which to get a forecast.
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osoft Internet Explorer

JFiIe Edit Wiew Favorites Tools  Help

J GBack + = - (D ﬁ| {Qisearch (G Favorites & AHistory ‘ A S

| address [@] hitp:1192.168.10.18/sdmin-binfwebexer frameset. html =] Pa
Proxy Access Statistics
[> Ready...
LT Lo LULed T T L Le UM SUUL. 4. 9900 TUDLUL  WBL fWESLLIELFEU ) WERLASLL ISPy L GL1FS 4.0 LUU w2 =l
192.168.10.27 - - [13/Jun/Z002:17:33:43 +0500] "GET /WeatherProj/WeatherDisplay.html HTTR/L.0" 200 451
19zZ.1e2 10,27 - - [13/JunsZ00Z: H 4+0500] "CET fWeatherProj/WeatherDisplay.html HTTP/l.0" Z0O0 451
132 168 10_F7 - - [13/Junsz00Z: +0500] "GET fWeatherProj/WMeatherDisplay html HTTP/1_ 0" Z00 451
192.168.10.27 - - [13/Jun/2002: +05001 "BET fWeatherProj/WeatherDisplay.html HTTP/1.0" 200 451
192.168.10.27 - - [13/Jun/2002: +0500] "BET /WeatherProi/WeatherDisplay. html HTTP/1.0" 200 451
192.162.10.27 - - [13/Jun/Z002: +0500] "GET /WeatherProj/WeatherDisplay.html HTTB/1.0" 200 451
132 168 10_F7 - - [13/Junsz00Z: +0500] "GET fWeatherProj/WMeatherDisplay html HTTP/1_ 0" Z00 451
192.168.10.27 - - [13/Jun/2002: +05001 "BET fWeatherProj/WeatherDisplay.html HTTP/1.0" 200 451
192.168.10.27 - - [13/Jun/2002: +0500] "BET /WeatherProi/WeatherDisplay. html HTTP/1.0" 200 451
mar—— : m—— ” —— -
mlgz.lSS.lU.Z'? = = [l2/Jun/Z00Z:17:24:322 +0500] "CET fWeatherProj/DisplayWeathericity=Boise HTTP/SLl.0" Z00 Led
1L
**+ Bhue entries are cache hits, the rest are misses.
| -
M | »

|@ ’7 ’7 |° Inkernet 4
Figure 8-86 Proxy Access Log after forecast

13.0n the first request, the proxy server gets the response from the application
server.
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-E{-ﬁi MNetscape: WebSphere Dynamic Servlet Cache ;IEILI

File Edit ¥iew Go Communicator Help
Eack Forgard  Reload Home Search Metscape Frint Security

& WebMail ¢ Contact 4 People # Yellow Pages 4 Download [ Channels
WebSphere Application Server
Websphere Dynamic Cache Statistics Contents Policies Clear Cache

Current Cache Contents

Timeout | Data q
(sec) IDs it

S eatherProjTisplayWeather | fWeatherProjTisplayWeather? city=Boisze | 60

Template

E |

Figure 8-87 Cache monitor

H e e B EY N2

14.0n the application server, the response has been cached.
15.Request the forecast for the same city multiple times.
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Edge Server Caching Proxy - Microsoft Internet Explorer i & |EI|1|

JFiIe Edit  Wiew Fawvorites Tools  Help |

J B = | 7 | @ Search (G Favorites & AHistory ‘ A S

JAddrEss I@ http: /{192, 168.10. 18/ admin-bin/webexeciframesst. html ﬂ o

II Proxy Access Stafistics a2

> PReady

Recent proxy transactions for server m23bké3z

192.168.10.27 - - [13/Jun/2002:17:33:43 +0500] "GET /WeatherProj/WeatherDisplay.html HTTPA1.0" 200 451
19Z.1e8.10.27 - - [13/Jun/200Z:17:22:42 +0800] "GET /WeatherProj/WeatherDisplay.html HTTP/A1.0" Z00 451
192.168.10.27 - - [13/Jun/Z00Z:17:33:43 +0500] "GET fWestherProj/WeatherDisplay.html HTTP/l.0" 200 451
192 168.10.27 - - [13/Jun/2002:17:33:43 +0500] "GET WestherProj /WeatherDisplay. html HTTES1.0" 200 451
192.168.10.27 - - [13/TunsE00Z:17:3 3 +05001 "GET sWeatherProj/WeatherDisplay.html HTTPs1.0" Z00 451
192.168.10.27 - - [13/Jun/2002: 4 +0500] "GET fWeatherProj/WeatherDisplay.html HTTP/1.0" Z00 451
19Z.168.10.27 - - [13/Jun/200Z: 4 +0800] "GET fWeatherProj/WeatherDisplay.html HTTP/1.0" Z00 451
19Z.168.10.27 - - [13/Jun/200Z: 4 +0800] "GET fWeatherProj/WeatherDisplay.html HTTP/1.0" Z00 451
192.168.10.27 - - [13/Tun/2002: 4 +0500] "GET fWeatherProj/WeatherDisplay.html HTTPSLl.0" 200 451
192 168.10.27 - - [13/Mun/z002: & +0500] "GET fservletcache/statistics.jsp HITE/L.0" 200 657
192.168.10.27 - - [13/TunsE00Z: 8 +05001 "GET sWeatherProj/DisplayWeather?city=Boise HTTP/Ll.0" Z00 564
192.168.10.27 - - [13/Tun/E002:17:34:58 +0500] "GET fservletcache/statistics.jsp HTTPAl.0" Z00 &57
floz.168.10.27 - - [13/Tun/Z002:17:35: 19 +0500] "GET /WeatherProj /DisplayWeather?city=Eoize HITP/1.0" zO0 564
192 168.10.27 - - [13/Jun/2002:17:35:19 +0500] "GET /WeatherProj /DisplayWeather?cicy=Boise HTTE/l.0" 200 564
92.165.10.27 - - [13/Juns2002:17:35:1% +0500] "GET sWeatherProj/DisplayWeather?city=Boise HTTP/l.0" Z00 564
1| BT
|@ Applet started lililﬂ Internet i

Figure 8-88 Proxy Access Log

16.The Proxy Access Log shows the requests being served from cache.
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i Netscape: WebSphere Dynamic Servlet Cache =10l =]

File Edit ¥iew Go Communicator Help
Eack Forgard  Reload Home Search Metscape Frint Security

i WebMail ¢ Contact ¢ People ¢ Vellow Pages ¢ Download ([ Channels

WebSphere Application Server

WebSphere Dynamic Cache Statistics Contents Policies Clear Cache

= | |

Figure 8-89 Local dynacache monitor

H e T B EY) N2

17.After the timeout, the cache entry is removed from cache.

8.6.1 Dynamic query responses issue

At the time that this book was being written, the caching proxy dynacache feature
worked as expected (with invalidation messages coming from WebSphere
Application Server) when simple URLs with JSPs and dynamic pages were used.

However, if the cached dynamic page includes query results (for example,

cache id = /WeatherProj/WeatherDisplay.jsp?city=Boise), it appears that the
external cached adapter within WebSphere Application Server does not send
invalidation messages when the timeout value is reached. However, the query
responses are removed correctly by the caching proxy when the global timeout
for an External Cache Group expires.

In addition, if the servlet has been cached without a query once (without the
?city=..... ) then everything works as expected.
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Company environment

In this sample environment, we consider the need for better protection for certain
kinds of data. Although security implementation is not a subject of this book, this
runtime topology provides the architecture to enforce it. It is based on 3.4.2,
“Basic Runtime pattern variation 6: separation” on page 50.

In this environment, the application server functionalities are divided into
separate presentation and application nodes. The presentation nodes still reside
in the DMZ, while the application or business logic is behind the domain firewall
in the secure network. This way, a user can be challenged for authentication
before a request is passed on into the secure part of your company’s network.
We do implement a proxy server layer in the DMZ. It is reasonable to cache
content such as home page, pictures and other static content. But you have to be
careful about what is being cached because access to the proxy servers is not
secure. In this situation, where you are the owner of both the caching proxy
servers and the content, you are able to control what is to be cached and what is
not.

Another possibility is to use an Authenticating Proxy node. It intercepts all
incoming requests for defined resources and enforces authentication. In such an
environment, all content servers can be placed in the secure network. Access to
the proxy servers’ caches is also secured in this setup. The WebSphere Edge
Server Tivoli Access Manager plug-in and LDAP plug-in both provide the product
to implement such a solution on different levels. The Tivoli Access Manager
plug-in is discussed in 5.7, “Authenticating proxy” on page 126.
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9.1 Scenario description

In this scenario, we use an online trading application to demonstrate mutual high
availability load balancers and the benefits of dividing the presentation and
business logic into separate nodes.

Outside world | DMZ | Internal network
B
(’;*l;l_**K**‘\ Web Web
| ublic Key | Application Application
| Infrastructure | Server | NN Server
S f{ N - Mutual HA Web = Web
Domain Name, $ i1 Load Application g Application
Server | ||E Balancer Server \ () Server
( 18 u‘;
N <] ©
_ = Mutual HA ©
T .- 2 ™ Load £
© user Balancer C;ching o
N g ) DB
Server
Caching
Proxy
Presentation Application
Stand-alone Single Channel .

Figure 9-1 Sample company environment

In this configuration, both mutual high availability load balancer nodes are
responsible for load balancing requests across servers in their respective
clusters. In addition, each load balancer backs up the other load balancer by
taking over cluster responsibility in case of a failure. Refer to 4.2.6, “Load

Balancer Mutual High Availability feature” on page 73 for a further discussion of
mutual high availability.

9.1.1 Traffic flow

Refer to Figure 9-1 when studying the following request/response traffic flow.

Request

1. The virtual www addresses are all mapped to the same IP cluster address
and arrive at the mutual high availability load balancer node configured to
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support the virtual www addresses. The load balancer, using the MAC
forwarding method, does not examine the contents of the request header. It
distributes requests between the caching proxy nodes without changing the
request.

. The caching proxies in turn forward the requests that cannot be served from
cache. Depending on the hostname contained in the request header, they
forward it to the virtual host address that matches the mapping rule (the
caching proxy machines change the hostname in the request header and the
IP address of the packet). Because these virtual host names are again
mapped to an IP cluster address on one of the mutual high availability load
balancer nodes, they are sent there, but use a different cluster address.

. The packet is processed through the load balancer node. The load balancer
sends the request to the WebSphere Application Server nodes.

. The request header now contains the hostname of the caching proxy
(inserted by the caching proxy). The WebSphere plug-in on the WebSphere
Application Server decides, according to a match of this hostname and the
requested URI, to which ServerGroup the request belongs and distributes the
requests between the clones of this ServerGroup. It changes the IP address
of the packet to the IP address of the transport host for this clone. The
hosthame in the header remains unchanged. Because each clone on a given
host has a unique port number, it will connect to the right one and send the
packet.

. Each clone in turn has its own HTTP daemon, which receives the packet. The
Web Container that owns the application context root that is found in the URI
will receive the request.

. The Web Container determines the right servlet instance to process the
request and forwards it for processing.

. If the servlet has to call an EJB at the back-end Application Server, it queries
the naming service for its JNDI name and sends a request to the EJB.

Response
8. The servlet processes the request and incorporates response data from EJB

calls into the response (probably into a JSP).

9. The servlet response is given back to the HTTP daemon of the clone.

10.The clone’s HTTP daemon swaps the source and the destination IP

addresses of the packet and sends it back on its way. This is how any server
responds to a client on IP-based traffic.

11.The caching proxy receives the packet and remembers the original client IP

address. It puts this IP address as the destination and itself as the source IP
address of the packet, then sends it back to the client.
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9.1.2 Scalability

—
e Y e KJ\
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Figure 9-2 Scalability

Full scalability is provided at any level. Servers can be added to any cluster and
even whole clusters could be added to extend the configuration. Also, each
application can be scaled to its needs by adding more clones to its ServerGroup
or even creating an additional ServerGroup for it.

9.1.3 Naming

Note that in this scenario, the virtual hosts again are name-based virtual hosts.
They are all based on a single IP address. This makes it very easy to extend.
There is no need for additional an IP address when a new hostname is defined.
And even more important, the load balancer configuration never needs to be
changed. Simply add a new definition to DNS or the hosts files.

Table 9-1 Naming in the example company environment

Item name
Internet virtual Host www.company
IP Address 192.168.10.80
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Item

name

Back-end virtual Host

companyhost:82

IP Address 192.168.10.90
Trade Database name tradedb
Trade Data Source name trade_DS

9.1.4 Node functionalities

Table 9-2 Machines used in the company environment scenario

Host Name IP Address OS and Software | Service
23VNX85 192.168.10.14 Windows 2000 Mutual high
WebSphere Edge availability Load
Server V2.0 Balancer
23VNX72 192.168.10.15 Windows 2000 Mutual high
WebSphere Edge availability Load
Server V2.0 Balancer
M23BK63Z 192.168.10.18 WebSphere Edge Caching Proxy
Server V2.0
M23BK60H 192.168.10.4 WebSphere Edge Caching Proxy
Server V2.0
RS60008 192.168.10.27 AlX 4.3.3 Presentation
IBM WebSphere Web Application
Application Server | Server
V4.0.3
IBM HTTP Server
V1.3.19
RS600035 192.168.10.29 AIX 4.3.3 Presentation
IBM WebSphere Web Application
Application Server | Server
V4.0.3
IBM HTTP Server
V1.3.19
M23VNX64 9.24.105.112 Windows 2000 Application
IBM WebSphere Web Application
Application Server | Server
V4.0.3
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Host Name IP Address OS and Software Service

M23X2900 9.24.105.121 Windows 2000 Application

IBM WebSphere Web Application
Application Server | Server

V4.0.3

M23VNX64 9.24.105.112 Windows 2000 Database Server
IBM DB2 V7.2

The whole scenario can be realized with nine nodes: two load balancer nodes,
two caching proxy nodes, four WebSphere Application Server and one database
server node. The databases could probably be created on an existing database
server.

9.2 Configuration description

9.2.1 Name resolution

In our sample trading environment, we configured the following mappings.

Example 9-1 Sample hosts file

# Sample hosts file for Company-Environment SG24-6822-00

127.0.0.1 localhost

# Server Host Names

#=============================================================================
192.168.10.14 m23vnx85 # Mutual high availability Load Balancer
192.168.10.15 m23vnx72 # Mutual high availability Load Balancer
192.168.10.18 m23bk63z # Caching Proxy 1

192.168.10.4 m23bk60h # Caching Proxy 2

192.168.10.27  rs60008 # Content Server 1 (WAS)

192.168.10.29  rs600035 # Content Server 2 (WAS)

9.24.105.112 m23vnx64 # Content Server 3 (WAS)

9.24.105.121 m23x2900 # Content Server 4 (WAS)

9.24.105.112 m23vnx64 # Backend Database Server

# virtual Host Names
#=============================================================================
192.168.10.80  www.company # Virtual www address for the Company
192.168.10.90  companyhost # Virtual address for the Content Servers
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9.2.2 Database server

With the trade application comes a script which creates the database and the
tables within it. Our database server is a Windows machine, so we will use the
tradeDB.bat file. Copy it to a directory on your database server.

Create the database
1. Log on as the instance owner, db2admin in our case.

2]

Type the name of a program, Folder, document, or
Intermet resource, and Windows will open it For you,

Open: | cmd| j

Ok | Caneel | Browse... |

Figure 9-3 Open command window

2. Open a command window and change to the directory where the script
resides. Select Start-> Run and enter cmd in the text field. Click OK to start
the command window. Refer to Figure 9-3.

3. Change to the directory where the script resides.

4. Issue the following command:
db2cmd <script name> <db2user> <db2user password> <instance> <log>
For our example, we entered:
db2cmd tradeDB.bat db2admin db2admin db2
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Instance Attachment Information

DB2/NT 7.2.8
DBZADMIN
DB2

Instance server
Authorization ID
Local instance alias

"Dropping the TRADEDB database...'

SQL1A13N The database alias name or database name “TRADEDB " could not he
found. SQLSTATE=427@5%

"Greating the TRADEDE database...'

DBE2BABAI The CREATE DATABASE command completed successfully.

"Connecting to the TRADEDB database..."

Databhase Connection Information
Databhase server DBE2/NT 7.2.8

8QL authorization ID DBZADMIN
Local database alias TRADEDB

"Updating the TRADEDE database...'

DBE2ABAI The UPDATE DATABASE CONFIGURATION command completed successfully.
DB218261 For most configuration parameters, all applications must disconnect
from thisz database hefore the changes become effective.

DBE2BABAI The UPDATE DATABASE CONFIGURATION command completed successfully.
DB218261 For most configuration parameters, all applications must disconnect
from this database hefore the changes become effective.

"Granting authorltles on the TRADEDB database for fake..."

DB218A34E The was pr d as an 5QL statement because it was not a
walid Command Line Processor command. During S5QL processing it returned:
SQLASS4N An authorization ID cannot grant a privilege to itself.
SQLSTATE=42582

"Disconnecting from the TRADEDE database..."

DEZ2BAAAI The SQL DISCONNECT command completed successfully.

"Connecting to the TRADEDB database, user dbZadmin using dbZadmin"

Databhase Connection Information

DB2/NT 7.2.8
DB2ADMIN
TRADEDE

Databhase server
8QL authorization ID
Local database alias

"Creating the TRADEDB tables..."

DEZBAAAI The SQL command completed successfully.

DE2BAAAI The SQL command completed successfully.

DEZBAAAI The SQL command completed successfully.

DE2BBAAI The SQL command completed successfully.

DEZBAAAI The SQL command completed successfully.

DEZ2BAAAI  The SQL command completed successfully.

DBZBBBBI The £QL command completed successfully.
"Disconnecting from the TRADEDB database..."

DE2BAAAI The SQL DISCONNECT command completed successfully.

Cistemp>

Figure 9-4 Starting the tradeDB script

5. This starts the creation of the database and the tables in it. The output is
shown in Figure 9-4.

9.2.3 DB clients

Catalog the databases

For each DB client, you must catalog the new databases to be able to access
them.

On the WebSphere Application Server nodes, log on as the local instance
owner.

#> su - db2instl
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- rs60008 {192.168.10.27) ] S

File Edit Transfer Fonts Options Macro  Wiew Window Help

€8 =@ |sFF i | S22NK RLRBM T M L

rs6@8B8:/ >»su - dbZinsti

4 db2 catalog db tradedb as tradedb at node rains

DE2BAAAT The CATALOG DATABASE command completed successfully.

DBEZ1856W Directory changes may not be effective until the directory cache is
refreshed.

$ db2 connect to tradedb user db2admin

Enter current password for db2admin:

Database Connection Information

Database server = DB2/NT 7.2.8
SQL authorization ID = DB2ADMIN
Local database alias = TRADEDB

4 db2 connect reset
DEZ2@@AAI The 3OL conmmand completed successfully.

1 IHS1 192 .168.18.27 1 17/3 :i

Figure 9-5 Catalog the databases

2. Issue the catalog command for the database. Figure 12-11 shows the
commands for our environment.
db2 catalog db <db name> as <db alias> at node <remote Node Name>

3. Repeat these steps on each WebSphere Application Server node.

9.2.4 Application servers

Add the new members

To add new members to our existing WebSphere domain without destroying
existing configurations, you will have to edit the configuration file for the admin
server. It it located in the /bin directory of the WebSphere root directory.

Make sure the to following lines are set as shown:
install.initial.config=true
com.ibm.ejs.sm.adminServer.createTables=false

This will install an initial configuration without recreating all tables. So you will
have the basic resources such as the JDBC driver installed on the node. It will
also create a Default Server with the samples application on each node plus a
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virtual host named default_host. Simply remove these items since you do not
need them.

After editing the file, start the admin server. When it shows the message Open
for e-business in the tracefile, you can start the administrative console.

Create the virtual hosts
1. Open the WebSphere Administrative Console.

_ WebSphere Advanced Administrative Console 10l =|

Console Yiew Toals Help

cloew | xe| ¢

= %3 webSphere Administrative Domain : Name Aliases
= i
B3 Server G NeW..
= B2 Nodes Find...

 rs600

@ rs600035

2 Enterprise Applications
£ Resources

Type|  Tirme | Event Message Source | Options.
Details...

I

Figure 9-6 Create a new virtual host

2. Right-click VirtualHosts in the left-hand pane and select New.
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g Create VirtualHost o [l

General | Advanced

Name: *[companyHost

*Host Aliases Add

companvhost 3] ]

Ok | Cancel Help

Figure 9-7 New virtual host name

3. Specify the new hostname. We chose companyHost. Enter a host alias. We
chose companyhost:82 because the Web server listens on port 82.

4. Click OK to save the changes.

Create the Data Source

1. In the left-hand pane of the WebSphere Administrative Console, open:

Resources -> JDBC Providers -> Sample DB Driver -> Data Sources.
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=% Websphere Advanced Administrative Console

=0l

Conzole  Wiew Tools Help

cloow| xe| s
E}@ WebSphere Administrative Domain

=0 wirtual Hosts

[=+E2 Server Groups

Q.Eﬁ DWZ-ServerGraup
) SEC-ServerGroup
2 Modes

P rsB0003

rsE00035

§ m232900

P m23vnx64

=2 Enterprise Applications

Name | Description

JOBC Provider

Genetal | Connection Pooling

Flease read the help for information on configuring data sources.

B2 Resources Mame: *SampleDataSource
=62 JDBC Providers JNDI narne: [idbe/SarmnpleDataSaurce
=8 g%r Description:  |Example Data Sourcs

—3 Javamail Sessic
F-E3 URL Providers

JDBC provider: *Sample DB Driver

~Custom Properti |
B2 IMS Praviders
Apply Reset | Help |

Type | Time | Event Messane | Source | i
o . ;I Options... |
E BM0024:00. Command"SEC-Clonel ModifyAttributes” running ... Details |
E 6002400 .. Command"SEC-Clone! ModifsAttributes” completed suce... =
E  BM002 4:00 .. Command "SEC-Clone2 ModifyAttributes” ranning ... Clear |
E  BA002 400 . Command"SEC-Clone2 ModifyAttributes” completed suee.. EI

e

Figure 9-8 Create new Data Source

2. Right-click the DataSources item and select New.

"4/ Data Source Properties

. =] 9]
General | Connection Pooling

Please read the help for information on configuring data Sources.
Marne: *TradeSample

JNDI name [idbciTradesample

Description

Data Source for the Trade Sample Application ‘

JDBC provider: *Sample DB Driver
~Custom Propertie

MName
databaseMame
user

Walue
radedh -
dbZadmin

s |

¥

Remaove |

[[]
connectionAdtribute
description
language

0K | cancel | Help

Figure 9-9 Data Source properties
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3. Specify the following properties:
— Name: TradeSample
— JNDI Name: jdbc/TradeSample
— database Name: tradedb
— user: db2admin
— password: db2admin password
4. Click Test the connection.

¥ Information dialog ; x|

@ Test Connection ran successfully.

Figure 9-10 Testing the new connection

Create the ServerGroup
1. Go to the WebSphere Administrative Console.

¥4 WebSphere Advanced Administrative Console i ] |

Zonsole  Miew Tools Help

cleeu xu| ¥

=8y WebSphere Administrative Domain Mame | Has heen started | Starttirme |
----- £ vitual Hosts

Sener Groups

=02 Nodes
-0 rsB0008  Find..

- rsE00O03S

BHG m2ZaxzE00

[P m23vnxGd

----- 2 Enterprize Applications
+-E3 Resources

Type Time Event Message | Source | Options...

|

Details...

Zlear;

it

]

Figure 9-11 Create a new ServerGroup
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2. Right-click ServerGroups and select New as shown in Figure 9-11.

;.’r Server Group Properties E ;IEIE'

General | advanced| File | Transaction| Jvm Settings| Serices| custom|

Server Group name: "|DMZ-ServerGrnupU

Environment | Erwiranment.. |

‘Warking directory: |

Mode startup state: [Last state I
WMaximum startup attiempts: [z atternpts w543
Wodule visibiliy: [Module Ja

ok | cancel | Help
Figure 9-12 Create DMZ ServerGroup

3. Specify DMZ-ServerGroup as the name.
4. Create a second ServerGroup.

'.’r Server Group Properties - Ellﬂ

General | Advanced| Fi\el Transacti0n| S Set‘tings| Serwcesl Cust0m|

Server Group narme: <E|SEC-SeNerGroup)
Enwironment: | Environmant... |

Working directary |

Mode startup state: [Last state ] =
Maximum startup attempts: |2 attemnpts 3
nadule visibility [Madule I |

ok | cancel | Help
Figure 9-13 Create SEC ServerGroup

5. The name of the second ServerGroup is SEC-ServerGroup.
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Create the clones
1. In the Administrative Console, right-click a ServerGroup you created.

4 WebSphere Advanced Administrative Console B ] |

Console  View Tools Help

¢loe 2 (xE| %

E}@& YebSphere Administrative Domain Mame |
-2 Virtual Hosts M ﬂ
=83 Serer Groups [ Installed EJB Modules b

: Find...

q'] SEC-Server—————————————— Transactinn | Il Settings | Services Custom
=8 Modes Start General | Advanced File

-6 rs60008 Biop =

- rsB00035 Foree Stap Server Group name; *|omz-ServerGroup :’

) m23200 i :

B m23mbs i g Environment: | Envirohment...
-2 Enterprise Appl et HF L i I d
B2 Resources Properties

Ripple Apaply | Eesat | Help |

Typel Tirme | Evenwessm | Source | Options... |

E BA002 3. Command "ServerGroupHome. create(Sery... ;l

E 6/10/02 2. Command "ServerGroupHorme. create(Sery... Details... |

E BA0/02 3. Command "ServerGroupHorme create(Sery.. Clear |

E 6002 3. Command "ServerGroupHome. create(Ser. . _|

b

Figure 9-14 Create new clone

2. Select New -> Clone.

g Create Clone 10l =|

Select a node for the new clone.
m23x2900 is the [ocal node.

Marne: *[omz-Clone]

Mode to install server on: *|r350003 ;I

Create Cancel |

Figure 9-15 Properties of DMZ-Clone 1
3. Create two clones for each ServerGroup: one on each AppServer in the DMZ

for the DMZ-ServerGroup, and one on each AppServer in the secure network
for the SEC-ServerGroup.
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316

=& Create Clone

=10l x|

Select a node for the new clone.
m23x2900 is the [ocal node.

Marne: *[omz-Clonez]
Mode to install server on: *|r3500035 ;I
Create Cancel |
Figure 9-16 Properties of DMZ-Clone2
"% Create Clone 10l =|

Select a node for the new clone.
m23x2900 is the [ocal node.

Marme: *|3EC-Clonet

Mode to install server on: g

Create Cancel |

Figure 9-17 Properties of SEC-Clone1

=& Create Clone

=10l x|

Select a node for the new clone.
m23x2900 is the [ocal node.

Marne: *|SEC-Clone2

Mode to install server on: g

Create Cancel |

Figure 9-18 Properties of SEC-Clone2
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B Dmz-Servarcroup

£ SEC-ServerGroup

£ Modes

@ rs60008

= Application Servers

3 Generic Servers
=@ rsB00035
=+ Application Servers

"[2 Generic Servers
@ m23x2800
EH’_'I Application Servers

“-[2 Generic Servers
- m2avnGd
=2 Application Servers

-2 Generic Servers
-2 Enterprise Applications
F-E1 Resources

=i WebSphere Advanced Administrative Console - ol x|
Conzole Miew Tools Help
eloe2| xa&| @
E}'@@ WebSphere Administrative Domain MName | Has beerstarted | Starttime |
=2 Viual Hosts 3
SR~ Groups| "

SEC-ServerGroup False

@1 DMZ-Clonel (DMZ-SererGroup)

~gl DMZ-Clone? (DMZ-ServerGroup)

------ @1 SEC-Clonel (SEC-ServerGroup)

“-@] SEC-Clone? (SEC-ServerGroup)

General | Ad\rancedl Filel Transacliun' Jwhd Settings | Services | Custom

Server 3roup name "|DMZ-ServerGrnLlp

Environment: Environment...

Working directony: |

Node statup state: [Last state I

Maximum startup atempts: |2 atternpts «'_@ﬁ

Module visibility, [Module R
| Help |

iy
=

pe | Time |

Event Messzage

E  BA002 3581
E  BM002 351

E  BA002 351 .
E  BA002 3581

Command "SEC-ServerGroup.createClane” completed suc...
ADMR30001: A duplicate custorn service is found and remao.. corm.ibrm gjs.sm beans EJBServer
ADMRZI011: Web Server Plugin Conflg. The administrative... com.ibm.ejs.sm.beans EJBServer... Clear |
ADMR25501: The port 9081 is assigned to the clone "SEC-... com.ibm.ejs.sm.beans. ServerGra.. -

Source | Options... |
Al
Details. . |

[

Figure 9-19 All ServerGroups and clones

Figure 9-19 illustrates the WebSphere Application Server console after all server
groups and clones have been defined.

Configure the clones

We now configure the clones to use the correct hostnames and distinct ports.

Table 9-3 Ports used by the clones

Node ServerGroup Clone Port
RS60008 DMZ-ServerGroup | DMZ-Clone1 8301
RS600035 DMZ-ServerGroup | DMZ-Clone2 8302
M23X2900 SEC-ServerGroup | SEC-Clonet 8311
M23VNX64 SEC-ServerGroup | SEC-Clone2 8312

1. Again, we will configure the clones to use distinct port numbers. Select a
clone in the left-hand pane of the Administrative Console.
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2. In the right-hand pane, select Web Container Service. See Figure 9-20.

¥4 Websphere Advanced Administrative Console
Congole View Tools Help

=lolx|

cloe|xad @

EW@ WehSphere Administrative Domain
-3 Virtual Hosts

2 Server Groups

’:E DMZ-ServerGroup

: % SEC-ServerGroup

=82 Nodes

EH6 rsBo00s

=HE3 Application Servers

C g B

2 Generic Servers

@ rs600035

=82 Application Servers

| gl DMZ-Clone2 (DMZ-ServerGroup)

“-3 Generic Servers

G m23x2800

=HE Application Servers

: ~@l SEC-Clonel (SEC-ServerGroup)

{0 Generic Servers

E-@ m23vrEs
=+ Application Servers

L@y SEC-Clone2 (SEC-SenerGroup)

0 Generic Servers

-3 Enterprise Applications

H-E3 Resources

Hame

Generall Advanced| FiIeI Transaction | M Settings BENiEESl Customl

| Service

E.JB Container Service

Session Manager Service

Trace Service

Chject Level Trace Service

FPerfarmance Manitoring Settings

Ohject Reguest Broker

E  BA002 351 . ADMR3I0D00IA duplicate custom service is found and rema
E  B00Z2 351 . ADMRZ3011:Weh Server Plugin Config. The administrative
E 6002351 . ADMRZ5501 The port 9,081 is assigned to the clone "SEC- .. comiibm.gjs.sm.beans ServerGro.. -

Apply Heeat | Help |
Type | Tirme | Event Message | Source | Options... |
@ 61002351 .. Command "SEC-ServerGroup.createClone” campleted suc LI

Details... |
... com.ibm.ejs.sm.beans EJBServer...
... com.ibm.ejs.sm.beans EJBServer... Clear |

[

Figure 9-20 Configure the clones

3. Click Edit Properties.
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=101

g Web Container Service

D

~Transport Setting

Ferviet Cachingl

Generd

HTTP transponts:

Host Port Add...

Edit...
Remove

Maximum keep alives: "|25— connections
Maxirnurm requests per keep alive: "Imn— reguests
Keep alive timeout: "|5— seconds
13 timeaut: £ seconds

oK | Cancel Help

Figure 9-21 Clone properties

4. Select the Transport pane.
5. Select the entry in the Host/Port list.
6. Click Edit.

".'- HTTP Transport Properties _ ||:| 5'

General | Acvanced |

Transport host: *|rsa0008
Transport pott: "|3301
Connection hacklog:  *[511 connections

[ Enahle S5L [/ Wse alobal S51 default configuration

Key file narme: =‘| -]

Key file password: =‘|

Canfirm passward: *|

Keyfleformat  *[Tis I=|
Trustfile name: | [
Trust file password |

Canfirm passwaord: |

Trust file format: |,JK3 =l
O Enabile olient authentication

Security level: “JFiGH I=|

ok | cancal | Help |

Figure 9-22 Transport properties
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7. Specify the Transport Host and Transport Port properties and click OK.

8. Repeat these steps with each clone. The ports are shown in Table 9-3, “Ports
used by the clones” on page 317.

Install the Trade application
1. Go to the WebSphere Administrative Console.

=% WebSphere Advanced Administrative Console : i Ellil
Console  View Tools Help
®|o 02| xa W
EW@ WehSphere Administrative Domain Mame MNode |
2 Vidual Hosts
[=-E2 Server Groups
B DMZ-ServerGroup
SEC-ServerGroup
@ rsenonis
- m23x2900
B m23vnxGd
B2 Resources
Find...
Typel Tirme | Event Message | Source | Options... |
@ 6M0024:00.. Command"SEC-Clone2 Modifyattributes” running .. LI Details |
E 6002400 .. Command"SEC-Clone2 Modifyattributes” completad suce...
E 61002 403 .. Command "DataSource.create” running ... Clear |
E  BA00Z2 403 Command"DataSource.create” completed successfully EI
T

Figure 9-23 Install Enterprise Application

2. In the left-hand pane right-click Enterprise Application and select Install

Enterprise Application.
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'.’r Open

Look in: |_| installableApps 'l gl
T T
@ FatternsSamplefApp.ear
& nerfServettpp ear
& sampleApp.ear
& SenetCacheMonitar.ear
& soapsamples.ear

o TradeSample.ear
g —

Lo

File name: I'FradeSampIe.ear
Files aftype:  [JARSIWARSIEARS (war, ear,jant =]  Cancel |

Figure 9-24 Select application *.ear file

3. Browse to the installableApps directory and select the TradeSample.ear file.

¥ Install Enterprise Application Wizard

10l =l
Specifying the Application or Module

Specify the application{EAR file) ar madule{JAR ar WAR file) that vou want ta install.
Ifyou install a stand-alone module, you must specify a new application name.

Uy

Browse for file on node: *lrsB00035 =l
& Install Application *.ear
Path:

’19erverIinStaIIableAppsITradeSample.ear Browse... |
Application name:

[TradeSample|

" Install stand-alone maodule (*war, *jan

Pathi: | Brawse. . |
Anmlication marme: 7]
Context raotforwek module: lr

Help | = Hack I Mext = I Einish | Cancel |

Figure 9-25 Installation Wizard

4. Specify a name for the application. We chose TradeSample.

5. Click Next until you reach the Virtual Host selection window. See Figure 9-28.
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i.’l Install Enterprise Application Wizard = ||:||1|

Selecting Virtual Hosts for Web Modules
Specify the virtual host where you want to install the Web modules contained inyour
application. Web modules can be installed an the same virtual host or dispersed
among several hosts,

%‘ Select a YWeb module from list below and click the Select Virtual Host button to select the
&
[}

virtual host for that module.
Select Virtual Hos

Weh Module Wirtual Host

Help | = Back I Mext = I Einist | Cancel |

Figure 9-26 Virtual Host selection

6. For each Web module, click Select Virtual Host... to select which virtual host
the module will run on.

¥ Select ¥irtual Host |

@ Select Yirtual Host

Cancel |

Figure 9-27 Select Virtual Host

7. For the two Web modules, select the companyHost.
8. Click Next until you reach the Application Server selection window.
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¥ Install Enterprise Application Wizard

101 =|
Selecting Application Servers

Specify the application server where you want to install modules contained inyaur

application. Modules can be installed on the same server or dispersed amoaong
several servers.

% Select a module in the list below and click the Select Server hutton to select the application
ﬁ server on which to install the module.

Module Application Server | Select Server...
Trade Sample EJB T

theme YWeh Application
trade Web Application

Help | = Back I et = | Eimist | Cancel |

Figure 9-28 Choose Application Server

9. Select the Trade Sample EJB module and click Select Server.

Select a Server or Server Group

Application Server:

x|
OK|
=N

Cancel

Server Group:

DZ-ServerGroup
g i[1]4]

Figure 9-29 Select Application Server 1

10.Select the SEC-ServerGroup for this module and click OK to accept the

selection.

11.Select the two Web application modules and click Select Server.
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Select a Server or Server Group ﬂ

K |
Cancel |

Application Server:

Server Group:

) 1]
SEC-ServerGroup

Figure 9-30 Select Application Server 2

12.For the Web application modules, select the DMZ-ServerGroup and click OK
to accept the selection.

=101 x|

¥ Install Enterprise Application Wizard

Selecting Application Servers
Specify the application server where you want to install modules contained inyaur
application. Modules can be installed on the same server or dispersed amoaong

several servers.

Select a module in the list below and click the Select Server hutton to select the application

iﬁé_‘,ﬁ server on which to install the module.

| Module Application Server

Trade Sample EJB SEC-ServerGroup

Help | = Back I Mext = I Einist | Cancel |

Figure 9-31 The selected Application Servers

13.Figure 9-31 shows the selected Application Servers for each module.
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Install Enterprise Application Wizard

Completing the Application Installation Wizard
Confirm the infarmation for installing the application ar madule.

ﬂ The application or module will be installed with the settings you provided. To make
1_@ changes to these settings, click Back. Ta install the application, click Finish.

This application will be installed on the following nodes with the install directory setting for
each node as:

m23x2900 ChwebSphere\dppServeninstalledAppsiTradeSample.ear

m23vnxG4 ChwebSphere\dppServeninstalledAppsiTradeSample.ear

rsB0008 lusrhwehspherefappserverinstalledAppsiTradeSample.ear

rsB00035 lusrhwehspherefappserverfinstalledAppsiTradeSample.ear

Ifyou choose to deploy the file, please copy the deployed file to each node after installation.
Ifyou choose not to deploy the file, please copy the file
fusrhwehspherefappserverfinstallableAppsTradeSample.ear on node rs600035 to each
node after the installation.

Then use the EARExpander script under $WAS_HOME/in to expand the file ta the install
directary of each node.

Help | = Back | st

Figure 9-32 Start Installation window

Cancel

14.Click Finish to start the installation process.

@ Application code necessary for installation has already been generated. Regenerate code now?

o |

Figure 9-33 Code regeneration

15.A pop-up window gives you the possibility to regenerate the code. Click No in
this case.
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"% WebSphere Advanced Administrative Console

Console View Tools Help

=0l

@loe2|x®| %

E‘-@ WahSphere Administrative Domain
~E2 Virtual Hosts
-3 Serer Groups
- %) DMZ-ServerGroup
: -2 SEC-ServerGroup
=3 Modes
¢ @ rse0008
reB00035
m23x2500
| E m23vnied
=62 Enterprise Applications

Stop
Faorce Stop
e
. PRemome
[Twpe ] Tme | CeortAuplication..
= Show Status

MName |

(]
2 wieb Modules

“iew Deployment Descriptor

General | UsenRole Mappmgsl RunAs Mappmgsl

Enterprise Application name: "Fradeaample

BEEY -

Angly Beset || bep |

Properties

Source I_I COptions... |
Details... |
Clear |

Il
LT

Figure 9-34 Start Enterprise Application

16.Right-click the TradeSample application and select Start.
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"4 WebSphere Advanced Administrative Console

Console view Tools Help

g [ 3]

SO I R ><|<§j-

E}--@@ WehSphere Administrative Domain

Mame

8 Virtual Hosts 2
8 Server Groups 2 Wieb Modules
=%}7 DMZ-SererGroup
H =%}7 SEC-ServerGroup
B3 Modes

P rs60003

@
{ m232e00

82 Entarprise Applications

5600035 General | UsenRale Mappings | RunAs Mappings |

) m2avnyE4 Enterprize Application name: *FradeSample

£ Resources

| Rese | Help

Type | Time | Event Message

B0/02 4:28 ... Comrand "TradeSample.start’ running ...

6M0/02 4:29 .. ADMS00081: Starting server: SEC-Clanet

GA0/02 4:29 .. ADMS00321: Started server: SEC-Clonet {pid 1808)
G10/02 4:31 ... ADMS00081 Starting server SEC-Clone2

GH0/02 4:31 .. ADMS00321: Started server: SEC-Clone2 {pid 1864)
Bi10/02 4:27 ... ADMS00081 Starting server: DMZ-Clone2

6002 4:27 ... ADMS00081: Starting server: DMZ-Clonet

G002 4:27 .. ADMS00321: Started server: DMZ-Clane2 ipid 1 3980)
G10/02 4:27 ... ADMS00321 Started server: DMZ-Clonet (pid 17496)
B10/02 4:31 .. WEVRO023l: Server SEC-Clone? open for e-business
Bi10/02 4:29 . WEVRO023l: Server SEC-Clone! open for e-business

Bi10/02 4:29 . SRVED1621: Servlet Specification Level: 2.2

Bi10/02 4:29 SRWEO1631: Supported JSP Specification Level: 1.1
Bi10/02 4:29 . SRVED1671: Session Manager is Configured - Initializing...
Bi10/02 4:29 . DYNADO11E: Serdlet cache file dynacachexml not found; ¢

Bi10/02 4:29 . SRVED1621: Servlet Specification Level: 2.2

Bi10/02 4:29 SRWEO1631: Supported JSP Specification Level: 1.1
Bi10/02 4:29 . SRVED1671: Session Manager is Configured - Initializing...
Bi10/02 4:29 . DYNADO11E: Serdlet cache file dynacachexml not found; ¢

Bi10/02 4:29 SRYED1691: Loading Web Module: trade Web Application
6i10/02 4:29 . SRVED1691: Loading YWeh Madule: trade YWeb Application.
Bi10/02 4:31 ... Command "TradeSample.start’ completed successfully,
BA0/02 4:29 .. SRYEON1T1I: Transport hitp is listening on port 8,302,
B10/02 4:29 . WEVRO023l: Server DMZ-Clone? open for e-business
BI10/02 4:29 .. SRYED1711: Transport hitp is listening on port 8,301
Bi10/02 4:29 . WEVRO023l: Server DMZ-Clone! open for e-business

i R o o o [

] Source |_‘| Optiohs... |

. Details

com.ibm.ejs.sm.active ActiveSery.. Clear |

com.ibm ejs.sm.active ActiveSery.

com.ibm.ejs.sm.active ActiveSery..
com.ibm. ejs.sm.active ActiveSery.
corm.ibm.ejs.sm.active ActiveSer..
com.ibm ejs.sm.active ActiveSery..
com.ibm.ejs.sm.active ActiveSery..
com.ibm.ejs.sm.active ActiveSery..
cormibmws. runtime. Server

cormibmows. runtime. Server

6002 4:29 .. SRYEOM1EB11: IBM wWebSphere Application Server-Web Coni.. com.ibm.gervlet engine.ServletEn...

com.ibm.servletengine. ServietEn. .
cormibm servet engine ServstEn
com.ibm.servletengine.ServietEn. ..

... com.bm.servletdynacache. Cach..
6002 4:29 .. SRYEOM1EB11: IBM wWebSphere Application Server-Web Coni.. com.ibm.gervlet engine.ServletEn...

com.ibm.servletengine. ServietEn. .
cormibm servet engine ServstEn
com.ibm.servletengine.ServietEn. ..

... com.bm.servletdynacache. Cach..
BA0/02 4:29 .. SRYED1641: Loading Web Module: theme Web Application.  com.ibm.zservlet engine.ServletEn...
Bi10/02 4:29 . SRVED1691: Loading Yeb Maodule: theme Weh Application.  com.bm.servletengine.ServietEn. ..

corm.ibm servet engine SemvstEn
com.bm.servletengine.ServletEn. ..

com.ibm.servlet engine.http11.Hit...
cormibmws. runtime. Server
cormibm servlet engine. hitp11 Hit
cormibmows. runtime. Server

5
S

Figure 9-35 Messages on the ServerGroup start

17.This will start all Application Servers that serve this application and the

application itself.
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Install sample application
1. From the WebSphere Application Server Administrative Console, right-click
Enterprise Application and select Install Enterprise Application.

Browse for the SampleApp.ear file.
Accept the defaults and proceed until you reach the virtual hosts window.

5 Install Enterprise Application Wizard . 101 =|

Selecting Virtual Hosts for Web Modules
Specify the virtual host where you want to install the Web modules contained inyour
application. Web modules can be installed an the same virtual host or dispersed
among several hosts,

Select a YWeb module from list below and click the Select Virtual Host button to select the
%‘,ﬂ wirtual hast for that module.

Weh Module Wirtual Host

Help | = Back I Mext = I | Cancel |

Figure 9-36 Select virtual hosts

4. Select both Web modules and choose the companyHost as the virtual host
for both modules.
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i.’l Install Enterprise Application Wizard

Help | = Back I Mext = I | Cancel |

Selecting Application Servers

Specify the application server where you want to install modules contained inyaur
application. Modules can be installed on the same server or dispersed amoaong
several servers.

% Select a module in the list below and click the Select Server hutton to select the application
ﬁ server on which to install the module.

Module Select Server... |

Figure 9-37 Select Application Server

5.

Select the Web application modules and choose the DMZ-ServerGroup as

the Application Server.

Select the EJB modules and choose the SEC-ServerGroup as the
Application Server.

Complete the rest of the installation using the default settings.
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"4 Websphere Advanced Administrative Console o ]
Console  View Tools Help
®lo @ | xE|
=8 WehSphere Administrative Dornain Mame |
02 Virtual Hosts =
=83 Server Groups B3 Generic Servers
"'@ DM Z-ServerGroup
- 5EC-SemverGroup JAPAC Providers | J2C Adapters
=+ Modes General | Jms Providers | URL Providers
' Find...
p rsél Mode name: *[-sg0002
-6 m2:  Stop
. - m2:  Force Stop
=M Enterpri Restart
R:L Trat Peconnest
- esour
Stop for restart Apply | Eesel | Help |
Ping |
Type| Time Trma Source it |
& Gomza . ormpleted s _4 B
Regen i er Plugin . . i :
E G002 4. B ening an par... cam.ibm.sendet.engine htt... Details... |
E B0nz4.. - open for e-b. comuibmws runtime Server
Froperties . . K Clear |
E G002 4. erevcorrerrerreperermrreer= B NING on por.. com.ibm.serdet engine.htt...
& B002 4. WEVRODZ3L Server DMZ-Clonel open for e-b... com.ibmws. runtime Sener |«

Figure 9-38 Regenerate the Web Server plug-in

8. Do not forget to regenerate the plug-in configuration. Right-click each node

and select

9.2.5 HTTP servers

330

Regen Webserver Plugin.

Virtual hosts

As long as all content is delivered by WebSphere Application Server through the
file servlet, you will not need to define any virtual hosts in the HTTP server’s
httpd.conf configuration file.

Configure |

istener

Open the httpd.conf file and add a LISTEN directive for port 82.

Listen 82

Restart the Web server.

Alias the loopback adapter

As in previous examples, we use the MAC forwarding method for load balancing.
In order to accept IP packets for the load balancer cluster address
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192.168.10.90, the HTTP server needs to own the IP address. To prevent the
server from answering ARP broadcasts, we alias it to the loopback interface. As
our HTTP server is on a UNIX machine, we added the alias with the ifconfig
command:

ifconfig To0 alias 192.168.10.90

9.2.6 Caching Proxies

Alias the loopback adapter

Referring to Table 9-1 on page 304, recall that the load balancer cluster IP
address for the caching proxy machines represents the company IP address to
the Internet. Because we use the MAC forwarding method for load balancing, this
load balancer cluster address (192.168.10.80) must be aliased to the loopback
interface for each of the caching proxy machines. Since our caching proxy
machines are both Windows 2000 machines, we add the load balancer cluster
address to the loopback adapter using the Windows GUI. For details on this task,
see 6.2.1, “Aliasing a loopback adapter” on page 165.

Proxy Server configuration

We configured the caching proxy machines by editing the ibmproxy.conf file
manually on each machine.

Basic configuration
» ServerRoot C:\Progra™1\IBM\edge\cp\bin

» Port 80

» AdminPort 8008

Mapping rules

To enable proxying to the content servers, we need to add a mapping rule:
proxy /* http://companyhost:82/* www.company.com

Note that the port number of 82 in the above mapping rule must match the

LISTEN address configured in the HTTP server. See “Configure listener’ on
page 330.

Cache behavior
To configure the caching proxy machine for memory caching, we edited the
ibmproxy.conf file. The relevant entries are:

» Cache ON
» #CacheDev \\.\D: (Make sure this is commented out for memory caching)
» CacheMemory 64 M
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All other settings where left to the default.

9.2.7 Load balancers

Follow the installation guide 6.1.2, “Load Balancer” on page 132 to install the
load balancer software on your dispatcher servers.

The mutual high availability load balancer nodes have two clusters configured:

» 192.168.10.80 - www.company (caching proxy load balancer cluster)
» 192.168.10.90 - companyhost (Application Server load balancer cluster)

The first load balancer (192.168.10.14) balances the incoming requests between
the caching proxy nodes (cluster 192.168.10.80). The second load balancer
(192.168.10.15) receives the forwarded requests from the caching proxy nodes
and balances them to the content servers (cluster 192.168.10.90). Remember
that in a mutual high availability configuration, each load balancer has its own
cluster(s) defined that it load balances. In addition, it also has clusters defined for
which it can perform backup load balancing functions if the primary load balancer
for that cluster fails. Refer to 4.2.6, “Load Balancer Mutual High Availability
feature” on page 73 for details.

Each load balancer in a mutual high availability configuration must be configured
with the same sets of clusters, servers, ports, and so on.

Start the Admin GUI

In Windows, select: Start -> Programs -> WebSphere -> Edge Server -> IBM
Network Dispatcher. Connect to the host by right-clicking the Dispatcher item
and selecting Connect to Host.

Create the caching proxy clusters
First, we will create a cluster for the caching proxy servers.
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& Network Dispatcher

File Executor: 1921681014

i [=] 3

Ko

=33 Network Dispatcher =
Egﬁ Dispatcher Executor Status: 192.168.10.14
i1 Host: m23wnx85.itso.ralibm.com - = =
- - Current Statistics | Configuration Settlngsl
=, Executor: 192.168, -
General packet statistice—
1 High Availability

Total received since started: il

& manager Sentta nanforwarding address: B

----- §§§ Content Based Routing Pen . nD[T lmwir Ini: rESSh'_ ]

racessed locally on this machine:

..... 58 Mailbox Locator R :’; .
o entto collocated server: —

.38 Site Selector - o etor N

_____ 235 Cisco Consultant onwarded to any cluster: f

Mot addressed to active clusterport: 5

KBytes transferred per second: i

Connections per second: 0

| Packet errar statistics——
Heartheat 192 168.10.14"t0 192.168.10.15" successfully added. =
hdcontral highavailability hackup add bhath manual 10009 —
Hackun informatinn siecessfilly added i

Figure 9-39 Add a cluster

1. Right-click the Executor item in the left-hand pane and select Add Cluster.

¢ Add a cluster 3 x|

Cluster address:

[182.168.10.80
Frimary host for the cluster:
[182.168.10.14 &

[~ Configure this cluster?

You should configure the cluster to enable
load balancing, unless this is the high
availahility standby machine.

[ox ]

Figure 9-40 Cluster properties

Cancel | Help |

2. Specify the cluster address. In our example it is 192.168.10.80. Do not select

the Configure this cluster? box.
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-@: Network Dispatcher . =o] x|

File Cluster: 1892.168.10.80

=35 Network Dispatcher
557 Dispatcher aga Cluster Status: 192.168.10.80

Host: m23wnx85.itso.ral.ibm.com . R ] _
- Current Statistics | Configuration Semngsl Proportions
Executor: 192.168.10.14 o
Cluster: 192.163,40. 00U ' .
d Port... 55 {
=1 High Availability —
Remave Cluster ninterface: [
E Maniager Add System Metri
stern Metric i
_____ §§€ Content Based Routing Y : General packet statistics—
. Remaove System Metric . X
..... §§€ Mailbox Locator connections:
:°3§ Site Selectar Configure Cluster Address.. o EE R
. Unconfigure Cluster Address X
..... % Cisco Consultant hefare S¥Ms:

ACKs received hefore SYMs:
R5Ts received before SYMNs:
Total packets dropped:

o
0
0
0
0
D -

Heartheat192 168101410 192.168.10.15" successfully added.
ndcontral highavailability backup add bath manual 10009
Hackun information suecessfilly added

Figure 9-41 Add port

3. Now right-click the Cluster item in the left-hand pane and select Add Port.

¢ Add a port x|
Fort number:
fod
Forwarding method:
[MAC Based Forwarding |

QK I Cancel | Help |

Figure 9-42 Add port

4. Because our proxy servers will be accessed from the Internet, we chose port
80.
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& Metwork Dispatcher

File Executor: 192.168.10.14

=o)X

=35 Network Dispatcher
5282 Dispatcher
5. Host: m23wnx85.itso.ralibm.com

8" Executor: 192.168.10.14]

Add Rule
B*E Remaove Port
""" 2 Content Based Rovgemeermrss e
..... 4% Mailbox Locator ——————————|
H i e ] 8
.38} site Selector
..... 32 cisco Consultant

¥ Executor Status: 192.168.10.14

Current Statistics | Configuration Semngsl

General packet statistics—
Total received since started: 1
Sent to nonforwarding address: i
Frocessed lacally on this machine: 9
Sentto collocated server: ===
Forwarded to any cluster: 4¢
Mot addressed to active clusterport: &
KBytes transferred per secand: 1]
Connections per second: 1]

| Packet errar statistics—

| »

ndcontral highavailability backup add bath manual 10009
Hackun information suecessfilly added

Heartheat192 168101410 192.168.10.15" successfully added.

a| |

Figure 9-43 Add server

5. Right-click the Port item in the left-hand pane and select Add Server.

o Add a server x|

Server:

[caching-Prox-1
Server address:
1821681018

[ Metwark rauter address:

Jnia

QK I Cancel | Help |

Figure 9-44 Specify server properties

6. The server name can be the real hostname or any name you like. We chose

to use more descriptive names (see Figure 9-44). If you do not use the

hostname, you must specify the IP address of the server.

Chapter 9. Company environment

335



o Add a server x|

Server:

[caching-Proxy-2
Server address:
192168104

[ Metwark rauter address:
Jnia

QK I Cancel | Help |

Figure 9-45 Add the second server

7. Repeat steps 5 and 6 for each proxy server.

Create the content server cluster

Now we must create the second load balancer cluster, which will distribute the
load between the Web Application servers.

& Metwork Dispatcher H - |EI|1|
File Executor: 192.168.10.14

=35 Network Dispatcher |
Executor Status: 192.168.10.14
Current Statistics | Configuration Seﬂingsl
General packet statistics—
Total received since started: 1
Sentto nonforwarding address: B:
@ Server: Caching-Proxy-1 B
. Frocessed locally on this machine: 9
@ Server: Caching-Proxy-2
" [ Sentto collocated server: ===
= High Availability
Forwarded to any cluster: 4¢
s Manager Mot add d to active clusteriport 5
ot addresse :
..... 5 Content Based Routing Cortas e ) P :
es transferred per second:
----- §§§ Mailbox Locator & " . P q q
5 onnections per second:
.32 site Selector P
_____ 382 Cisco Consultant | Packet errar statistics— -

Heartheat192 168101410 192.168.10.15" successfully added.
ndcontral highavailability backup add bath manual 10009
Hackun information suecessfilly added

Figure 9-46 Adding the second cluster

a| |

1. Right-click the Executor item in the left-hand pane and select Add Cluster.
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@ Add a cluster : x|

Cluster address:

[182.168.10.80

Frimary host for the cluster:

[182.168.10.15 &
[~ Configure this cluster?

You should configure the cluster to enable
load balancing, unless this is the high
availahility standby machine.

[ox ]

Figure 9-47 Cluster properties

Cancel | Help |

2. Specify the cluster address (192.168.10.90) and the primary host
(192.168.10.15). Because this is a high availability load balancer
configuration, we will use scripts to configure cluster addresses. Therefore, do
not select the Configure this cluster? box.

& Metwork Dispatcher
File Cluster: 192.168.10.90

=o)X

=35 Network Dispatcher
5282 Dispatcher

: Host: m23wnx85.itso.ral.ibm.com

i34 Executor: 192.168.10.14

@ Cluster: 192.168.10.80

58 Port: 80

@ Server: Caching-Proxy-1
@ Server: Caching-Proxy-2
Cluster: 192.1§<
High Availability

Add Port...
Remave Cluster

| v

oga Cluster Status: 192.168.10.90

Current Statistics | Configuration Settingsl Prapartians

Statu

Cluster address: 1t
Cluster alias on interface: [

General packet statistics—

e tive cOnnections:

ished connections:

L : Manager =2 hefore SYMs:
o ) Addl System Metric :
..... 4% Content Based Routing : el before SYiis:
B*E Remoave System Metric d before SYM
..... z» Mailbox Locator S0 DElore =
.\:, Site Solect Configure Cluster Address... ts dropped:
-5, Site Selector Unconfigure Cluster Address |, _
..... 32 cisco Consultant

[l

ndcontral highavailability backup add bath manual 10009
Hackun information suecessfilly added

Heartheat192 168101410 192.168.10.15" successfully added.

oo o o o o O
< |» ] |

Figure 9-48 Adding a port

3. Right-click the new cluster and select Add Port.
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¢ Add a port x|

Fort number:

2
Forwarding method:
[MAC Based Forwarding |

[ox ]

Figure 9-49 Port properties

Cancel | Help |

4. This is the port for our content servers. Because we do not want the port to be
accessible from the Internet, we specify port 82, which is closed on the first
firewall. Note that the port number must match the port number specified in
the HTTP server configuration (see “Configure listener’ on page 330) and in
the caching proxy configuration (see “Basic configuration” on page 331).

& Metwork Dispatcher

File Port: 82

=o)X

=35 Network Dispatcher -

(554 Dispatcher
= Host: m23wnx85.itso.ralibm.com
- I54 Executor: 192.168.10.14
&% Cluster: 192.168.10.80
- o-¥Portso
..EB Server: Caching-Proxy-1

Add Rule 4

B Manager  Remove Port
..... §§§ Content Based R Denia| of Sernice b
..... 4% Mailbox Locator — 1opitor o
.34} site Selector -

& Port Status: B2

| v

Current Statistics | Configuration Settingsl Listsl

Cluster address:
Fort number:
MNumber of servers:

Statu

Maximum server weight:

Total active connections:
Connections per second:

KBytes transferred per secand:
Murmber of half open connections:

<I—|_ et e ot

Fort statistic

ndcontral highavailability backup add bath manual 10009
Hackun information suecessfilly added

Heartheat192 168101410 192.168.10.15" successfully added.

o 5
o 4

Figure 9-50 Adding a server

5. Right-click the new port and select Add Server.
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& Add a server x|

Server:

[content-Server-1
Server address:
[1a2.168.10.27

[ Metwark rauter address:

Jnia

Ok I Cancel | Help |

Figure 9-51 Server properties 1

6. Choose a name for the server and enter its IP address.

& Add a server x|

Server:

[Content-Server-2
Server address:
[192.168.10.29

[ Metwark rauter address:

Jnia

Ok I Cancel | Help |

Figure 9-52 Server properties 2

7. Repeat steps 6 and 7 for each additional content server.
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Configure mutual high availability
Next, we configure the load balancer nodes for mutual high availability.

- Network Dispatcher 10l =|
File High Availahility

=35 Network Dispatcher -

-5 Dispatcher il High Availability Status

| v

i34 Executor: 192.168.10.14
| - - . 0
5.5 Cluster: 192.168.10.80 Current Statistcs | Lists |

-X& Port: 80 Statu
..EB Server: Caching-Proxy-1 State: A
@ Server: Caching-Proxy-2 Sub-state: e
5% Cluster: 192.168.10.90 Part number: i
=-%2 Port: 82 Role: "
... EB server: Content-Server-1 Recovery strateoy: M

List of heartheats

at... Source [
Remaove Heartheat... 2.168.10.14 1921681018
ntBased R nq4 Reach Target.. | _;l_l

Heartheat 192.168.10.14"to Remaove Reach Target...

ndcontrol highavailability bac 49 High Availability Backun...
Rackin informatinn succe

|

Dinvewn Oaelie

Figure 9-53 Adding a heartbeat

1. Right-click High Availability in the left-hand pane and select Add Heartbeat.

-&- Add a heartbeat x|

Address or hosthame for this machine:
[182.168.10.14

Destination address or hosthame:
[182.168.10.15

Cancel this change

Figure 9-54 Heartbeat properties

2. Insert the IP address of the second load balancer node.
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& Metwork Dispatcher
File High Availability

=o)X

=35 Network Dispatcher

(554 Dispatcher

= Host: m23wnx85.itso.ralibm.com
k3 Executor: 192.168.10.14
&% Cluster: 192.168.10.80

- =.X&Port: 80

- Cluster: 192.168.10.90
=¥ Port: 82

.. Manager
..... 4% Content Based Ro

Add Heartheat...

: @ Server: Caching-Proxy-1

Remaove Heartheat...

High Availability Status

|»

Current Statistics | Lists |

Heartheat19216810.14'ta1  Remove Reach Target...

Statu
Al
S
|
=11
Recovery strategy: hd
List of heartheats
Source 1

168.10.14

1921681015
| _>l_I

\Rackin informatinn successf

Fleoal

ndcontral highavailability back A High Availability Backup. .

|

Figure 9-55 Adding a reach target

3. Right-click the High Availability item again and select Add Reach Target.

& Add a reach target x|

Reach address:

[1az.168.10.2

Ok I Cancel | Help |

Figure 9-56 Reach target address

4. The reach target should be a target that is always accessible, a router for

example. The reach target is used in conjunction with the heartbeat to ensure
full service of the load balancer.
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& Metwork Dispatcher
File High Availability

=o)X

|»

=25 Metwork Dispatcher
5.8 Dispatcher

= Host: m23wnx85.itso.ralibm.com
5 K54 Executor: 192.168.10.14

=45 Cluster: 192.168.10.80

- Cluster: 192.168.10.90

=¥ Port: 82
... EB server: Content-Server-1
@ Server: Content-Server-2

High Availability Status

| v

Current Statistics | Lists |

State:

Sub-state:

Fort number:
Role:

Recovery strategy:

Statu

""" = High Availalieuel ey
.. Manager
..... 4% Content Based Rou

Remaove Heartheat...
Add Reach Target...
Heartbeat192. 1681014t 1! Remove Reach Target...

ndcontral highavailability backy
A in ; ;

Drnlriie

T List of heartheats

Source

I

B5.10.14

1921681 D.fl_vl
3

|

Figure 9-57 Adding HA backup

5. Again, right-click the High Availability item. This time, select Add High

Availability Backup.

‘& Configure high availability i ﬂ

Fort number:

[33333
Rale:

[Both &

Recovery strategy:

Warual -]

[ox ]

Figure 9-58 HA backup properties

Cancel | Help |

6. Enter a free port number for the communication. Since we are configuring
mutual high availability load balancers, select Both for the role. If you want to
issue manual takeover commands, select Manual Recovery strategy.

Edit the takeover scripts

The sample takeover scripts for mutual high availability must be edited to match
the chosen cluster IP addresses. Also, you must enter the IP addresses for each
of the load balancer nodes. Each load balancer in a mutual high availability
configuration must have its own set of takeover scripts. See the following

examples for details.
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Example 9-2 goActive.cmd for 192.168.10.14

@echo off

set CLUSTER1=192.168.10.80
set CLUSTER2=192.168.10.90
set INTERFACE=tr0

set NETMASK=0xffffff00

set PRIM_HOST_1=192.168.10.14
set PRIM_HOST 2=192.168.10.15

rem

if "%1" == "%PRIM_HOST_1%" goto firstclus
if "%1" == "%PRIM_HOST_2%" goto secondclus
goto done

:firstclus

echo "%PRIM_HOST_1% is Active! Configuring NIC alias(es)..."
call ndconfig 100 delete %CLUSTER1%

call ndconfig %INTERFACE% alias %CLUSTER1% netmask %NETMASK%
goto done

:secondclus

echo "%PRIM_HOST_1% is in Active state for cluster(s) of %PRIM_HOST 2%"
call ndconfig 100 delete %CLUSTER2%

call ndconfig %SINTERFACE% alias %CLUSTER2% netmask %NETMASK%

:done

Example 9-3 goStandby.cmd for 192.168.10.14

@echo off

set CLUSTER1=192.168.10.80
set CLUSTER2=192.168.10.90
set INTERFACE=tr0

set NETMASK=0xffffff00

set PRIM_HOST_1=192.168.10.14
set PRIM_HOST 2=192.168.10.15

rem

if "%1" == "%PRIM_HOST_1%" goto firstclus
if "%1" == "%PRIM_HOST_2%" goto secondclus
goto done

:firstclus

echo "%PRIM_HOST_1% is in Standby state for its cluster(s). "
call ndconfig %INTERFACE% delete %CLUSTER1%
call ndconfig 100 alias %CLUSTER1% netmask %NETMASK%
goto done
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:secondclus
echo "%PRIM_HOST 1% is in Standby state for %PRIM_HOST 2% cluster(s)."
call ndconfig %INTERFACE% delete %CLUSTER2%
call ndconfig 100 alias %CLUSTER2% netmask %NETMASK%
:done

Example 9-4 golnOp.cmd for 192.168.10.14

@echo off

set PRIM_H0ST=192.168.10.14

set CLUSTER=192.168.10.80

set INTERFACE=tr0

rem

echo "Removing loopback and device alias(es)for %PRIM_HOST%"
call ndconfig 100 delete %CLUSTER%

call ndconfig %INTERFACE% delete %CLUSTER%

Example 9-5 goActive.cmd for 192.168.10.15

@echo off

set CLUSTER1=192.168.10.90
set CLUSTER2=192.168.10.80
set INTERFACE=tr0

set NETMASK=0xffffff00

set PRIM_HOST 1=192.168.10.15
set PRIM_HOST_2=192.168.10.14

rem

if "%1" == "%PRIM_HOST_1%" goto firstclus
if "%1" == "%PRIM_HOST_2%" goto secondclus
goto done

:firstclus

echo "%PRIM_HOST_1% is Active! Configuring NIC alias(es)..."
call ndconfig 100 delete %CLUSTER1%

call ndconfig %INTERFACE% alias %CLUSTER1% netmask %NETMASK%
goto done

:secondclus

echo "%PRIM_HOST_1% is in Active state for cluster(s) of %PRIM_HOST 2%"
call ndconfig 100 delete %CLUSTER2%

call ndconfig %INTERFACE% alias %CLUSTER2% netmask %NETMASK%

:done
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Example 9-6 goStandby.cmd for 192.168.10.15

@echo off
set CLUSTER1=192.168.10.90
set CLUSTER2=192.168.10.80

set INTERFACE=tr0
set NETMASK=0xffffff00

set PRIM_HOST 1=192.168.10.15
set PRIM_HOST 2=192.168.10.14

rem

if "%1" == "%PRIM_HOST_1%" goto firstclus
if "%1" == "%PRIM_HOST_2%" goto secondclus
goto done

:firstclus

echo "%PRIM_HOST_1% is in Standby state for its cluster(s). "
call ndconfig %INTERFACE% delete %CLUSTER1%
call ndconfig 100 alias %CLUSTER1% netmask %NETMASK%
goto done

:secondclus
echo "%PRIM_HOST 1% is in Standby state for %PRIM_HOST 2% cluster(s)."
call ndconfig %INTERFACE% delete %CLUSTER2%
call ndconfig 100 alias %CLUSTER2% netmask %NETMASK%
:done

Example 9-7 golnOp.cmd for 192.168.10.15

@echo off

set PRIM_HOST=192.168.10.15

set CLUSTER=192.168.10.90

set INTERFACE=tr0

rem

echo "Removing loopback and device alias(es)for %PRIM_HOST%"
call ndconfig 100 delete %CLUSTER%

call ndconfig %INTERFACE% delete %CLUSTER%

9.3 Testing the environment

1. Open a browser and go to the URL:
http://>yourhostname>/webapp/examples/BeenThere

2. Enter a number in the iterations field and click the Execute button.
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/3 webSphere Workload Management Demonstration - Microsoft Internet Explorer =100 x|
| Fle Edt View Favores Tooks Help ‘
| wBack » = - @D [ | Qoeach [EFavores (HHistory |
| Address [&] heps/fwww.companyjwebappfexamplesiBeenThere?count=1Déstats=Falsealog=False ~| @60 ‘
BeenThere Workload Management Demonstration
Application Execution Results
‘ Tteration ‘ Servlet Node | Servlet Server Name | Servlet PID | Bean Node ‘ Bean Server Name | Bean FID
[ 1 | mseo00z | DMZ-Clonel [ 18004 | m23xpo00 | SEC-Clonel [ 1320
[ 2 | rseo00z | DMZ-Clone [ 18004 | m23enxed | SEC-Clone? [ 1504
E rs60008 DMEZ-Clonel 18004 m23x2500 SEC-Clonel 1830
4 rs60008 DMZ-Clonel 18004 m23vnztd SEC-Clonez 1504
5 60008 DMZ-Clonel 18004 m23z2900 SEC-Clonel 1880
6 1560008 DMZ-Clonel 18004 m23vmz6d SEC-Clone2 1504
7 | weoo0s | DMZ-Clonel [ 18004 | m23xeo00 | SEC-Clone1 [ 1380
[ 8 | rse0002 | DMZ-Clonel [ 18004 | m23unxed | SEC-Clone2 [ 1504
9 rs60008 DMZ-Clonel 18004 m23x2300 SEC-Clonel 1830
10 rs60008 DMZ-Clonel 18004 m23vnztd SEC-Clone2 1504
Application Execution Settings
Bean Iterations: |1
Show Bean Ezecution Statistics: © True © False i
Output Execution Results to a File: © True & False
Execute I =l
|&] Dane | | |a ternet L

Figure 9-59 BeenThere from the sample application

3. In Figure 9-59, you can see that the requests are first processed from a
DMZ-Clone and then forwarded to an SEC-Clone. You can also see that load
balancing is taking place between the SEC-Clones.

4. Next, go to the Trade Application home page:

http://<yourhostname>/WebSphereSamples/TradeSample/TradeDocs/index.html
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http://<yourhostname>/WebSphereSamples/TradeSample/TradeDocs/index.html

‘www.company,/WehSpheresamples desx.html - Microsoft Internet Expl

=10/%]

JFlIe Edt  View Favorites Tools Help

| wBack - = - @ [ A Gsearch [GFavortes (BHistory |

| address [&] http: i, compary/webSpheresamplesi Tradesample; TradeDocsjindex html

j@Gu‘

IBM

WebSphere

Pafomnance Applicstion. WebSphera Performance Banchmark Sampla

Overview
Ovwerview
The WehSpheraTMparfnrmanca benchmark sample provides 2 suite of IBM developed worklnads for characterizing
e performance of the WebSphere Application Server. The workloads consist of an end to end weh application and a full set of
o web . The appl e a coll of Tava classes, Java Servlets, Java Server Pages and Enterprize Java Beans
bu:lt to open J2EE AFIs. Tugelher these provide versatile and portable test cases designed to measure aspects of scalability
and performance
Benchmarking
Trade 2

The Trade application models an online brokerage firm providing web based services such as login, buy, ssll, get quote and
more. The figurs below shows high level Trade application components and model-view-controller topology. Detailed design

Go Tradel

ion is included in the Technical Docs section including overviews, full JavaDoc AFIs and UML diagrams.
Wieb Primitives
Powered By
WebSphere
e-husiness
Feandstece
Elimtppe

Joe, in action!
Trade J2EE Components
Model-Yiew-Controller Architecture

|&] pene [ | |4 mermet

LEH

Figure 9-60 Trade Application home page

5. Click Configuration.
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JFiIe Edit  Wigw  Favorites

Tools  Help

ww.company/WebSpheresamples,TradeSample/TradeDocs findex.html - Microsoft Internet Explorer

| wgack -

- @ [ 4| Dearch (iFavorites (HHstary |

=101 x|

| Address [&1 hipffwaw.comp.

phereSamples Trads

le/TradeDocsfindex html

j@en‘

Pafamance Applicaiion

IBM

WebsSphere

WebSphere Performance Benchmark Sample

1Weh Primitives

(Confiare Trade nun time
[parameters

Configuration utilities

Orerview
D TEChmEﬂl- General Benchmark
Documentation | Confizguration ‘ Trade Scenario Configuration and Test
Eenchmarking oot Trade Res?et th.e Trade runtitme to a clean starting point by logging off all users, removing new
- o b b dome hefore sach ury TESStTations and other general cleanup. For consistent results this TREL should be run hefore

each Trade run
Go Trads! This link provides an interface to set configuration parameters that control Trade run-time

characteristics such as using ETBs or JDBC. This link also provides utilities such as setting the
UID and Password for a remote or protected database when using JDBC.

Populate Trade Database

This link is used to populate the Trade database with fictitious users (uid:0, wid:1, .., wid:499) and
stocks (s:0, 511, ..., 2:499). To start with a fresh DB, at any time simply run the script specified in
step 1 of the Trade Setup to dropire-create the Trade database tables and run this link: to

(Confiare Trade logging

Powered By
WebSphere populate the database.
T st Trate Sicematio This links pops up a browser to manually step through a Trade scenario by hitting "Reload” on
- your browser
e-husiness

Set the debug info level and optionally change logging output file. Mote: Iinks below currently
work only with default logging cutput files

|&] http:ffwwe, company WebSphereSamples| TradeSamplejservist| TradsConfigservist

| o mmtermet

Figure 9-61 Trade Application configuration

6. Click Configure Trade run-time parameters.
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=10/

JFlIe Edt View Favorites Tools Help ‘

| wBack - = - @ (8] A Qoearch [Favorites (HHistory |

| address [&] htp:fjwww.company/webSphereSamples/ Tradesample/ TradeDacs/index, hml 7| @a ‘

IBM

—_—— 7
== ' WabSphere
Pafomuance Application. WebSphere Performance Benchmark Sample

e Kun 1ime [Mode deterrmines the mode of dalabase access m e LTade -

 EIB - N
& IoBRC application, Enterprise JTava Beans or direct database access using JDBC
© EIB_ALT
5 Scenario Workload Mix
Overview
e thorcal & Standard This setting determmes the runtime workload mix of servlets/TSES and
Documentation " DB-Light EIBADBC when driving the Trade benchmark through the
€ DB-Heavy TradeScenanoServlet
Eenchmarling & Uniform
A © Mo Register
VoGl This setting determnes the Web mierface technelogy used, JSPs or
Servlets. Use the Servlet nterface only when testing with
Q I TradeScenanoServlst
Wileh Primitives ¢ SERVLET
‘ Miscellaneous Settings
JDRC DE User Id JDBC database user IDs and passwords. These paramaters must be setin
Powered By W either of the following cases: e
WebSphere - The application server is running under a user account that does not have
JDBC DE Password L
access permissions for the Trade database
. - The Trade database is on a remote system
Trade Max Users
500 By default the Trade database is populated with 500 users (md:0 - md:499)
Trade Max Quotes and 500 quotes (5:0 - 54997,
500
|&] pene [ [ [ mernet 4

Figure 9-62 Trade runtime parameters

7. If your database is remote, specify JDBC for the runtime mode.
8. Specify the database user ID and password.
9. Click Submit.

10.Now click Populate Trade Database. The window shown in Figure 9-63 will
be displayed.
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7} welcome to Trade - Microsoft Internet Explorer P [m] 9

Fle Edt WView Favortes Took Help ‘

etk - o= - (D [H] 4| @oearch [idFavorites (HHistory |

| address [@] hetpsjuwn.companyjwebspheresamples/Tradesamplefserviet  TradsConfigServlet?action=buildbB =] pe ‘

TradsBuldDB: Bulding Trads Databass...
This operation will take several minutes. Please wait.
TradeBuldDE: **** Creating 500 Quotes **++
s0 -
L8100 s200 e300 540 s:00. 560, 570 580, 8905100 -
s 110120050130, 5140, 5150050160, .s:1700 . 50180 s:190.. 5200 -
8210052200 5230, . 5240, 5:250.....5:260....5:270.. .. 5:280.... 5:290....:300 -
831083200 s:330..5:340. 53500 .5:360....5:370 . s:380.... 5300, 5400 -
54100 5420, 5430, s440.. 5450, 5460, 5470, 5480 5450

#HHE Registering 500 Users #6+

TID: uid0 has 1 holdings. (balance=%99540.0)
TID: uid:50 has 6 holdings. (balance=197960.0)
TID: uid: 100 has 7 holdings. (balance=208579.0)
TID: uid: 150 has 2 holdings. (balance=2133%5.0)
UID: wd:200 has 1 heldings. (balance=247164.0)
UID: wd:250 has 2 heldings. (balance=254017.0)
TID: wd:300 has 3 heldings. (balance=273294.0)...
TID: wd:350 has 6 holdings. (balance=234542.0)...
TID: widA00 has 8 holdings. (balance=230536.0)...
TID: wid450 has 5 holdings. (balance=196988.0)...

Tesie Contiguraion

Status Trade Database Built - 500users createdCurrent Trade Configuration:

[&] Dore [ [ [ mtemet

IER

Figure 9-63 Populating the Trade Database

11.Now you are ready to trade. Click GoTrade! as shown in Figure 9-62. The
window shown in Figure 9-64 will be displayed.
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=101 |

radeDocs/index.html - Microsoft Internet Exj

‘ebspheresamples/TradeSampl

JFiIe Edt Wiew Favorites Tools Help

| wBack « = - @[] | Qoeach [EFavories (HHistory |

| Address [&] htpffwww.companyjwebSphereSamples/ TradeSamplef TradeDocs/index. it =] oo ‘

1BM g W
WebSphere @ e

Performance Application WebSphere Performance Benciunark Sample

[T

Orrerview Current Market Comditions
Doy Jones Tnstrial 10,000 £425)

Techrical Hasdaq Commposite 4,400 (+33)

Documentation a
Login
Benchmarking
Usernaue Password

Confizuration uic:1 pricic Login

Go Tradel
Web Primitives First time user? Please Register

Eegister With Trade

Powered By
WebSphers

Created with IBM WebSphere Advanced, Visual Age for Java and WebSphere Studio

e-husiness Copyrighe 2000, BB Corporation

|4 mtermet Y

|&] pore |
Figure 9-64 Trade application logon

12.Accept the default password and click Logon.
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ww.company/WebSpheresamples/TradeSample/TradeDocs /index.html - Micrasoft Intern:

=101 |

JFiIe Edit Wiew Favorites Tools  Help

| wBak + = - @D [ & Busearch [EFavortes (HAHistory |

| aciress [@] it ffuann comp phereSamples TradeSample/ TradeDoesfindex html

j@en‘

IBM o @
WebsSphere e

Perfarmance Application WebSphere Performance Benchmark Sample

Trade Home

O%arviny Login operation successful; User wid:1 has been logged in

echere el Current Marke: Conditisns
Documentation Towr Tomes Fudustrial 10,000 (+25)

Hasdag Camposite 4,400 (+23)

EBenchmarking Welcome uid:1
Configuration Tour current account balance is: $172533.0

Go Tradel

Please select from the available services listed below. Go Tradel

W eh Primitives

Humel Account | Fortfolio | Cluote/Buy

Log Off
Powered By
o

Created with IBM WebSphere Advanced, Visual Age for Java and WehSphere Studio
Copyright 2000, TEM Corperation.

e-husiness

|&] pone [ [ | meemet

Figure 9-65 Trade application status window

13.Enter a number in the Quote/Buy field and click Quote/Buy.
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ebSpheresamples, Tradesample/ TradeDacs/index.html - Microsoft Internet Expl

=10ix]

JFlIe Edt  View Favorites Tools Help

| wBack - = - @ [ A Goearch [GiFavortes (BHistory |

| address [&] http:jjww. compary/webSpheresamplesi Tradesample; TradeDocsjindex html

j@Gu‘

Peformnce Applicaion.

By g &
WebSphere e

WebSphera Performance Banchmark Sampla

Teaic Quoie

Tt Status Your get quote operation succeeded,

Technical
Documentation Current (Juote for uid:1

Hate: Guotes deliyed up 10 Samiromes. You ey by or choose from the awdlable services listed belovr.
Benchmarking
Bttt Symbaol Price Details Buy Refresh Quote
. Buy 100 Quote

G Tradel s:14 99.0 details

Wieb Primitives
Home | Account | Portiolio | Quote/Buy =1 Log Off

Powered By
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Figure 9-66 Trade application stock quote

14.Click Buy to purchase the offered stock.
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Figure 9-67 Trade application portfolio

15.Get a few quotes, buy and sell some stock.

16.Click Portfolio to get a listing of your current stocks.
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17.Click Home to get your account balance.
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Configuration files

This appendix contains configuration files for the example environment described
in Chapter 8., “Sample ASP environment” on page 227.
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ASP environment configuration files

Primary load balancer node
Example 9-8 ASP-Environment.cfg

ndcontrol set loglevel 1
ndcontrol executor start

ndcontrol cluster add 192.168.10.60 primaryhost 192.168.10.14

ndcontrol cluster set 192.168.10.60 proportions 45 45 10 0

ndcontrol port add 192.168.10.60:80

ndcontrol server add 192.168.10.60:80:Caching-Proxy-2 address 192.168.10.4
ndcontrol server add 192.168.10.60:80:Caching-Proxy-1 address 192.168.10.18

ndcontrol cluster add 192.168.10.70 primaryhost 192.168.10.14

ndcontrol cluster set 192.168.10.70 proportions 45 45 10 0

ndcontrol port add 192.168.10.70:80

ndcontrol server add 192.168.10.70:80:HTTP-Server-1 address 192.168.10.27
ndcontrol server add 192.168.10.70:80:HTTP-Server-2 address 192.168.10.29

ndcontrol manager start manager.log 10004
ndcontrol advisor start Http 192.168.10.70:80 TradeCluster.log
ndcontrol advisor start Ping 192.168.10.60:80 TradeProxy.log

ndcontrol highavailability heartbeat add 192.168.10.14 192.168.10.15
ndcontrol highavailability backup add primary=192.168.10.14 manual 10009
ndcontrol highavailability reach add 192.168.10.12

Backup load balancer node
Example 9-9 ASP-Environment.cfg

ndcontrol set loglevel 1
ndcontrol executor start

ndcontrol cluster add 192.168.10.60 primaryhost 192.168.10.15

ndcontrol cluster set 192.168.10.60 proportions 45 45 10 0

ndcontrol port add 192.168.10.60:80

ndcontrol server add 192.168.10.60:80:Caching-Proxy-2 address 192.168.10.4
ndcontrol server add 192.168.10.60:80:Caching-Proxy-1 address 192.168.10.18

ndcontrol cluster add 192.168.10.70 primaryhost 192.168.10.15

ndcontrol cluster set 192.168.10.70 proportions 45 45 10 0

ndcontrol port add 192.168.10.70:80

ndcontrol server add 192.168.10.70:80:HTTP-Server-1 address 192.168.10.27
ndcontrol server add 192.168.10.70:80:HTTP-Server-2 address 192.168.10.29
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ndcontrol manager start manager.log 10004
ndcontrol advisor start Http 192.168.10.70:80 TradeCluster.log
ndcontrol advisor start Ping 192.168.10.60:80 TradeProxy.log

ndcontrol highavailability heartbeat add 192.168.10.15 192.168.10.14
ndcontrol highavailability backup add backup=192.168.10.15 manual 10009
ndcontrol highavailability reach add 192.168.10.12

Web Application server node
Example 9-10 ASP-Example-cfg.xml

<?xml version="1.0"?>
<IDOCTYPE websphere-sa-config SYSTEM
"file:///$XMLConfigDTDLocation$$dsep$xmiconfig.dtd" >
<websphere-sa-config>

<virtual-host action="update" name="foo24host">

skipping the mime table...

<alias-list>
<alias>foo24host:81</alias>
<alias>foo24host.itso.ral.ibm.com:81</alias>
</alias-list>
</virtual-host>
<virtual-host action="update" name="fakehost">

skipping the mime table...

<alias-list>
<alias>fakehost:81</alias>
<alias>fakehost.itso.ral.ibm.com:81</alias>
</alias-list>
</virtual-host>
<jms-provider action="update" name="IBM MQSeries">
<description>After MQSeries is installed on one or more nodes
this provider may be used by specifying the classpath on the
nodes tab of the property notebook in the Admin Console or
with the install command of wscp or xmlconfig.</description>

<external-initial-context-factory>com.ibm.websphere.naming.WsnInitialContextFac

tory</external-initial-context-factory>
<external-provider-url>iiop://localhost</external-provider-url>
<jndi-binding-mechanism></jndi-binding-mechanism>
</jms-provider>
<url-provider action="update" name="Default URL Provider">
<description>This is the URL Provider for the protocols
supported by the JDK (e.g., http, file, ftp, etc.). The
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protocol and stream handler class name properties are not
used for this provider.</description>
<protocol>unused</protocol>
<stream-handler-class-name>unused</stream-handler-class-name>
<install-info>
<node-name>rs60008</node-name>
<jar-file-location>unused</jar-file-location>
</install-info>
<install-info>
<node-name>rs600035</node-name>
<jar-file-location>unused</jar-file-location>
</install-info>
</url-provider>
<jdbc-driver action="update" name="Sample DB Driver">

<implementation-class>COM.ibm.db2.jdbc.DB2ConnectionPoolDataSource</implementat
jon-class>
<description>Example Data Source</description>
<data-source action="update" name="foo24_ DS">
<database-name>foo24db</database-name>
<minimum-pool-size>1</minimum-pool-size>
<maximum-pool-size>10</maximum-pool-size>
<connection-timeout>180</connection-timeout>
<idle-timeout>1800</idle-timeout>
<orphan-timeout>1800</orphan-timeout>
<statement-cache-size>100</statement-cache-size>
<default-user>db2admin</default-user>
<default-password>{xor}0z1tPjsyNjE=</default-password>

<disable-auto-connectioncleanup>false</disable-auto-connectioncleanup>

<description>DataSource for Customer www.foo24trade</description>
<jndi-name>jdbc/fo024_DS</jndi-name>
<config-properties/>

</data-source>

<data-source action="update" name="fake_DS">
<database-name>fakeDB</database-name>
<minimum-pool-size>1</minimum-pool-size>
<maximum-pool-size>10</maximum-pool-size>
<connection-timeout>180</connection-timeout>
<idle-timeout>1800</idle-timeout>
<orphan-timeout>1800</orphan-timeout>
<statement-cache-size>100</statement-cache-size>
<default-user>db2admin</default-user>
<default-password>{xor}0z1tPjsyNjE=</default-password>

<disable-auto-connectioncleanup>false</disable-auto-connectioncleanup>
<description>DataSource for Customer www.faketrade</description>
<jndi-name>jdbc/fake_DS</jndi-name>
<config-properties/>
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</data-source>
<install-info>
<node-name>rs60008</node-name>

<jdbc-zipfile-location>/home/db2instl//sql1ib/javal2/db2java.zip</jdbc-zipfile-
location>
</install-info>
<install-info>
<node-name>rs600035</node-name>

<jdbc-zipfile-location>/home/db2instl//sql1ib/javal2/db2java.zip</jdbc-zipfile-
location>
</install-info>
</jdbc-driver>
<node action="update" name="rs600035"/>
<node action="update" name="rs60008"/>
<security-config security-cache-timeout="600" security-enabled="false">
<app-security-defaults>
<realm-name>Default</realm-name>
<challenge-type ssl-enabled="false">
<basic-challenge/>
</challenge-type>
</app-security-defaults>
<auth-mechanism>
<localos>
<user-id></user-id>
<password>{xor}</password>
</localos>
</auth-mechanism>
<ssl-config>

<key-file-name>${WAS_HOME}/etc/DummyServerKeyFile. jks</key-file-name>
<key-file-password>{xor}CDo9Hgw=</key-file-password>
<key-file-format>0</key-file-format>
<client-authentication>false</client-authentication>
<security-level>0</security-Tlevel>
<crypto-hardware-enabled>false</crypto-hardware-enabled>
<crypto-Tibrary-file></crypto-library-file>
<crypto-password>{xor}</crypto-password>
<crypto-token-type></crypto-token-type>

<trust-file-name>${WAS_HOME}/etc/DummyServerTrustFile.jks</trust-file-name>
<trust-file-password>{xor}CDo9Hgw=</trust-file-password>
<property name="com.ibm.ss1.protocol" value="SSLv3"/>
</ss1-config>
</security-config>
<server-group action="update" name="foo24ServerGroup">
<server-group-attributes>
<executable>java</executable>
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<command-1ine-arguments/>

<environment/>

<user-id></user-id>

<group-id></group-id>
<working-directory></working-directory>
<umask>18</umask>

<stdin></stdin>

<stdout>stdout.txt</stdout>
<stderr>stderr.txt</stderr>
<process-priority>20</process-priority>
<maximum-startup-attempts>2</maximum-startup-attempts>
<ping-interval>60</ping-interval>
<ping-timeout>200</ping-timeout>
<ping-initial-timeout>600</ping-initial-timeout>
<selection-policy>roundrobinpreferlocal</selection-policy>
<trace-specification></trace-specification>
<trace-output></trace-output>
<transaction-log-file></transaction-log-file>
<olt-enabled>false</olt-enabled>
<system-properties/>
<debug-enabled>false</debug-enabled>
<transaction-timeout>120</transaction-timeout>

<transaction-inactivity-timeout>60000</transaction-inactivity-timeout>

<thread-pool-size>20</thread-pool-size>
<module-visibility>3</module-visibility>

<use-domain-qualified-user-names>false</use-domain-qualified-user-names>

<default-data-source></default-data-source>
<security-enabled>false</security-enabled>
<cache-config>
<cache-size>2047</cache-size>
<cache-sweep-interval>1000</cache-sweep-interval>
<passivation-directory></passivation-directory>
</cache-config>
<log-file-spec></log-file-spec>
<olt-server-host>Tocalhost</olt-server-host>
<olt-server-port>2102</olt-server-port>
<selection-policy>roundrobinpreferlocal</selection-policy>
<source-path></source-path>
<thread-pool-size>20</thread-pool-size>
<jvm-config>
<initial-heap-size>0</initial-heap-size>
<max-heap-size>0</max-heap-size>
<system-properties/>

<additional-command-1ine-arguments></additional-command-1ine-arguments>

<debug-mode>false</debug-mode>
<debug-string></debug-string>
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<run-hprof>false</run-hprof>
<hprof-args></hprof-args>
<disable-jit>false</disable-jit>
<verbose-class-loading>false</verbose-class-loading>
<verbose-jni>false</verbose-jni>
<verbose-gc>false</verbose-gc>
<boot-classpath-replace></boot-classpath-replace>
<boot-classpath-append></boot-classpath-append>
<boot-classpath-prepend></boot-classpath-prepend>
</jvm-config>
<web-container>
<dynamic-cache-config>
<enabled>false</enabled>
<cache-size>1000</cache-size>
<default-priority>1</default-priority>
</dynamic-cache-config>
<transport name="http">
<transport-host>*</transport-host>
<transport-port>9080</transport-port>
<http-transport>
<connection-timeout>5</connection-timeout>
<backlog-connections>511</backlog-connections>
<keep-alive-timeout>5</keep-alive-timeout>
<maximum-keep-alive>25</maximum-keep-alive>
<maximum-req-keep-alive>100</maximum-req-keep-alive>
<ssl-enabled>false</ss1-enabled>
</http-transport>
</transport>
<thread-maximum-size>50</thread-maximum-size>
<thread-minimum-size>10</thread-minimum-size>
<thread-inactivity-timeout>10</thread-inactivity-timeout>
<thread-is-growable>false</thread-is-growable>
<session-manager>

<enable-security-integration>false</enable-security-integration>
<enable-ss1-tracking>false</enable-ss1-tracking>

<invalidation-schedule-first-hour>0</invalidation-schedule-first-hour>

<invalidation-schedule-second-hour>0</invalidation-schedule-second-hour>
<persistent-db2-row-size>0</persistent-db2-row-size>

<maximum-1inmemory-session-count>1000</maximum-1inmemory-session-count>
<write-contents>0</write-contents>
<write-frequency>0</write-frequency>
<write-interval>120</write-interval>
<enable-sessions>false</enable-sessions>
<enable-url-rewriting>false</enable-url-rewriting>
<enable-cookies>true</enable-cookies>
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<enable-protocol-switch-rewriting>false</enable-protocol-switch-rewriting>
<cookie name="JSESSIONID">
<domain></domain>
<maximum>-1</maximum>
<path>/</path>
<secure>false</secure>
</cookie>
<tuning-invalidation-time>30</tuning-invalidation-time>
<persistent-sessions>false</persistent-sessions>
<data-source name="">
<default-user></default-user>
<default-password>{xor}</default-password>
</data-source>
<persistent-table-space-name/>
<using-multi-row>false</using-multi-row>
<allow-overflow>true</allow-overflow>
</session-manager>
</web-container>
<orb-config>
<bootstrap-host-name/>
<bootstrap-port>900</bootstrap-port>
<comm-trace-enabled>false</comm-trace-enabled>
<connection-cache-maximum>240</connection-cache-maximum>
<connection-cache-minimum>100</connection-cache-minimum>
<external-config-url/>
<force-tunnel>whenrequired</force-tunnel>
<listener-port>0</listener-port>
<locate-request-timeout>180</locate-request-timeout>
<local-host-name/>
<1sd-host-name/>
<no-local-copies>false</no-local-copies>
<request-retries-count>1</request-retries-count>
<request-retries-delay>0</request-retries-delay>
<request-timeout>180</request-timeout>
<thread-pool-size>20</thread-pool-size>
<tunnel-agent-url/>
<rmi-remote-code-base/>
<ss1-listener-port>0</ssl1-1istener-port>
</orb-config>
<custom-service-config-list/>
</server-group-attributes>
<clone name="f0024Clone-1">
<parent-node>rs60008</parent-node>
</clone>
<clone name="foo24clone-2">
<parent-node>rs600035</parent-node>
</clone>
</server-group>
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<server-group action="update" name="fakeServerGroup">
<server-group-attributes>

<executable>java</executable>
<command-1ine-arguments/>
<environment/>
<user-id></user-id>
<group-id></group-id>
<working-directory></working-directory>
<umask>18</umask>
<stdin></stdin>
<stdout>stdout.txt</stdout>
<stderr>stderr.txt</stderr>
<process-priority>20</process-priority>
<maximum-startup-attempts>2</maximum-startup-attempts>
<ping-interval>60</ping-interval>
<ping-timeout>200</ping-timeout>
<ping-initial-timeout>600</ping-initial-timeout>
<selection-policy>roundrobinpreferlocal</selection-policy>
<trace-specification></trace-specification>
<trace-output></trace-output>
<transaction-log-file></transaction-log-file>
<olt-enabled>false</olt-enabled>
<system-properties/>
<debug-enabled>false</debug-enabled>
<transaction-timeout>120</transaction-timeout>

<transaction-inactivity-timeout>60000</transaction-inactivity-timeout>
<thread-pool-size>20</thread-pool-size>
<module-visibility>3</module-visibility>

<use-domain-qualified-user-names>false</use-domain-qualified-user-names>
<default-data-source></default-data-source>
<security-enabled>false</security-enabled>
<cache-config>
<cache-size>2047</cache-size>
<cache-sweep-interval>1000</cache-sweep-interval>
<passivation-directory></passivation-directory>
</cache-config>
<log-file-spec></log-file-spec>
<olt-server-host>Tocalhost</olt-server-host>
<olt-server-port>2102</olt-server-port>
<selection-policy>roundrobinpreferlocal</selection-policy>
<source-path></source-path>
<thread-pool-size>20</thread-pool-size>
<jvm-config>
<initial-heap-size>0</initial-heap-size>
<max-heap-size>0</max-heap-size>
<system-properties/>
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<additional-command-1ine-arguments></additional-command-1ine-arguments>
<debug-mode>false</debug-mode>
<debug-string></debug-string>
<run-hprof>false</run-hprof>
<hprof-args></hprof-args>
<disable-jit>false</disable-jit>
<verbose-class-loading>false</verbose-class-loading>
<verbose-jni>false</verbose-jni>
<verbose-gc>false</verbose-gc>
<boot-classpath-replace></boot-classpath-replace>
<boot-classpath-append></boot-classpath-append>
<boot-classpath-prepend></boot-classpath-prepend>
</jvm-config>
<web-container>
<dynamic-cache-config>
<enabled>false</enabled>
<cache-size>1000</cache-size>
<default-priority>1</default-priority>
</dynamic-cache-config>
<transport name="http">
<transport-host>*</transport-host>
<transport-port>9080</transport-port>
<http-transport>
<connection-timeout>5</connection-timeout>
<backlog-connections>511</backlog-connections>
<keep-alive-timeout>5</keep-alive-timeout>
<maximum-keep-alive>25</maximum-keep-alive>
<maximum-req-keep-alive>100</maximum-req-keep-alive>
<ssl-enabled>false</ss1-enabled>
</http-transport>
</transport>
<thread-maximum-size>50</thread-maximum-size>
<thread-minimum-size>10</thread-minimum-size>
<thread-inactivity-timeout>10</thread-inactivity-timeout>
<thread-is-growable>false</thread-is-growable>
<session-manager>

<enable-security-integration>false</enable-security-integration>
<enable-ss1-tracking>false</enable-ss1-tracking>

<invalidation-schedule-first-hour>0</invalidation-schedule-first-hour>

<invalidation-schedule-second-hour>0</invalidation-schedule-second-hour>
<persistent-db2-row-size>0</persistent-db2-row-size>

<maximum-1inmemory-session-count>1000</maximum-1inmemory-session-count>

<write-contents>0</write-contents>
<write-frequency>0</write-frequency>
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<write-interval>120</write-interval>
<enable-sessions>false</enable-sessions>
<enable-url-rewriting>false</enable-url-rewriting>
<enable-cookies>true</enable-cookies>

<enable-protocol-switch-rewriting>false</enable-protocol-switch-rewriting>
<cookie name="JSESSIONID">
<domain></domain>
<maximum>-1</maximum>
<path>/</path>
<secure>false</secure>
</cookie>
<tuning-invalidation-time>30</tuning-invalidation-time>
<persistent-sessions>false</persistent-sessions>
<data-source name="">
<default-user></default-user>
<default-password>{xor}</default-password>
</data-source>
<persistent-table-space-name/>
<using-multi-row>false</using-multi-row>
<allow-overflow>true</allow-overflow>
</session-manager>
</web-container>
<orb-config>
<bootstrap-host-name/>
<bootstrap-port>900</bootstrap-port>
<comm-trace-enabled>false</comm-trace-enabled>
<connection-cache-maximum>240</connection-cache-maximum>
<connection-cache-minimum>100</connection-cache-minimum>
<external-config-url/>
<force-tunnel>whenrequired</force-tunnel>
<listener-port>0</listener-port>
<locate-request-timeout>180</1ocate-request-timeout>
<local-host-name/>
<1sd-host-name/>
<no-local-copies>false</no-local-copies>
<request-retries-count>1</request-retries-count>
<request-retries-delay>0</request-retries-delay>
<request-timeout>180</request-timeout>
<thread-pool-size>20</thread-pool-size>
<tunnel-agent-url/>
<rmi-remote-code-base/>
<ss1-listener-port>0</ssl1-1istener-port>
</orb-config>
<custom-service-config-list/>
</server-group-attributes>
<clone name="fakeClone-1">
<parent-node>rs60008</parent-node>
</clone>
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<clone name="fakeClone-2">
<parent-node>rs600035</parent-node>
</clone>
</server-group>
<enterprise-application action="create" name="fo0024TradeApp">
<source-node>rs600035</source-node>

<ear-file-name>/usr/websphere/appserver/installableApps/TradeSample.ear</ear-fi
le-name>
<enterprise-app-install-info>
<node-name>rs60008</node-name>

<ear-install-directory>/usr/websphere/appserver/installedApps/foo24TradeApp.ear
</ear-install-directory>
</enterprise-app-install-info>
<enterprise-app-install-info>
<node-name>rs600035</node-name>

<ear-install-directory>/usr/websphere/appserver/installedApps/foo24TradeApp.ear
</ear-install-directory>
</enterprise-app-install-info>
<application-binding>
<authorization-table/>
<run-as-map/>
</application-binding>
<ejb-module name="Trade Sample EJB">
<jar-file>TradeEJBs.jar</jar-file>
<module-install-info>
<server-group-name>foo24ServerGroup</server-group-name>
</module-install-info>
<ejb-module-binding>
<data-source>
<jndi-name>jdbc/fo024_DS</jndi-name>
<default-user>db2admin</default-user>
<default-password>{xor}0z1tPjsyNjE=</default-password>
</data-source>
<enterprise-bean-binding name="Sesion_1_Bnd">
<jndi-name>trade/TradeHome</jndi-name>
<ejb-ref-binding name="EjbRefBinding_1">
<jndi-name>trade/AccountHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_2">
<jndi-name>trade/HoldingHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_3">
<jndi-name>trade/KeySequenceHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_4">
<jndi-name>trade/KeysEntityHome</jndi-name>
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</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_5">
<jndi-name>trade/ProfileHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_6">
<jndi-name>trade/QuoteHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_7">
<jndi-name>trade/TradeRegistryHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_8">
<jndi-name>trade/TradeHome</jndi-name>
</ejb-ref-binding>
</enterprise-bean-binding>
<enterprise-bean-binding name="Sesion_2_Bnd">
<jndi-name>trade/KeySequenceHome</jndi-name>
<ejb-ref-binding name="EjbRefBinding_9">
<jndi-name>trade/KeysEntityHome</jndi-name>
</ejb-ref-binding>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_1 Bnd">
<jndi-name>trade/ProfileHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_2 Bnd">
<jndi-name>trade/Ho1dingHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_ 5 Bnd">
<jndi-name>trade/QuoteHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_3 Bnd">
<jndi-name>trade/AccountHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_4 Bnd">
<jndi-name>trade/TradeRegistryHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_6_Bnd">
<jndi-name>trade/KeysEntityHome</jndi-name>
</enterprise-bean-binding>
</ejb-module-binding>
</ejb-module>
<web-module name="theme Web Application">
<war-file>theme.war</war-file>
<context-root>/tradetheme</context-root>
<module-install-info>
<server-group-name>foo24ServerGroup</server-group-name>
</module-install-info>
<web-module-binding>
<virtual-host-name>foo24host</virtual-host-name>
</web-module-binding>
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</web-module>
<web-module name="trade Web Application">
<war-file>Trade.war</war-file>
<context-root>/WebSphereSamples/TradeSample</context-root>
<module-install-info>
<server-group-name>foo024ServerGroup</server-group-name>
</module-install-info>
<web-module-binding>
<virtual-host-name>foo24host</virtual-host-name>
<ejb-ref-binding name="EjbRefBinding_1">
<jndi-name>trade/AccountHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_2">
<jndi-name>trade/HoldingHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_3">
<jndi-name>trade/KeySequenceHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_4">
<jndi-name>trade/KeysEntityHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_5">
<jndi-name>trade/ProfileHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_6">
<jndi-name>trade/QuoteHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_7">
<jndi-name>trade/TradeRegistryHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_8">
<jndi-name>trade/TradeHome</jndi-name>
</ejb-ref-binding>
<resource-ref-binding name="ResourceRefBinding_1">
<jndi-name>jdbc/fo024_DS</jndi-name>
<basic-auth-data>
<user-id/>
<password/>
</basic-auth-data>
</resource-ref-binding>
</web-module-binding>
</web-module>
</enterprise-application>
<enterprise-application action="create" name="fakeTradeApp">
<source-node>rs600035</source-node>

<ear-file-name>/usr/websphere/appserver/installableApps/TradeSample.ear</ear-fi

le-name>
<enterprise-app-install-info>

370  Patterns for the Edge of Network



<node-name>rs60008</node-name>

<ear-install-directory>/usr/websphere/appserver/installedApps/fakeTradeApp.ear<
/ear-install-directory>
</enterprise-app-install-info>
<enterprise-app-install-info>
<node-name>rs600035</node-name>

<ear-install-directory>/usr/websphere/appserver/installedApps/fakeTradeApp.ear<
/ear-install-directory>
</enterprise-app-install-info>
<application-binding>
<authorization-table/>
<run-as-map/>
</application-binding>
<ejb-module name="Trade Sample EJB">
<jar-file>TradeEJBs.jar</jar-file>
<module-install-info>
<server-group-name>fakeServerGroup</server-group-name>
</module-install-info>
<ejb-module-binding>
<data-source>
<jndi-name>jdbc/fake_DS</jndi-name>
<default-user>db2admin</default-user>
<default-password>{xor}0z1tPjsyNjE=</default-password>
</data-source>
<enterprise-bean-binding name="Sesion_1_Bnd">
<jndi-name>trade/TradeHome</jndi-name>
<ejb-ref-binding name="EjbRefBinding_1">
<jndi-name>trade/AccountHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_2">
<jndi-name>trade/HoldingHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_3">
<jndi-name>trade/KeySequenceHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_4">
<jndi-name>trade/KeysEntityHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_5">
<jndi-name>trade/ProfileHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_6">
<jndi-name>trade/QuoteHome</jndi-name>
</ejb-ref-binding>
<ejb-ref-binding name="EjbRefBinding_7">
<jndi-name>trade/TradeRegistryHome</jndi-name>
</ejb-ref-binding>
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<ejb-ref-binding name="EjbRefBinding_8">
<jndi-name>trade/TradeHome</jndi-name>
</ejb-ref-binding>
</enterprise-bean-binding>
<enterprise-bean-binding name="Sesion_2_Bnd">
<jndi-name>trade/KeySequenceHome</jndi-name>
<ejb-ref-binding name="EjbRefBinding_9">
<jndi-name>trade/KeysEntityHome</jndi-name>
</ejb-ref-binding>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_1 Bnd">
<jndi-name>trade/ProfileHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity 2 Bnd">
<jndi-name>trade/Ho1dingHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity 5 Bnd">
<jndi-name>trade/QuoteHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_3 Bnd">
<jndi-name>trade/AccountHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_4 Bnd">
<jndi-name>trade/TradeRegistryHome</jndi-name>
</enterprise-bean-binding>
<enterprise-bean-binding name="ContainerManagedEntity_6_Bnd">
<jndi-name>trade/KeysEntityHome</jndi-name>
</enterprise-bean-binding>
</ejb-module-binding>
</ejb-module>
<web-module name="theme Web Application">
<war-file>theme.war</war-file>
<context-root>/tradetheme</context-root>
<module-install-info>
<server-group-name>fakeServerGroup</server-group-name>
</module-install-info>
<web-module-binding>
<virtual-host-name>fakehost</virtual-host-name>
</web-module-binding>
</web-module>
<web-module name="trade Web Application">
<war-file>Trade.war</war-file>
<context-root>/WebSphereSamples/TradeSample</context-root>
<module-install-info>
<server-group-name>fakeServerGroup</server-group-name>
</module-install-info>
<web-module-binding>
<virtual-host-name>fakehost</virtual-host-name>
<ejb-ref-binding name="EjbRefBinding_1">
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<jndi-name>trade/AccountHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_2">
<jndi-name>trade/HoldingHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_3">
<jndi-name>trade/KeySequenceHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_4">
<jndi-name>trade/KeysEntityHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_5">
<jndi-name>trade/ProfileHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_6">
<jndi-name>trade/QuoteHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_7">
<jndi-name>trade/TradeRegistryHome</jndi-name>

</ejb-ref-binding>

<ejb-ref-binding name="EjbRefBinding_8">
<jndi-name>trade/TradeHome</jndi-name>

</ejb-ref-binding>

<resource-ref-binding name="ResourceRefBinding_1">
<jndi-name>jdbc/fake_DS</jndi-name>
<basic-auth-data>

<user-id/>
<password/>

</basic-auth-data>

</resource-ref-binding>

</web-module-binding>
</web-module>
</enterprise-application>
</websphere-sa-config>
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Glossary

3270 Web bridge. A feature of CICS Web Support
which Web enables CICS transactions written for
3270 terminal input/output without modification of
the source code or screen maps. It is an ideal
solution for an existing application that needs to be
accessed from the Web, especially if the code is too
fragile to be changed or is not available.

A

ACK. The ACK control bit, which occupies no
sequence space, acknowledges receipt of all
previous communication by specifying the next
sequence number that is expected.

address. A unique code assigned to each device or
workstation connected to a network. A standard IP
address is a 32— bit address field containing two
parts: the network address, and the host number.

Administration Console. The Administration
Console (graphical interface) is a Java application
that is used to perform configuration, administration
and tracing tasks, as well as integrating and
configuring new profiles and transcoders.

advisor. Advisors are a function of the Dispatcher
component that collect and analyze feedback from
individual servers and inform the manager function
about server load.

affinity. The process of identifying the types of
processing that a server can perform and directing a
processing request to that server based on the
processing type.

agent. (1) In systems management, a user that, for
a particular interaction, has assumed an agent role.
(2) An entity that represents one or more managed
objects by (a) emitting notifications regarding the
objects and (b) handling requests from managers for
management operations to modify or query the
objects.

© Copyright IBM Corp. 2002. All rights reserved.

alias. An additional name assigned to a server. The
alias makes the server independent of the name of
its host machine. The alias must be defined in the
domain name server.

AOR (application-owning region). A CICS
region in a MRO environment that “owns” the
CICS applications, and invokes them on behalf of
remotely attached terminal (or Web) users. See
also TOR, FOR and listener region.

API (Application Programming Interface).
Application programming interface. A set of calling
conventions defining how a service is invoked
through a software package.

APPC (Advanced Program-to-Program
communication). An implementation of the SNA LU
6.2 protocol that allows interconnected systems to
communicate and share the processing of
programs.

Applet. A Java applet is a small application program
that is downloaded to and executed on a Web
browser or network computer. A Java applet typically
performs the type of operations that client code
would perform in a client/server architecture. It edits
input, controls the screen, and communicates
transactions to a server, which in turn performs the
data or database operations.

backup. When the Dispatcher load balancing
component is configured for high availability, a
backup is the partner of the primary machine. The
backup machine monitors the status of the primary
machine and takes over if necessary.

bandwidth. The difference between the highest and
lowest frequencies of a transmission channel; the
amount of data that can be sent through a given
communication circuit per second.
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begin range. In rules-based load balancing, the
lower value specified in a rule. The default for this
value depends on the type of rule.

BLI (business logic interface). An externally
callable interface provided by CICS Web support. It
allows a client to invoke the business logic in a CICS
application. It is implemented by the module
DFHWBBLI. It provides a mechanism for
implementing Web-aware presentation logic in the
converter. The converter provides Decode and
Encode routines to receive and send the HTTP
presentation logic.

BMP (bean-managed persistence) bean. An
enterprise bean that manages its own persistence.

browser. An application that displays World Wide
Web documents, usually referred to as a Web
browser.

(o

Cache Server. Some networks use a cache server
to store Web pages and other data, so that if the
same pages are requested frequently, they can be
served from the cache rather than repeatedly
retrieved from external Web servers. The external
cache is an HTTP proxy such as IBM Web Traffic
Express. IBM WebSphere Transcoding Publisher
can use it to store and retrieve transcoded Web
pages and intermediate results to avoid repeating
the transcoding of frequently accessed pages and
giving thus better performance.

cache. A local store of content that is managed by a
proxy or an external cache manager.

Caching Proxy. A caching proxy server that can
help speed up end-user response time through
efficient caching schemes. The WebSphere Edge
Server Caching Proxy also can be used as a filtering
point and to enable other Edge Server functions.

CBR. Content Based Routing. A component of
Network Dispatcher, CBR works with the Caching
Proxy to load balance incoming requests based on
the content of the requests.
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cbrcontrol. Provides the interface to the Content
Based Router component of Network Dispatcher.

cbrserver. In CBR, handles the requests from the
executor, manager and advisors.

CCF (Common Connector Framework). IBM’s
common client programming model for connectors.
These interfaces allow VisualAge for Java's
Enterprise Access Builder for transactions to easily
build Java applets or servlets to access programs or
transactions in a CICS region. The CCF also
provides a common infrastructure programming
model for connectors, which gives a component
environment such as WebSphere a standard view of
a connector.

CGI (Common Gateway Interface). A defined
standard that describes how a Web Server can
communicate with another application (the CGl
program) on the same machine. Usually a CGl
program is a small program that takes data from a
Web server and does something with it, like execute
a database query.

CICS (Customer Information Control System).
A distributed on-line transaction processing system
designed to support a network of many terminals.
The CICS family of products is available for a variety
of platforms ranging from a single workstation to the
largest mainframe.

CICS CORBA client support. A feature which
allows a client on any platform, including a Web
browser or a Web server, to access a CICS Java
application, provided the request conforms to
CORBA (Common Object Request Broker
Architecture) standards. CICS Transaction Server
V1.3 also provides support for writing new CICS
applications in Java and for wrapping existing
applications with this interface.

CICS Gateway for Java. The CICS Gateway for
Java has been superseded by the CICS Transaction
Gateway.



CICS Universal Client. A program which provides
an API for connectivity to CICS from
non-System/390 server platforms, including OS/2,
Windows NT, Windows 95 and 98, AlX and Solaris.
It can be used from a server program written in most
of the languages that these platforms support,
including C, C++, COBOL, PL/I, and REXX. Itis also
available to programs using object classes for C++,
the Microsoft COM interface, and VisualAge, Visual
C++, Visual Basic, and PowerBuilder.

CIG (CICS Internet Gateway). An early method of
Web-enabling 3270 transactions provided with the
CICS Client. The CICS Internet Gateway has now
been superseded by the CICS Transaction Gateway
Terminal Servlet.

client. A computer system or process that requests
a service of another computer system or process.
For example, a workstation or personal computer
requesting HTML documents from a Web serveris a
client of that server.

As in client-server computing, the application that
makes requests to the server and, often, handles the
interaction necessary with the user.

client-server computing. A form of distributed
processing, in which the task required to be
processed is accomplished by a client portion that
requests services and a server portion that fulfills
those requests. The client and server remain
transparent to each other in terms of location and
platform. See client and server.

cluster address. In the Dispatcher, the address to
which clients connect.

cluster. In the Dispatcher load balancing
component, a cluster is a group of TCP or UDP
servers that are used for the same purpose and are
identified by a single host name.

clustered server. A server that the Dispatcher
groups with other servers into a single virtual server.
Network Dispatcher balances TCP or UDP traffic
among these clustered servers.

Clustering. Clustering is a technique used to
provide scalability through the use of multiple copies
of an application on the same or separate machines.
Careful management of the different applications is
necessary to ensure that they work together
effectively. WebSphere has limited clustering
support in Version 2.x and more support in Version
3.0.

COMMAREA. A buffer or data area used by a CICS
program to hold input and output data when LINKed
(called) as a subroutine from another CICS program.

commit. An action that an transaction processing
monitor takes, to make permanent the changes it
has made to recoverable resources during a logical
unit of work.

Connectors. The term connectors, or e-business
connectors, is used to describe gateway products
from IBM that allow access to enterprise data on
back-end systems over the Internet. They include
direct browser access to back-end systems such as
DB2 through Net.data and also Java access through
products such as the CICS Gateway for Java. See
http://www.ibm.com/software/ebusiness/conne
ctors.html for more information.

CORBA (Common Object Request Broker
Architecture). A cross-platform, industry-standard
distributed object protocol. CORBA is used to locate
and use objects on a variety of platforms, written in
a variety of languages across a network. See
http://www.omg.org for more information on
CORBA.

cross port affinity. Cross port affinity is the affinity
(sticky) feature expanded to cover across multiple
ports.

CTG (CICS Transaction Gateway). A set of
software components which enable CICS
transaction and programs to be invoked from Java
programs.
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CWI (CICS Web Interface). A set of resources
supplied with CICS/ESA V4.1 and CICS TS V1.2
that allows CICS programs to be invoked from the
Internet. Superseded by CICS Web support.

CWS (CICS Web support). A set of resources
supplied with CICS TS V1.3 that provide CICS with
functionality similar to a real Web server, and allows
both CICS programs and 3270 transactions to be
invoked from the Internet. See also CICS Web
Interface.

D

Dispatcher. A component of WebSphere Edge
Server Load Balancer (Network Dispatcher) that
balances TCP or UDP traffic among groups of
individual linked servers in a cluster. The Dispatcher
machine is the server running the Dispatcher code.
Also referred to as the Dispatcher component of
Load Balancer.

E

EAB (Enterprise Access Builder). A framework
and tools provided by VisualAge for Java, that work
in conjunction with connectors such as the CICS
Transaction Gateway (CICS connector) to allow you
to access the function and data within Enterprise
Information Systems (such as CICS).

e-business. e-business is a term used by IBM to
describe the use of Internet technologies to
transform business processes. What this means in
practice is using Internet clients such as Web
browsers as front ends for applications that access
back-end legacy systems to allow greater access.
See http://www.software.ibm.com/ebusiness
for more information.

ECI (External Call Interface). An application
programming interface (API) provided by the CICS
client that enables an application to call a CICS
program as a subroutine. The client application
communicates with the server CICS program using
a data area called a COMMAREA.
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enterprise bean. An EJB component that
implements a business task or business entity.

Enterprise Java Beans. Despite the name,
Enterprise Java Beans or EJBs are not Java Beans.
Enterprise Java Beans are server-side Java
components that are designed for distributed
environments. They do not exist in isolation but are
rather deployed in containers that provide services
such as security, naming and directory services and
persistent storage. WebSphere Application Serveris
just such a container. See
http://java.sun.com/products/ejb/ for more
information.

entity bean. An enterprise bean that represents
persistent data maintained in a database. An entity
bean can manage its own persistence or it can
delegate this function to its container. An entity bean
is identified by its primary key. If the container in
which an entity bean is hosted crashes, the entity
bean, its primary key, and its remote references
survive the crash

EPI (External Presentation Interface). An
application programming interface (API) provided by
the CICS Client that allows a 3270 based CICS
transaction to be driven programmatically.

ESI (External Security Interface). An application
programming interface (API) provided by the CICS
Universal Client that utilizes the APPC PEM support
in a CICS region to verify and update userids and
passwords.

ESM (External Security Manager). A external
security product, such as RACF, used by CICS for
authentication and authorization of users.

EXCI (External CICS Interface). An application
programming interface (API) provided by CICS on
0S/390 that enables a non-CICS application to call
a CICS program as a subroutine. It is similar in
function to the ECI but is available on OS/390. The
EXCI is available in all supported releases of CICS
and is extended in CICS Transaction Server Version
1.3 to allow multiple calls to CICS programs within a
single CICS unit of work.
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executor. One of several Dispatcher functions. The
executor routes requests to the TCP or UDP servers,
and also monitors the number of new, active, and
finished connections and does garbage collection of
completed or reset connections. The executor
supplies the new and active connections to the
manager function. In Cisco Consultant, the executor
holds configuration information and contains the
information required to connect to the Cisco CSS
Switch.

F

FIN state. The status of a transaction that has
finished. Once a transaction is in FIN state, the
Network Dispatcher garbage collector can clear the
memory reserved for the connection.

FIN. A control bit occupying one sequence number,
which indicates that the sender will send no more
data or control that occupies sequence space. The
code FIN is taken from the word finis.

firewall. A computer that connects a private
network, such as a business, to a public network,
such as the Internet. It contains programs that limit
access between two networks.

forward proxy. A network arrangement in which a
Caching Proxy server is used by client browsers as
a gateway to the Internet.

G

GRE. Generic Routing Encapsulation. A protocol
which allows an arbitrary network protocol A to be
transmitted over any other arbitrary protocol B, by
encapsulating the packets of A within GRE packets,
which in turn are contained within packets of B.

H

HACL (Host Access Class Library). This is
provided by IBM’s Host On-Demand software as a
set of Java classes and methods that allow the
development of platform-independent applications
that can access host information (such as CICS
3270 terminals) at the data stream level.

heartbeat. A simple packet sent between two
Dispatcher machines in high availability mode used
by the standby Dispatcher to monitor the health of
the active Dispatcher.

high availability. A Dispatcher feature in which one
Dispatcher can take over the function of another, if
that part fails.

host name. The symbolic name assigned to a host.
Host names are resolved to IP addresses through a
domain name server.

Host On-Demand. IBM’s terminal emulation
software, downloadable “on-demand” from a Web
server. Part of the IBM WebSphere Host Integration
suite of products.

Host Publisher. An IBM program product which
allows the integration of multiple sources of data
including host and database applications as a single
Web page, with no change to backend systems. Part
of the IBM WebSphere Host Integration suite of
products.

host. A computer, connected to a network, that
provides an access point to that network. A host can
be a client, a server, or both simultaneously.

HTML. Hypertext Markup Language. The language
used to create hypertext documents. Hypertext
documents include links to other documents that
contain additional information about the highlighted
term or subject. HTML controls the format of text and
position of form input areas, for example, as well as
the navigable links.

HTTP. Hypertext Transfer Protocol. The protocol
used to transfer and display hypertext documents.

1
ICMP. Internet Control Message Protocol. A

message control and error-reporting protocol
between a host server and a gateway to the Internet.
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lIOP. Internet Inter ORB Protocol (IIOP) is an
Internet protocol used for CORBA object
communication. For more information see
http://www.whatis.com/iiop.htm.

Image Transcoder. Image Transcoder is the
transcoder that can scale, modify quality, and modify
color levels in JPEG and GIF images. Additionally,
the Image Transcoder can convert JPEGs to GIFs
for devices that do not render JPEGs.

IMAP. Internet Message Access Protocol. A protocol
allowing a client to access and manipulate electronic
mail messages on a server. It permits manipulation
of remote message folders (mailboxes) in a way that
is functionally equivalent to local mailboxes.

Intermediary. In a typical Web environment,
information is simply sent from a server to a browser
for display and interaction. However, there are many
ways that adding an intermediary between the
browser and the server can improve the system. For
example, an intermediary can keep track of the
information the user has viewed in order to make it
easier to find information again. Or, an intermediary
may enhance the information that the user sees by
adding annotations and personalization beyond
what the server was designed to do. Intermediaries
turn the network into a “smart pipe” with applications
that can enhance the information on the Web.

Internet. The worldwide collection of interconnected
networks that use the Internet suite of protocols and
permit public access.

intranet. A secure, private network that integrates
Internet standards and applications (such as Web

browsers) with an organization’s existing computer
networking infrastructure.

IP address. Internet Protocol address. The unique
32-bit address that specifies the actual location of
each device or workstation in a network. It is also
known as an Internet address.
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IP. Internet Protocol. A connectionless protocol that
routes data through a network or interconnected
networks. IP acts as an intermediary between the
higher protocol layers and the physical layer.

IPSEC. Internet Protocol Security. A developing
standard for security at the network or
packet-processing layer of network communication.

ISP. Internet Service Provider
J

J2EE (Java 2 Enterprise Edition) The J2EE
specification is based on the Java 2 platform,
Standard Edition 1.3 and defines a standard for
developing and deploying enterprise applications.
The current version (v1.3) of the J2EE specification
provides support for Enterprise JavaBeans (EJB),
JavaServer Pages (JSP) and Java Servlet API
component technologies as well as the Java
Message Service (JMS), J2EE Connector
Architecture (JCA), the Java API for XML Parsing
(JAXP), and the Java Authentication and
Authorization Service (JAAS).

JAR (Java Archive) A JAR file is a file that contains
all the classes and associated files for a Java
application, stored together in a single file in zip
format. This provides for ease of use in deployment
and also allows the contents to be compressed.

Java Application. A Java application is a program
written in Java that executes locally on a computer.
It allows programming operations in addition to
those used in applets which can make the code
platform dependent. It can access local files, create
and accept general network connections, and call
native C or C++ functions in machine-specific
libraries.
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JavaBeans. JavaBeans are Java components
designed to be used on client systems. They are
Java classes that conform to certain coding
standards. They can be described in terms of their
properties, methods and events. JavaBeans may be
packaged with a special descriptor class called a
Beanlnfo class and special property editor classes in
a JAR file. Java Beans may or may not be visual
components. See

http://www.javasoft .com/beans/docs for more
information.

JDBC (Java Database Connectivity) JDBC is a
Java API that allows Java programs to communicate
with different database management systems in a
platform-independent manner. Database vendors
provide JDBC drivers for their platforms that
implement the API for their database, allowing the
Java developer to write applications to a consistent
API no matter which database is used.

JDK (Java Development Kit) The set of
development tools provided for use with the Java
programming language. Now referred to as the SDK
(software development kit).

JNDI (Java Naming and Directory Interface) An
APl that allows Java programs to interface and query
naming and directory services in order to find
information about network resources. JNDI is used
in WebSphere to provide a directory of Enterprise
Java Beans. See
http://java.sun.com/products/jndi/index.html for
more information..

JNI (Java Native Interface). Interface provided by
the Java language to enable native (non-Java) code
to be invoked.

JPDA (Java Platform Debugger Architecture) The
distributed debugging architecture provided by the
Java platform.

JSP (JavaServer Pages). HTML source files that
include Java extensions to provide dynamic content
and increased functionality. JavaServer Pages are
compiled into Servlets before deployment. See
http://www.ibm.com/software/ebusiness/pm.ht
ml#JavaServer Pages.

JVM (Java Virtual Machine). The virtual
environment within which a Java application runs.
The JVM provides for such features as platform
neutrality and multi-threading.

L

LAN. Local Area Network. A computer network of
devices connected within a limited geographical
area for communication. A LAN can be connected to
a larger network.

LDAP (Lightweight Directory Access Protocol) A
software protocol enabling location of organizations,
individuals, or other resources in a network. LDAP is
a "lightweight" version of Directory Access Protocol
(DAP), which is part of X.500, a standard for
directory services in a network.

loopback adapter. See loopback interface.

loopback alias. An alternative IP address
associated with the loopback interface. The
alternative address has the useful side affect of not
advertising on a real interface.

loopback interface. An interface that bypasses
unnecessary communications functions when the
information is addressed to an entity within the same
system.

M

manager. One of several Dispatcher functions. The
manager sets weights based on internal counters in
the executor and feedback provided by the advisors.
The executor then uses the weights to perform load
balancing.erm3

mark down. To break all active connections to a

server and stop any new connections or packets
from being sent to that server.
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mark up. To allow a server to receive new
connections.

MEG. A plug-in encapsulates a correlated set of
transcoding components (MEGs). A MEG is one of
Monitor, Editor (Request or Document) or
Generator. More information on MEGs and WBI
(Web Intermediaries) can be found from
http://www.almaden.ibm.com/cs/wbi.

Metric Server. Formerly known as Server Monitor
Agent (SMA). Metric Server provides
system-specific metrics to the Dispatcher manager.

metric. A process or command that returns a
numeric value that can be used in load balancing on
the network, for example, the number of users
currently logged on.

MQSeries. A family of IBM products available for
most platforms which provides an open, scalable,
industrial-strength messaging and information
system enabling enterprises and beyond to integrate
business processes.

MRO (Multi Region Operation). Intercommunication
between CICS regions in the same processor (or
sysplex) without the use of SNA network facilities.
This allows several CICS regions to communicate
with each other, and to share resources such as
files, terminals, temporary storage, and so on.
Contrast with intersystem communication.

mutual high availability. Mutual high availability
allows two Dispatcher machines to be both primary
and backup for each other.

N

ndcontrol. Provides the interface to the Dispatcher
component of Network Dispatcher.

ndserver. In Dispatcher, handles the requests from
the command line to the executor, manager, and
advisors.

netmask. For Internet subnetworking, a 32-bit mask

used to identify the subnetwork address bits in the
host portion of an IP address.
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Network Address Port Translation (NAPT). also
known as port mapping. This allows you to configure
multiple server daemons within one physical server
to listen on different port numbers.

Network Address Translation (NAT). A hardware
device used to extend the usage of Internet
addresses by allowing duplicate IP addresses to be
used within a site while using unique addresses
outside.

NIC. Network Interface Card. An adapter circuit
board installed in a computer to provide a physical
connection to a network.

(o)

OMG (Object Management Group). The
consortium of software organizations that has
defined the CORBA architecture.

ORB (Object Request Broker). A CORBA system
component that acts as an intermediary between the
client and server applications. Both client and server
platforms require an ORB; each is tailored for a
specific environment, but support common CORBA
protocols and interfaces.

origin server. A server that hosts Web content,
including applications. Origin servers typically are
deployed within a firewall or intranet, with proxy
servers placed closer to the edge of the network.

P

packet. The unit of data that is routed between an
origin and a destination on the Internet or any other
packet-switched network.

PDA. Personal Digital Assistant.

Persistence. Persistence is a term used to describe
the storage of objects in a database to allow them to
persist over time rather than being destroyed when
the application containing them terminates.
Enterprise Java Bean containers such as
WebSphere provide persistence services for EJBs
deployed within them.


http://www.almaden.ibm.com/cs/wbi

ping. A command that sends Internet Control
Message Protocol (ICMP) echo-request packets to a
host, gateway, or router with the expectation of
receiving a reply.

POP3. Post Office Protocol 3. A protocol used for
exchanging network mail and accessing
mailboxes.rm3

port. A number that identifies an abstracted
communication device. Web servers use port 80 by
default.

Preference Aggregation. Preference aggregation
is the process where the client's device, network
type, and any other information that might cause the
transcoders to produce a different variant (or
permutation) of the resource, are determined.

Preference Aggregator. Preference Aggregator is
the process where the client’s device, network type,
and any other information that might cause the
transcoders to produce a different variant (or
permutation) of the resource, are determined.

Preference profiles. IBM WebSphere Transcoding
Publisher uses preference profiles to represent the
characteristics of devices and networks, and a
default user profile to represent organizational
policies. Each profile defines IBM WebSphere
Transcoding Publisher how to treat documents that
will be delivered to that device or over that network.

A preference profile can represent a particular type
of device, such as a WorkPad, or a particular
network type, such as a wireless network.

primary. In high availability for the Dispatcher, the
primary is the machine that starts out actively
routing packets. Its partner, the backup machine,
monitors the status of the primary machine and
takes over if necessary

priority. In rules-based load balancing, the level of
importance placed upon any given rule. The
Dispatcher evaluates rules from the first priority level
to the last priority level.

private network. A separate network on which
Dispatcher communicates with clustered servers for
performance reasons.

protocol. The set of rules governing the operation of
functional units of a communication system if
communication is to take place. Protocols can
determine low-level details of machine-to-machine
interfaces, such as the order in which bits from a
byte are sent; they can also determine high-level
exchanges between application programs, such as
file transfer.

Proxy. Transcoding Publisher connects through a
proxy server that is configured with a firewall to
manage network traffic and to protect your network
from outside intrusion.

Q

Quality of Service. QoS. The performance
properties of a network service, including
throughput, transit delay, and priority. Some
protocols allow packets or streams to include QoS
requirements.

quiesce. To end a process by allowing operations to
complete normally.

R

reach address. In high availability for the
Dispatcher, the address of the target to which the
advisor should issue pings to see if the target is
responding.

reach. In Dispatcher, an advisor that issues pings to
a given target and reports whether that target is
responding.

return address. A unique IP address or host name.
Itis configured on the Dispatcher machine and used
by Dispatcher as its source address when load
balancing the client’s request to the server.
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reverse proxy. A network configuration in which a
proxy server receives Internet requests and
forwards them to one or more origin servers for reply.
The address of the origin server is hidden. Also
known as a surrogate configuration.

RMI. Remote Method Invocation (RMI) is a
lightweight distributed object protocol that allows
Java objects to call each other across a network.
RMl is part of the core Java specification. See
http://java.sun.com/products/jdk/rmi/index.
html for more information.

Part of the Java programming language library that
enables a Java program running on one computer to
access the objects and methods of another Java
program running on a different computer.

router. A device that forwards packets between
networks. The forwarding decision is based on
network layer information and routing tables, often
constructed by routing products.

rule type. In rules-based load balancing, an
indicator of the information that is evaluated to
determine whether a rule is true.

rule. In rules-based load balancing, a mechanism
for grouping servers such that a server can be
chosen based on information other than the
destination address and port.

S

Scalability. Scalability is an abstract attribute of
software that refers to its ability to handle increased
data throughput without modification. WebSphere
handles scalability by allowing execution on a variety
of hardware platforms that allow increased
performance and clustering.

scalable. Pertaining to the capability of a system to
adapt readily to a greater or lesser intensity of use,
volume, or demand. For example, a scalable system
can efficiently adapt to work with larger or smaller
networks performing tasks of varying complexity.
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server address. The unique code assigned to each
computer that provides shared services to other
computers over a network; for example, a file server,
a print server, or a mail server. A standard IP
address is a 32-bit address field. The server address
can be either the dotted decimal IP address or the
host name.

server. A computer that provides shared services to
other computers over a network; for example, a file
server, a print server, or a mail server. (The
Dispatcher load balancing system groups multiple
server machines into one virtual server and forwards
requests to the cluster to one of the individual
machines for processing.)

service. A function provided by one or more nodes;
for example, HTTP, FTP, Telnet. shell. The software
that accepts and processes command lines from a
user’s workstation. The Korn shell is one of several
UNIX shells available.

Servlets. Servlets are Java classes that run on Web
servers to provide dynamic HTML content to clients.
They take as input the HTTP request from the client
and output dynamically generated HTML. For more
information on servlets see
http://www.ibm.com/software/ebusiness/pm.ht
ml#Servlets.

session bean. An enterprise bean that is created by
a client and that usually exists only for the duration
of a single client/server session. A session bean
performs operations such as calculations or
accessing a database for a client. While a session
bean may be transactional, it is not recoverable in
the event of a system crash. Session beans can be
stateful.
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site name. A site name is an unresolvable host
name that the client will request. For example, a
Web site has 3 servers (1.2.3.4, 1.2.3.5,and 1.2.3.6)
configured for site name www.dnsload.com. When a
client requests this site name, one of the three
server |P addresses will be returned as the
resolution. The site name must be a fully qualified
domain name, for example: dnsload.com. An
unqualified name, for example, dnsload, is invalid for
a site name.

SOCKS. A SOCKS server is a proxy server that
uses a special protocol, sockets, to forward
requests. Transcoding Publisher connects through a
SOCKS server that is configured with a firewall to
manage network traffic and to protect your network
from outside intrusion (it supports Versions 4 and 5
SOCKS servers).

source address. In high availability for the
Dispatcher, the address of the high availability
partner machine that sends heartbeats.

SPARC. Scalable processor architecture.

SQL (Structured query language). A standard
interactive and programming language for getting
information from and updating a relational database.
Queries take the form of a command language that
lets you select, insert, update or find the location of
data. Also an ANSI and an ISO standard.

SQLJ. A series of specifications for ways to use the
Java programming language with SQL.

SSL. Secure Sockets Layer. A security scheme
developed by Netscape Communications Corp.
along with RSA Data Security Inc. SSL allows the
client to authenticate the server and all data and
requests to be encrypted. The URL of a secure
server protected by SSL begins with https (rather
than http).

stateful session bean. A type of session bean that
has a client-specific conversational state, which it
maintains across methods and transactions; for
example a "shopping cart" object would maintain a
list of the items selected for purchase. A stateful
session bean that manages its own transactions can
begin an OTS transaction in one method and commit
or roll it back in a subsequent method. Contrast with
stateless session bean See also session bean.

stateless session bean. A type of session bean
that has no client-specific (nor any other kind of) non
transient state; for example a "stock quotation"
object might simply return current share prices. A
stateless session bean that manages its own
transactions and begins a transaction must commit
(or roll back) the transaction in the same method in
which it started it. Contrast with stateful session
bean. See also session bean.

sticky time. The interval between the closing of one
connection and the opening of a new connection
during which a client is sent back to the same server
used during the first connection. After the sticky
time, the client may be sent to a server different from
the first.

strategy. In high availability for the Dispatcher, a
keyword for specifying how recovery takes place
following the failure of the active machine.

subnet mask. For Internet subnetworking, a 32-bit
mask used to identify the subnetwork address bits in
the host portion of an IP address. surrogate
configuration.

SYN. A control bit in the incoming segment,
occupying one sequence number, used at the
initiation of a connection to indicate where the
sequence numbering will start.

T

TCP. Transmission Control Protocol. A
communications protocol used on the Internet. TCP
provides reliable host-to-host exchange of
information. It uses IP as the underlying protocol.
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TCP/IP listener. In CICS, the function provided by
the CICS Sockets listener task (CSOL) that handles
incoming HTTP and IIOP requests.

TCP/IP. Transmission Control Protocol/Internet
Protocol. A suite of protocols designed to allow
communication between networks regardless of the
communication technologies used in each network.

TCP62. A communication protocol available when
using the CICS Universal Client. It utilizes the
AnyNet function of IBM’s Communication Server
to provide LU6.2 communication over TCP/IP
(LU6.2/IP). It also provides for dynamic
configuration of the client SNA node.

Terminal Servlet. A servlet provided by the CICS
Transaction Gateway which provides turnkey Web
browser access to CICS 3270-interface
transactions. The servlet translates browser
requests to CICS interactions, using the EPI Java
classes to convert URL-encoded HTTP browser
input to 3270-format data inbound, and to convert
3270-format transaction output to HMTL for return to
the browser. These classes are not available on the
0S/390 and the terminal servlet runs only on
supported distributed platforms.

Text Transcoder. Text Transcoder is the transcoder
that can modify elements of a text document based
on device, network, and potentially user preference
information. The primary use of this Text Transcoder
is to modify Hypertext Markup Language (HTML)
documents to remove unsupported elements,
reduce space usage, replace features such as
images or frames with links, and otherwise tailor
documents to make them render more gracefully on
constrained devices

timeout. The time interval allotted for an operation
to occur.

TOS. Type of service. A 1-byte field in the IP header
of the SYN packet.
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transaction processing. A style of computing that
supports interactive applications in which requests
submitted by users are processed as soon as they
are received. Results are returned to the requester
in a relatively short period of time. A transaction
processing system supervises the sharing of
resources for processing multiple transactions at the
same time.

transaction. (1) In CICS, a unit of processing
consisting of one or more application programs
initiated by a single request. A transaction can
require the initiation of one or more tasks for its
execution. (2) A unit of work that transforms one or
more resources from one consistent state to another
consistent state. See also Logical Unit of Work.

Transcoder. Transcoder is a program that modifies
the content of a document.

Transcoding. Transcoding is a technology that
gives you the ability to make Web based information
available on handheld and other new type devices
economically and efficiently or on the slow network
connections like a dial up modem connection. With
transcoding, users receive information (text and
images) tailored to the capabilities of the devices
they are using and also tailored according to the
capacity of the network being used.

It is also the process where the MEGs related to
modifying the request, generating the original
resource and all of the document (or resource)
editing (or transcoding) occurs.

U

UDP. User Datagram Protocol. In the Internet suite
of protocols, a protocol that provides unreliable,
connectionless datagram service. It enables an
application program on one machine or process to
send a datagram to an application program on
another machine or process. UDP uses the Internet
Protocol (IP) to deliver datagrams.

UNIX System Services. The UNIX environment
provided by the OS/390 operating system.
Previously referred to as OpenEdition.



URL (Uniform Resource Locator). Format used
to describe the resources located on the World Wide
Web. A URL is of the form
protocol://server/pathname/document It consists
of the document’s name preceded by pathname
where the document can be found, the Internet
domain name of the server that hosts the document
and the protocol (such as http or ftp) by which the
Web browser can retrieve the document from the
server.

A standard way of specifying the location of an
object, typically a Web page, on the Internet. URLs
are the form of address used on the World-Wide
Web. They are used in HTML documents to specify
the target of a hyperlink, which is often another
HTML document (possibly stored on another
computer).

\'

VAJ (VisualAge for Java). An IBM program product
that provides an integrated development
environment for Java development and testing.

VPN. Virtual Private Network. A network comprised
of one or more secure IP tunnels connecting two or
more networks.

w
WAP. Wireless Application Protocol.

Web Application Servers. A Web Application
Server is a software program designed to manage
applications at the second-tier of three-tier
computing, that is, the business logic components. A
Web Application Server manages applications that
use data from back-end systems, such as databases
and transaction systems, and provides output to a
Web browser on a client. For more information see
http://www.ibm.com/software/ebusiness/apps
rvsw.html

Web. The network of HTTP servers that contain
programs and files, many of them hypertext
documents that contain links to other documents on
HTTP servers. Also World Wide Web.

WebSphere Application Server. A program
product which provides a long-running server
process to run Web server programs written in Java.
When used on 0S/390, WebSphere Application
Server provides a Web server — the IBM HTTP
Server (known previously as Lotus Domino Go
Webserver and the Internet Connection Secure
Server). When used on distributed platforms it plugs
in to a variety of vendor specific Web servers
including the IBM HTTP Server (based on the
Apache HTTP Server).

wizard. A dialog within an application that uses
step-by-step instructions to guide a user through a
specific task.

WTE. Web Traffic Express. An IBM caching proxy.
Referred to as Caching Proxy in later releases of
WebSphere Edge Server.

WTP. WebSphere Transcoding Publisher.

XML. XML, or eXtensible Markup Language, is a
platform-independent and application-independent
way of describing data using tags. XML (a subset of
SGML) is similar to HTML in that it uses tags to
describe document elements but different in that the
tags describe the structure of the data rather than
how the data is to be presented to a client. XML has
the facility to allow data providers to define new tags
as needed to better describe the data domain being
represented. For more information see
http://www.ibm.com/developer/xml .

XSL Stylesheets. XSL stylesheets are documents
that describe a mapping between XML documents
and visual data that can be presented to a clientin a
browser. XSL was a draft standard when this book
was being written. The draft can be found at
http://www.w3 .org/TR/WD-Xs .
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Abbreviations and acronyms

ACL
ACPI

ADO
AES

AFP
AFS
AIX

AOR
APAR

API

APPC

APPN

ARP
AS/IMS
asate

ASCII

ATI

ATM
AWT
BIND

BMP

access control list

Advanced Configuration and
Power Interface

ActiveX Data Object

Advanced Encryption
Standard

Advanced Function Printer
Andrew File System

Advanced Interactive
eXecutive

Application owning region

authorized program analysis
report

application programming
interface

Advanced
Program-to-Program
Communication

Advanced Peer-to-Peer
Network

Address Resolution Protocol
Application Support/IMS

application service at the
edge

American National Standard
Code for Information
Interchange

automatic transaction
initiation

Asynchronous Transfer Mode
Abstract Windowing Toolkit

Berkeley Internet Name
Domain

Batch Message Program,
Bean Managed Persistence

© Copyright IBM Corp. 2002. All rights reserved.

BMS
CA
CAB
CAE
CAPI

CARP
cB
CBPDO

CBR
CCF

CcCl
cD
CcDC
CDF

CDMF

CDN
CDs
CECI

CGl
cics

CLI
COMMAREA
CORBA

CSD

Basic Mapping Support
Certificate Authority
cabinet

Client Application Enabler

cryptographic application
programming interface

Cache Array Routing Protocol
Component Broker

Custom Built Product Delivery
Offering

Content Based Routing

Common Connector
Framework

Common Client Interface
compact disc
Content Distribution Client

Content Distribution Facility,
Content Distribution
Framework

Commercial Data Masking
Facility

Content Distribution Network
Content Distribution System

Command Level Interpreter
Transaction

Common Gateway Interface

Customer Information Control
System

Call Level Interface
communications area

Common Object Request
Broker Architecture

corrective service delivery,
corrective service distribution,
corrective service diskette
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csl

Css
CTG
cws
DASD
DB2LSX
DBCS
DCAR

DCAS

DCE

DDCS

DDE
DDF
DEC

DECS

DES
DIT
DLUR
DMT
DMZ
DN
DNS
DOM
DPI
DPL
DRDA

DSCP

DTP

Consolidated Software
Inventory

Cascading Style Sheet

CICS Transaction Gateway
CICS Web support

Direct Access Storage Device
DB2 LotusScript Extension
double byte character set

Digital Certificate Access
Requester

Digital Certificate Access
Server

Distributed Computing
Environment

Data Definition Control
Support

dynamic data exchange
Distributed Data Facility

Digital Equipment
Corporation

Domino Enterprise
Connection Services

Data Encryption Standard
Directory Information Tree
dependent LU requestor
Directory management tool
demilitarized zone
distinguished name
Domain Name System
Document Object Model
dots per inch

Distributed Program Link

Distributed Relational
Database Architecture

Differentiated Services
Control Point

Distributed Transaction
Processing
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EAB
EAR
EBCDIC

ECA
ECI
ECLPS

EHLLAPI

EJB
EJS
ELF
ELP
EPI

ESA

ESI

ESP

EXCI
FCRA

FDDI

FEPI

FTP
GC
GDI
GEM
GID
GIF
GRE

GSK

Enterprise Access Builder
Enterprise Archive file

Extended Binary Coded
Decimal Interchange Code

External Cache Adapter
External Call Interface

Emulator Class Library
Presentation Services

enhanced high level language
application programming
interface

Enterprise Java Beans
Enterprise Java Services
express logon function
enhanced local preferences

External Presentation
Interface

Enterprise Systems
Architecture

Edge side includes,
External Security Interface

Encapsulating Security
Payload

External CICS Interface

Fast Cache Response
Accelerator

Fiber Distributed Data
Interface

Front End Programming
Interface

File Transfer Protocol
garbage collector

graphical device interface
Global Enterprise Manager
Group Identification Number
Graphics Interchange Format

Generic Routing
Encapsulation

Global Security Toolkit



GUI
GWAPI
HABJ
HACL
HACLJ

HACMP

HFS

HLLAPI

HMAC

HOD
HPR
HPT
HP-UX
HTML
HTTP
IBM

ICAPI

ICP

ICU

IDE

IDEA

IDL
IEEE

IETF

IHS
llorP

graphical user interface

Go Webserver API

Host Access Beans for Java
Host Access Class Library

Host Access Class Library for
Java

High Availability Cluster
Multiprocessing

Hierarchical File System

high level language
application programming
interface

Hashed Message
Authentication Code

Host On-Demand

high performance routing
host print transform
Hewlett-Packard UNIX
Hypertext Markup Language
Hypertext Transfer Protocol

International Business
Machines Corporation

Internet Connection
Application Programming
Interface

Internet Caching Protocol

International Component for
Unicode

Integrated Development
Environment

International Data Encryption
Algorithm

Interface Definition Language

Institute of Electrical and
Electronics Engineers

Internet Engineering Task
Force

IBM HTTP Server
Internet Inter-ORB Protocol

IMAP
IMS

IMS/ESA

1P
IPSec
ISAKMP

ISC
ISO

ISP
ISS
ITOC

ITSO

J2EE
J2ME
J2SE
JAR
JCA
JCL
JDBC
JDK
JITOC

JNDI

JNI
JPEG

JRE
JSP
JTA

Internet Mail Access Protocol

Information Management
System

IMS/Enterprise Systems
Architecture

Internet Protocol
IP Security Architecture

Internet Security Association
and Key Management
Protocol

Inter-System Communication

International Organization for
Standardization

Internet Service Provider
Interactive Session Support

IMS TCP/IP OTMA
Connection

International Technical
Support Organization

IMS Web Templates

Java 2 Enterprise Edition
Java 2 Micro Edition

Java 2 Standard Edition
Java Archive

Java Connector Architecture
job control language

Java Database Connectivity
Java Development Kit

Java IMS TCP/IP OTMA
Connection Connector

Java Naming and Directory
Interface

Java Native Interface

Joint Photographic Experts
Group

Java Runtime Environment
JavaServer Pages
Java Transaction API
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JVM
L2TP
LAN

LC LSX

LDAP

LDIF

LEI
LLC2
LPAR
LSX
LTPA

LU
MAC

Mbps
MBps
MCDS

MIB

MIME

MPA
MPP

MQ
MQEI

Mal

MQLSX

MQM
Mvs
NAP
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Java Virtual Machine
Layer 2 Tunnel Protocol
local area network

Lotus Connector LotusScript
Extension

Lightweight Directory Access
Protocol

Lightweight Directory
Interface File

Lotus Enterprise Integrator
link level control 2

Logical partition mode
LotusScript Extension

Lightweight third party
authentication

logical unit

Media Access Control,
Message Authentication Code

megabits per second
megabytes per second

Master Content Distribution
Server

management information
base

Multipurpose Internet Mail
Extensions

multi-protocol adapter

Message Processing
Program

Message and Queueing

MQSeries Enterprise
Integrator

Message and Queueing
Interface

MQSeries Link LotusScript
Extension

Message Queue Manager
Multiple Virtual Storage

network access points
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NAT
NCSA

ND
NDIS

NFA
NIC
NLS
NNTP
NPT
obDBC
OoDG
OHIO
OIA
OLTP

OMG
ORB
0S/2
OSA
OSE
OSF
OTMA

PAC
PCL
PCOMM

PDF
PDT
PGP
PICS

PKCS

PKI

Network Address Translation

National Center for
Supercomputing Applications

Network Dispatcher

network driver interface
specification

Non-forwarding address
Network Interface Card
National Language Support
NetNews transfer protocol
non-programmable terminal
Open Database Connectivity
object dependency graph
Open Host Interface Objects
operator information area

On-Line Transaction
Processing

Object Management Group
Object Request Broker
Operating System/2

Open Systems Adapter
open servlet engine

Open Software Foundation

Open Transaction Manager
Access

proxy automatic configuration
printer control language

IBM Personal
Communications

printer definition file
printer definition table
Pretty Good Privacy

Platform for Internet Content
Selection

Public Key Cryptographic
Standard

Public Key Infrastructure



POP

POP3
PPDS

PPP
PSP
PTF
PWS
RACF

RCA
RDBMS

REXX

RFC
RIO
RMI
RPC
RSACI

RTSP
SAX
SCCI

SCS
SDA
SDK
SDLC
SET

SGML

SLA
SLP
SMA

points of presence,
Protected object policy

Post Office Protocol 3

personal printer definition
stream

Point-to-Point Protocol
Preventive Service Planning
Program Temporary Fix
programmable workstation

Resource Access Control
Facility

Remote Cache Access

Relational Database
Management System

Restructured Extended
eXecutor Language

Request for Comment
Remote Integration Object
Remote Method Invocation
Remote Procedure Call

Recreational Software
Advisory Council on the
Internet

Real Time Streaming Protocol
Simple API for XML

Screen Customizer
Component Interface

SNA character string

Server Directed Affinity
Software Development Kit
synchronous data link control

Secure Electronic
Transactions

Standard Generalized Markup
Language

Service Level Agreement
service location protocol

Server Monitor Agent

SMP/E

SMS
SMTP
SNA

SNMP

SPARC

SQL
SSL
TCP
TCP/IP

TEC
TIF
™

TOS
TQoS

TSO
ubcC
uUbDP
uiD
URI
URL

usB
USSMSG10

VM
VPN
VT
VTAM

System Modification
Program/Extended

Systems Management Server
Simple Mail Transfer Protocol

Systems Network
Architecture

Simple Network Management
Protocol

Scalable processor
architecture

Structured Query Language
Secure Sockets Layer
Transmission Control Protocol

Transmission Control
Protocol/Internet Protocol

Tivoli Enterprise Console
Tagged Image Format

Transaction Manager,
Trigger Monitor

Type Of Service

Transactional Quality of
Service

Time Sharing Option
user-defined characters
User Datagram Protocol
User Identification Number
Universal Resource Identifier

Universal Resource Locator,
Uniform Resource Locator

universal serial bus

Unformatted Systems
Services, message number
10

virtual machine
Virtual Private Network
virtual terminal

Virtual Telecommunication
Access Method

Abbreviations and acronyms 393



w3cC World Wide Web Consortium

WAN Wide Area Network

WAND Wide Area Network
Dispatcher

WAP Wireless Application Protocol

WAR Web module Archive

WAS WebSphere Application
Server

WAS AE WebSphere Application
Server Advanced Edition

WAS AEs WebSphere Application

Server Advanced Single
Server Edition

WCDP Web Content Distribution
Protocol

WCPP Web Content Publishing
Protocol

WLM workload manager

WML Wireless Markup Language

WPAD Web Proxy Auto Discovery

WSES WebSphere Edge Server

WTE Web Traffic Express

www World Wide Web

XCF Cross-System Coupling
Facility

XLGW XML Legacy Gateway

XML eXtensible Markup Language

XSL eXtensible Style Language
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks

For information on ordering these publications, see “How to get IBM Redbooks”
on page 396.

>

WebSphere Edge Server: Working with Web Traffic Express and Network
Dispatcher, SG24-6172

IBM WebSphere Edge Server: New Features and Functions in Version 2,
SG24-6511

WebSphere V4 Advanced Edition Handbook, SG24-6176
Self-Service Patterns using WebSphere Application Server V4.0, SG24-6175

Self-Service Applications using IBM WebSphere V4.0 and IBM MQSeries
Integrator, SG24-6160

Application Integration Pattern with Domino and WebSphere, SG24-6255

Other resources

These publications are also relevant as further information sources:

>

Patterns for e-business: A Strategy for Reuse, by Jonathan Adams, Srinivas
Koushik, Guru Vasudeva, George Galambos, published by IBM Press, ISBN:
1-931182-02-7

WebSphere Edge Server for Multiplatforms Getting Started Version 2,
SC09-4566

WebSphere Edge Server for Multiplatforms Administration Guide Version 2,
GC09-4567

WebSphere Edge Server for Network Dispatcher Administration Guide
Version 2, GC31-8496
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» Tivoli Access Manager Plug-in for Edge Server Administration Guide Version
3.9, GC32-4685

» Tivoli Access Manager Base Installation Guide Version 3.9, GC32-0844
» Tivoli Access Manager Base Administration Guide Version 3.9, GC23-4684

Referenced Web sites

These Web sites are also relevant as further information sources:

» IBM Patterns for e-business and the PDK sample application
http://www.ibm.com/developer/patterns

» WebSphere Edge Server product overview
http://www-3.ibm.com/software/webservers/edgeserver/

» SecureWay products
http://www.tivoli.com/security/

How to get IBM Redbooks

You can order hardcopy Redbooks, as well as view, download, or search for
Redbooks at the following Web site:

ibm.com/redbooks

You can also download additional materials (code samples or diskette/CD-ROM
images) from that site.

IBM Redbooks collections

Redbooks are also available on CD-ROMSs. Click the CD-ROMs button on the
Redbooks Web site for information about all the CD-ROMSs offered, as well as
updates and formats.
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A
access control list 125-126
ACL. See access control list
Address Resolution Protocol 73, 177, 215,
270-271, 331
advisor 30, 32, 40, 65-66, 77, 260—262
configuring 213, 261
custom 77
defined 65,76
affinity 25, 32, 49, 86, 215
cookie based 33, 38, 49, 223
defined 86, 375
sticky 32
AH. See Authentication Header
alias
hostname 184, 237, 311
loopback adapter 166, 170-171, 177, 183, 251,
331
network interface 66, 177, 215, 268, 270
Application Assembly Tool 280
Application Offload 61
Application patterns 5, 12, 16, 28
application tier 12
back-end application tier 12
presentation tier 12
Application Service at the Edge 138, 148
application tier 12-14, 28-29
application-level gateway 109
ARP. See Address Resolution Protocol
asymmetric encryption algorithms 94-95
Diffie-Hellman 95
elliptic curve 95
RSA 95
authentication 24, 26, 29, 45, 79, 90-91, 123-124
defined 124
Authentication Header 113, 116
authorization 26, 29, 90, 123—-125
defined 124

B

back-end application tier 12
Business pattern 12
Business patterns 5-8
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Collaboration 8
Extended Enterprise 8
Information Aggregation 8
Self Service 8, 12-13

C
CA. See Certificate Authority
cache 45
arrays 46
disk 46
dynamic 46, 84
memory 46
static 45, 84
Cache Array Routing Protocol 46
cache arrays 46
cache monitor 282, 286, 294
cache monitor application 247
CacheQueries 288
caching proxy 45, 52-54, 61, 78, 80, 84, 227, 287,
301, 303
configuration 251, 331
Configuration Wizard 141
defined 47,61,78
installation 137
caching proxy server. See caching proxy
CARP. See Cache Array Routing Protocol
cbrcontrol 65
cbrserver 65
certificate 122
Certificate Authority 101-105
clone 32,51, 86-87, 174, 178, 187, 189-192,
231-232, 240, 242, 303-304
defined 87
cluster 21-22, 32, 36-37, 40, 63, 84, 177
defined 62
cluster address 39, 67, 74, 76, 170, 177, 183, 215,
230, 251, 268, 271, 275, 302-303, 331, 333, 337
defined 66
collocation 35
Composite patterns 5, 7, 11-12
Account Access 12
Buy-Side Hub 12
Electronic Commerce 12
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Portal 12

Purchaser 12

Sell-Side Hub 12

Supplier 12

Trading Exchange 12
Configuration and Administration forms 146-147
Content Based Routing 62
Content Distribution 61, 138, 148
content filter 78
custom advisors 77
Custom design 9-10

D
Data Encryption Standard 92-93, 96, 98
data integrity 96
Data Source 195, 197, 200—201, 311
Database server node 26
DB2 Administration Client 151
DB2 client 150
db2admin 160, 179, 197, 307, 313
decompose 13
demilitarized zone 27,29, 110
DES. See Data Encryption Standard
Diffie-Hellman 95
digital certificate
basic concepts 91
description and purposes 102
digital signatures 101
identity protection 115
security 103
simplified layout 103
SSL 120
digital signature 95, 99-104, 114, 120
Directory and security services node 26
disk cache 46
Dispatcher 62—64
DMZ. See demilitarized zone
DNS. See Domain Name System
domain firewall 27, 31
Domain Name System 40, 175, 232, 237, 304
defined 24
Domain Name System node 24
dynacache 278, 280, 287-288, 300
configuring Caching Proxy 287
configuring WAS 276
local 287
testing 281, 293
dynacache.xml 277
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dynamic caching 46, 61, 227, 287
defined 84

dynamic content 45, 61, 227, 287

dynamic Web page 14, 55, 85

E
Edge Services 61
elliptic curve 94
performance 95
Encapsulating Security Payload 113
encryption algorithms
asymmetric
Diffie-Hellman 95
Elliptic Curve 95
RSA 95
symmetric
Advanced Encryption Standard (AES) 93
Commercial Data Masking Facility (CDMF)
92
Data Encryption Standard (DES) 92
International Data Encryption Algorithm
(IDEA) 93
RC2 93
RC4 93
Enterprise Application 174, 199, 244, 247, 320, 328
ESP. See Encapsulating Security Payload
executor 64
Extensible Markup Language 87
defined 387
External Cache Group 288, 291-292, 300
external dynacache 287
ExternalCacheManager 288

F
firewall 117-118
application level gateway 110
categories 108-110
application-level gateway 109
concepts 105-111
application-level gateway 109-110
DMZ 110
general guidelines 106-107
hardening 111
logs 107
SSL considerations 123
technologies 107-108, 110
Firewall node 26
forward proxy 78, 80-82



defined 80
FTP proxy server 109

G
garbage collection 79
gateway 107
application level 108
circuit level 109
goActive 269, 343-344
goldle 269-270
golnOp 269-270, 344-345
goStandby 268-269, 343, 345

H
HACMP. See High Availability Cluster Multipro-
cessing
Hashed Message Authentication Code 98-99
heartbeat 34, 73-74, 264, 266, 341

defined 379
high availability 19-23, 29-31, 33, 38, 44, 50, 54,
59,71, 73-74

active 72

backup 21,72, 267-268

configuring 263

defined 20, 71

peer 21

primary 21,71, 266

runtime patterns 28

standby 72

takeover 268, 273, 275, 342
High Availability Cluster Multiprocessing 21
HMAC. See Hashed Message Authentication Code
hot standby 33-35
HTTP advisor 77,213, 261
HTTP daemon 178, 231, 303
HTTP plug-in 50, 52
HTTP server 14, 25,48, 87, 144, 174, 251,
330-331, 338
httpd.conf 251, 330

|

ibmproxy.conf 147,251, 287-288, 331
ICP. See Internet Caching Protocol
IKE. See Internet Key Exchange
installableApps 247, 321
installedApps 200, 205, 208, 250
Integration patterns 5, 7-11

Access Integration 9
Application Integration 9
internal network 27
Internet Caching Protocol 46
Internet Key Exchange 113-116
Internet Security Association and Key Management
Protocol 113-114
Internet Service Provider 20
invalidate cache 61, 279, 292
invalidateonly 292
IP Security Architecture 94, 102, 111, 113-114,
116-117, 119
IPSec. See IP Security Architecture
ISAKMP. See Internet Security Association and Key
Management Protocol
ISP. See Internet Service Provider

J
Java 1.3 32,54
Java applets 26, 47, 90
Java Naming and Directory Interface 197,
200201, 303, 313
defined 381
Java Native Interface 381
Java Virtual Machine 23, 86-87, 178, 276, 381
defined 381
JavaServer Pages 26, 47, 85, 125, 178, 227, 276,
288, 292, 303
defined 381
JNDI. See Java Naming and Directory Interface
JNI. See Java Native Interface
JSP. See JavaServer Pages
JVM. See Java Virtual Machine

L
L2TP. See Layer 2 Tunnelling Protocol
Layer 2 Tunnelling Protocol 118-119
layered assets 5
LDAP. See Lightweight Directory Access Protocol
leaf node 40-41
Lightweight Directory Access Protocol 120
client 120
defined 381
server 120
Load Balancer 21, 23-24, 32, 34, 40
defined 62
load balancer 22, 25, 29, 33, 50, 60, 62—63
Cluster configuration 22
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configuring 208, 252, 332
High availability configuration 23
installation 132
Load balancer node 25
loopback adapter 66-67, 69, 71, 166, 170-171,
177,183, 251, 330-331
aliasing 165

M

MAC forwarding 31-32, 63,67, 177, 251, 254, 258,

303, 330-331
defined 65
MAC. See Media Access Control
MAC. See message authentication codes
Manager 64
MD2 97
MD5 97, 99
Media Access Control 32, 62
media access control 6566
memory cache 46
message authentication codes 98-99
HMAC 98
message digest 96-100, 103
message digest algorithms 96-97
MD2 97
MD5 97
SHA-1 97
SHA-256 97
SHA-512 97
Metadatagenerator 292
metric server 32, 40, 134—135
defined 77
mutual high availability 25, 36, 73-74, 302—-303,
332
configuring 340
defined 73

N
NAPT forwarding 31-32, 63, 73-74
defined 69
NAPT. See Network Address Port Translation
NAT forwarding 31-32, 68
defined 67
NAT. See Network Address Translation
ndadmin 65
ndcontrol 65
ndserver 65
Network Address Port Translation 31, 62, 69
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Network Address Translation 31, 62, 67, 109
Network Dispatcher 60, 62
network interface 66, 268
defined 382
network proximity 40
NIC. See network interface
non-recursive 40

(o)
oActive 268
outside world 27

P
packet filtering 108
router 108-110
Patterns for e-business 3, 5
Web site 6
Performance Pack 62
PKCS. See asymmetric encryption algorithms
PKI. See Public Key Infrastructure
plugin-cfg.xml 49, 87, 251
presentation tier 12, 14, 28-29
private key 94-95, 98-101, 103—104
Product mapping 5, 15-16, 31, 34, 37, 39, 50, 52,
54
protocol firewall 27
proxy chaining 46
proxy server 45-47,53, 78-79, 127, 231, 301
defined 45
proxyWAS 288
public key 94-95, 98, 100-104, 120
public key encryption 95, 101, 114
Public Key Infrastructure 24, 101-102
Public Key Infrastructure node 24
Public-Key Cryptography Standards
See asymmetric encryption algorithms

Q
query response 278, 286, 300

R

RC2 93

RC4 93

RCA. See remote cache access
reach target 265, 341
recompose 13

recovery strategy 266, 342
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redirector 15, 23, 47-50, 84, 86-87
defined 47
redundancy 21
remote cache access 53
reverse proxy 78-79, 82-84, 143, 147
defined 82
RFC 1319 97
RFC 1321 97
RFC 2104 98
RFC 2253 103
RFC 2412 114
round-robin 32, 63
RSA encryption 94-96, 99, 119-120
Runtime nodes 24, 47
Application server 47
Caching proxy 47
Database server 26
Directory and security services 26
Domain firewall 26
Domain Name System 24
Load balancer 25
Presentation server 47
Protocol firewall 26
Public Key Infrastructure 24
Redirector 47
Shared file system 27
User 25
Web application server 25
Web server redirector 47
Runtime patterns 5, 13, 1516, 19, 24, 28, 43, 48,
57,59, 131
Authenticating proxy 127
Caching proxy 52
Load balancer hot standby 33
Mutual high availability 35
Redirectors 48
Separation 50
Single load balancer 29
Wide area load balancing 37

S
Secure Sockets Layer 24-25, 33, 53, 69, 90, 99,
102, 113, 119-120, 123, 256

certificate 122

defined 119

generate encryption key 122

Handshake Protocol 120-121
PKI 102
Record Protocol 120, 123
RSA 120
self-signed certificate 123
TLS 99
Secureway Network Dispatcher 62
security policy 106
servergroup 87,174,187, 189, 198, 231, 238, 276,
303
defined 87
servlet caching 276-277
Servlet Engine 178
servletcache.xml 278-280, 287, 292
ServletCacheMonitor 248, 281
SHA-1 97,99
SHA-256 97
SHA-512 97
Shared file system node 27
Site Selector 40, 135
defined 63
SOCKS server 109
SSL. See Secure Sockets Layer
static ARP entry 270272
static caching 45
defined 84
static content 45, 49, 53, 61, 301
static Web page 14-15, 47, 55, 106
symmetric encryption algorithms 92-94
Advanced Encryption Standard (AES) 93
Commercial Data Masking Facility (CDMF) 92
Data Encryption Standard (DES) 92
DES 93
International Data Encryption Algorithm (IDEA)
93
RC2 93
RC4 93
symmetric encryption key 120

T
takeover scripts 268, 275, 342
goActive 268-269, 343-344
goldle 269-270
golnOp 269-270, 344-345
goStandby 268-269, 343, 345
TLS. See Transport Layer Security
Transaction Quality of Service 79
transparent proxy 78
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Transport host 193, 243
Transport Layer Security 99
Transport port 194

Triple DES 92-93

U
User node 25
\'
VeriSign 102

virtual Host 175

virtual host 174-175, 183-184, 187,215, 230-232,
236237, 251, 303-304, 310, 330

virtual private network 106, 109, 111, 116-118
VPN. See virtual private network

w

WAND. See Wide Area Network Dispatcher

Web application server node 25

Web Container 178, 231, 289, 303

Web server. See HTTP Server

Web Traffic Express 61-62

Webserver Plugin 207, 251, 330

WebSphere Edge Server 21, 32, 35, 40, 54

WebSphere Performance Pack 62

WebSphere plug-in  86-87, 174, 178, 231, 303
defined 87

Wide Area Network Dispatcher 39, 135
defined 75

wildcard 184, 191

X
XML. See Extensible Markup Language
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